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Abstract

Al-driven digitalisation transforms how organisations process personal data and intro-
duces risks that traditional Data Protection Impact Assessment (DPIA) frameworks cannot
adequately address. Automated decision-making and large-scale processing in Al, IoT, big
data analytics, and blockchain environments create privacy concerns beyond the scope of
existing DPIA methodologies. The EU Al Act extends this scope through the Fundamental
Rights Impact Assessment (FRIA) under Article 27, which links data protection obligations
to broader fundamental rights governance. This study addresses these gaps through a
two-phase research design. Phase 1 conducts a systematic literature review of 25 studies
and applies framework analysis to identify DPIA implementation challenges across four
categories: legal and regulatory, risk assessment, scope, and complexity. Al-specific chal-
lenges appear across all four categories. Phase 2 develops a governance framework built
on the Plan-Do-Check-Act (PDCA) cycle and organised through a four-level hierarchy of
Lifecycle Phase, Risk Management Domain, Control Objective, and Operational Activity.
The framework translates relevant requirements of ISO 31000:2018, ISO/IEC 27701:2025,
and ISO/IEC 29134:2023 into traceable activities and encompasses algorithmic fairness
and socio-ethical impacts. The actionable DPIA framework supports compliance with
the GDPR, the EU AI Act and the three ISO standards and will be of interest to company
practitioners and other researchers investigating the theoretical and practice-based aspects
of digitalisation and data privacy.

Keywords: general data protection regulation; GDPR; data protection impact assessment;
DPIA; privacy impact assessment; PIA; data protection; technological advancements;
personal data processing; Al; artificial intelligence; Al-driven digitalisation

1. Introduction

In an age of rapid artificial intelligence (AI)-driven technological advancements, the
challenges of Data Protection Impact Assessment (DPIA) have become increasingly complex
and significant. The rapid growth of digital innovation in organisations has introduced
new dimensions in the management and protection of sensitive information, whilst digital
transformation has led to changes in company structures and triggered new organisational
forms [1,2]. At the same time, however, there are some growing concerns around the
secure and lawful processing of personal data under current legal frameworks [3]: while
digital technologies and services generally benefit businesses and consumers, they also
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pose serious privacy risks [4,5]. As organisations strive to leverage the benefits of Al-driven
digitalisation for innovation and growth, they are also faced with the daunting task of
ensuring the privacy and security of personal data.

Article 35 of the Regulation (EU) 2016/679, referred to as General Data Protection
Regulation (GDPR) [6], requires a DPIA where the processing of personal data may pose
high risks to data protection and privacy and may adversely affect the rights and freedoms
of individuals. The DPIA is a systematic and comprehensive analysis by data controllers. It
enables them to mitigate potential compliance issues before embarking on a data processing
activity that, by its nature, scope, context and purposes, may pose high risks to the rights
and freedoms of individuals and may be of critical importance for organisations. This
is especially the case with large-scale data processing activities, the processing of special
categories of personal data, the systematic and comprehensive assessment of personal
aspects relating to natural persons based on automated data processing, including profiling,
or where a new technology is used. DPIA obligations also apply when personal data is
transferred to or processed by third-party processors or sub-processors, including cloud
service providers. Under GDPR Article 28, data controllers must ensure that all processors
implement appropriate technical and organisational security measures, and the DPIA must
cover the full processing chain. In cloud environments, this requires particular attention
to data sovereignty, encryption of data in transit and at rest, access control governance,
and the auditability of provider-level security controls. Organisations should take concrete
steps to comply with the legal obligations introduced by the concept of “privacy by design
and by default”, which is based on the understanding that it is preferable to build privacy
features into a product or service from the outset, rather than in the later stages of product
or services design [3].

The regulatory landscape continues to evolve in response to these technological devel-
opments. The recently adopted Regulation (EU) 2024 /1689, also referred to as the European
Union Artificial Intelligence (AI) Act [7] broadens the concept of “high risk” to include
certain artificial intelligence (AI) applications whose outcomes could have a significant
impact on individuals’ rights and opportunities [8]. The Al Act [7] defines “high-risk Al
systems” through a risk-based classification set out in Article 6 and Annex III. This covers
sensitive use cases such as biometric identification, access to essential services, employment
and worker management, education, and specific law enforcement and migration contexts.
In these areas, Al systems are considered high risk because their decisions can directly affect
a person’s legal position, social prospects, or access to essential services. Accordingly, the
Al Act [7] requires additional safeguards, including dedicated assessments of the impact on
fundamental rights, to complement the DPIA required under Article 35 of the GDPR when
high-risk Al systems are deployed. Article 27 of the Al Act [7] introduces the obligation
to conduct a Fundamental Rights Impact Assessment (FRIA). In this regard, GDPR-based
DPIAs and Al Act-based FRIAs may substantially overlap where high-risk Al systems
process personal data [9]. This extends the scope of the DPIA beyond data protection
risks, capturing broader risks to fundamental rights such as fairness, non-discrimination
and equal treatment. This approach reflects a broader shift in impact assessment prac-
tices, whereby the DPIA evolves from a standalone compliance tool into an integrated
risk governance mechanism that considers the data protection and broader socio-technical
implications of digital technology deployment.

This evolution of impact assessment practices, driven by both technological change
and regulatory developments such as the GDPR [6] and the Al Act [7], builds on earlier
approaches to privacy risk assessment. Although the DPIA concept was introduced with the
GDPR, it built upon the Privacy Impact Assessment (PIA) [10], which dates from the mid-
1990s, and which aimed to help organisations determine the most effective way to comply
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with their data protection obligations and meet individuals’ privacy expectations [11].
It purported that organisations should build data protection into the lifecycle of data
processing activities by being aware of any potential negative impact that personal data
processing activities may have on individuals’ rights and freedoms from the outset and in
all aspects. Definitions of DPIA and PIA by various data protection entities are shown in
Table Al in Appendix A.

The Article 29 Working Party [12] defines DPIA as a process designed to identify
processing, to assess its necessity and proportionality, and to help manage it by assessing
the risks to the rights and freedoms of natural persons arising from the processing of
personal data and identifying measures to address them. Under the GDPR, the data
controller is obliged to carry out a DPIA before processing activities which, due to their
nature, scope or purposes, pose specific risks to the rights and freedoms of the data subject.
This is of particular relevance when personal aspects of the data subject are systematically
and extensively assessed for automated decisions, if special categories of personal data are
processed on a large scale, or if a publicly accessible area is systematically monitored on a
large scale. However, there is currently very little known about how to conduct such a DPIA
in the context of digital technology deployment, for example as regards big data analytics [3].
Recent studies further suggest that DPIA implementation practices remain heterogeneous
and insufficiently standardised, particularly regarding operational implementation processes
and methodological guidance [13]. This article explores the key challenges that organisations
encounter in conducting DPIAs in the era of digital innovation.

Despite significant academic interest in the implementation of DPIAs and the chal-
lenges organisations face as technology evolves, most research so far has concentrated on
privacy and data protection issues within industry and public administration. Through
a critical analysis of the literature, this paper addresses this gap by examining the chal-
lenges of digitalisation and open digital innovation for organisations, and by shedding
light on the complexities and nuances of DPIA in the context of digitalisation. The article
also draws upon the governance model adopted in ISO/IEC 27701 [14], which aligns
privacy management with other management system standards by embedding iterative
monitoring, performance evaluation, and adaptive review mechanisms, epitomised by
the Plan-Do—-Check—Act (PDCA) cycle. In this context, the article addresses the following
research questions (RQs):

RQ1. What challenges were encountered in implementing the DPIA, particularly in the area of
technology-based data processing?

RQ2. Can a framework be developed to address the DPIA implementation challenges for digital technologies?

The contribution of this study is conceptual and normative rather than empirical. It
synthesises a fragmented body of literature into a structured challenge taxonomy and
proposes a governance framework that translates established standards into traceable
operational activities. The framework is offered as a theoretically grounded and standards-
aligned proposal to guide DPIA practice; it is not an empirically tested implementation
model, and its operational validation in organisational settings remains an objective for
future research.

Following this brief introduction, Section 2 details the study’s methodology, including
the search strategy, inclusion and exclusion criteria, data extraction procedures, and quality
assessment. In Section 3, an overview of the findings is first provided, and then RQ1 is
addressed and a categorization of DPIA challenges, derived from the extant literature,
is put forward. This acts as the basis for addressing RQ2 through the development of a
PDCA-based framework, which directly addresses the challenges identified, encompassing
technical, legal, and socio-ethical dimensions, to underpin a thorough and integrated
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risk assessment approach. In Section 4, some emergent issues of relevance are discussed.
Finally, Section 5 provides a conclusion, summarising the contribution of the research, its
limitations and possible future avenues of research in this field of study.

2. Research Methods

The research adopted an interpretivist philosophy, which allowed the capture of
context specific realities regarding DPIA use in practice [15]. Concepts and findings were
developed inductively in line with Thomas’s [16] approach to qualitative data analysis.
Saunders et al.’s [17] typology of research methods was also used, combining exploratory
aims (to assess current DPIA deployment) with descriptive profiling (of current digital
technology contexts). The research was conducted in two phases (Figure 1).

| Phase 1 | | Phase 2 |

Research
Questions RQ1. What challenges were

encountered in implementing
the DPIA, particularly in the
area of technology -based
data processing?

RQ2. Can a framework be
developed to address the
DPIA implementation
challenges for digital
technologies?

Focus
International
Extant literature Standards;
PDCA model
v \/ \/
Systematic Model
literature review; development;
Framework Standards
analysis application
v
Key ' PDCA-based
challenges DPIA framework
identified and action list

Figure 1. The two-phase research process.

Phase 1 involved a systematic literature review (SLR) which was conducted in ac-
cordance with the Preferred Reporting Items for Systematic Reviews and Meta-Analysis
(PRISMA) guidelines [18]. The PRISMA Flow Diagram is shown in Figure 2. The search
included reputable academic databases (Scopus and Web of Science) providing access to
peer-reviewed journals, conference proceedings and reports. The search for relevant articles
was conducted by examining the title, abstract, and keyword sections of the Scopus and
Web of Science databases. The search strategy included various combinations of keywords
related to the challenges organisations face when implementing DPIA in the context of
technological developments, utilising Boolean operators ({AND’ and ‘OR’) to combine the
search terms. The search terms used for the literature review were as follows:

(“data protection impact assessment” OR “DPIA” OR “privacy impact assessment”
OR “pia”)

AND

(“General Data Protection Regulation” OR “GDPR”)

AND

(“implementation” OR “challenges”).
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Identification of studies via databases

RQ1. What challenges were encountered in implementing the DPIA, particularly in the area
Phase 1 of technology-based data processing?
Identifying Research RQ2. Can a framework be developed to address the DPIA implementation challenges for
Questions digital technologies?

Records identified (n =102) Records removed before Phase 3
Phase 2 Scopus (n = 73) :> Duplicate records removed
Identification Web of Science (n = 29) (n=27)

Records excluded (n = 40)

Book chapters (n = 24)

Phase-.'i ) Fefo;sd)s screened :> Non-English articles (n = 3)
Screening for n= Published before 2018 (n = 8)
inclusion/exclusion Lack of relevance (n=5)

Reports excluded
Reports assessed for eligibility Lack of relevance, very Iechm.cal
(n=35) content or focus predominantly specific
: sectors, not technological
developments (n= 10)
Phase 4 Studies included in review
Inclusion (n=25)

Figure 2. Systematic Literature Review: PRISMA Flow Diagram.

To increase the accuracy of the search, it was later narrowed down to specific types
of documents, years, and languages. The initial search yielded 102 documents, which
were then screened for eligibility for the study. After eliminating duplicates, 75 documents
were further screened using inclusion/exclusion methods (Table 1). The initial sample of
potentially relevant studies was analysed and general inclusion and exclusion criteria were
applied to refine the selection. Articles published in peer-reviewed journals and conference
proceedings were included but studies from books and book series were excluded. In
addition, non-English documents were excluded to ensure a clear understanding of the
content of each eligible article. Furthermore, the focus was on articles published from
2018 onwards, when the GDPR came into full effect. Subsequently, the titles and abstracts
of all remaining articles were manually scanned to assess their relevance to the research
topic of challenges in implementing DPIA with technological developments. All irrelevant
articles were discarded, including those focusing on the impact of DPIA implementation in
non-EU countries.

After the initial screening process, 35 eligible studies were identified for further review.
These articles were thoroughly reviewed to assess their relevance to the purpose of this
review. As part of this assessment, 10 studies were excluded for various reasons. These
reasons included lack of relevance, highly technical content, and a focus on challenges
specific to building only GDPR-compliant data architecture. In addition, specific/narrow
sectors which were not focused on technological developments such as drones and smart
city services, including smart city data ecosystem studies. Here, the scope is often too
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narrow and context-dependent, addressing DPIA challenges unique to heterogeneous
urban data flows and multi-stakeholder environments but not offering a generalisable
DPIA methodology beyond the smart city data ecosystem context [19].

Table 1. Inclusion and exclusion criteria.

Criteria

Principle

Inclusion

- English language articles

- Articles published between 2018 and 2026

- Publications in peer-reviewed journals and conference proceedings
- Relevance of title and abstract to DPIA implementation challenges
- Studies focusing on the impact of DPIA in the EU

Exclusion

- Non-English language articles

- Articles published before 2018

- Studies published in books and book series

- Studies that do not specifically focus on DPIA implementation challenges
- Studies focusing on the impact of DPIA outside the EU

The exclusion principle applied to sectoral studies took into account their transferabil-
ity: studies were excluded when their identified DPIA challenges were unique to a specific
sectoral context and could not be abstracted into generalizable implementation barriers.
Studies addressing DPIA challenges in healthcare ICT infrastructures, Al decision-making
systems, and blockchain-based IoT environments were retained because the technological
challenges they address—automated processing, complex multi-stakeholder data flows,
and the integration of security and privacy assessment—are representative of the broader
Al-driven digitalisation context the proposed framework addresses. By contrast, studies
focusing on DPIA challenges unique to heterogeneous urban data flows in smart city
ecosystems, for example, or to drone-specific regulatory requirements, were excluded be-
cause their methodological findings could not be transferred to a general DPIA governance
framework without significant context-dependent adaptation that falls outside the scope of
this study. Articles that concerned challenges faced by small businesses in complying with
the GDPR (DPIA not being the main point) and which lacked a technology focus were also
excluded. These were discarded, as the review focuses on DPIA implementation challenges
in commercial organisations. Ultimately, 25 studies were included in the sample for the
data extraction and analysis.

A data extraction process was adopted to obtain accurate information from the selected
sources. Each primary study was carefully read and categorised according to the following
variables: Title, Author(s)/Year, Objective, Country /Region Focus, Sector Context, Technol-
ogy Focus, and Methodology. These items were included to ensure that the data extraction
process was consistent with extracting the data elements needed to answer the RQs [20].
As quality assessment is more important in systematic reviews to determine the rigour
and appropriateness of primary studies [21], the Critical Appraisal Skills Programme’s
CASP Systematic Review Checklist [22] was followed for quality assessment. Title and
abstract screening and full-text coding were conducted independently by the first and
second authors. Disagreements were resolved through discussion until consensus was
reached. Formal inter-rater reliability statistics were not calculated; this is acknowledged
as a methodological limitation, and future replications of this review are encouraged to
report Cohen’s kappa or an equivalent reliability measure to strengthen confidence in the
thematic synthesis.

Grey literature, including guidance documents from national data protection authori-
ties, supervisory authority opinions, and practitioner publications, was excluded from the
SLR corpus. This decision is consistent with established SLR methodology, which priori-
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tises peer-reviewed sources to ensure replicability and quality control. It is acknowledged
as a limitation; however, the Phase 2 framework partially compensates for this boundary
condition, as ISO/IEC 29134:2023 [23]—one of the three reference standards—draws on
similar risk assessment principles to those articulated in the WP29 Guidelines on Data
Protection Impact Assessment, thereby providing a normative bridge between academic
methodology and widely applied supervisory authority guidance.

Framework analysis was used to assess the located sources and address RQ1. This
method was selected because it offers a systematic and transparent approach to qualitative
analysis and is particularly suitable for applied research with clear research questions and
predefined areas of interest [24,25]. This method involves the building of a framework
within which emergent themes, in this case DPIA challenges, can be classified or categorised.
Goldsmith [26] notes that the method is “an inherently comparative form of thematic
analysis which employs an organized structure of inductively- and deductively derived
themes (i.e., a framework) to conduct cross-sectional analysis using a combination of data
description and abstraction”, and that “the overall objective of framework analysis is to
identify, describe, and interpret key patterns within and across cases of and themes within
the phenomenon of interest” (p. 2061). This analysis of located sources supported the
categorization of DPIA challenges in one coherent structure. This is appropriate when a
complex phenomenon needs to be organised across several bodies of literature to provide
a structure for subsequent research phases. This can be viewed as an initial conceptual
framework which Jabareen [27] sees as “a network, or ‘a plane,” of interlinked concepts that
together provide a comprehensive understanding of a phenomenon or phenomena” (p.51).
This definition is relevant to the present study because the use of DPIAs is shaped by the
interaction of technological deployment, organisational structuring, regulatory compliance,
and process efficiency.

In Phase 2 of the study, the PDCA-based DPIA framework was constructed through a
convergent three-source synthesis grounded in independent lines of structural evidence.
The first source was inductive: the four-category challenge taxonomy produced by the
Phase 1 SLR (legal and regulatory, risk assessment, complexity of implementation, and
scope) was analysed to identify which DPIA activities would be required to address
each challenge category, with the resulting activity clusters mapped to the Risk Manage-
ment Domains of the framework (Appendix B, Table A5). The second source was the
deductive analysis of the two privacy standards adopted as primary structural references:
ISO/IEC 27701:2025 [14], which specifies privacy management system requirements and
Annex A controls, and ISO/IEC 29134:2023, which specifies the privacy impact assessment
process. The third source was the risk management process specified in ISO 31000:2018 [28],
which provides the methodological backbone for both privacy standards and structures
risk management into the process steps that constitute the Risk Management Domains of
the framework.

The clause-level alignment between each Risk Management Domain and the corre-
sponding clauses of the three standards is documented in Appendix B, Table A4. The
convergence of these three independent sources on a comparable phase decomposition
provides construct validity for the Risk Management Domain classification. Construct
validity here refers to the structural soundness of the framework’s design, namely the
convergence of independent inductive, deductive, and standards-based sources on a com-
parable decomposition, and should be distinguished from empirical or predictive validity,
which concerns whether the framework produces effective outcomes when applied in
practice. The latter is not claimed in this study and constitutes a separate objective for
future case study or action research.
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This convergent synthesis approach is also consistent with recent studies highlight-
ing the growing overlap between DPIA and Fundamental Rights Impact Assessment
(FRIA) obligations under the GDPR [6] and the Al Act [7], and the corresponding need
for more harmonised and interoperable impact assessment structures for Al-driven and
data-intensive systems [9]. Within each Risk Management Domain, the Control Objectives
were derived from the privacy controls and process steps of the two privacy standards, and
the Operational Activities were derived through thematic synthesis of the methodological
recommendations in the 25 reviewed studies—including CLIFOD [29], PACTS within the
TRUSTEE framework [30], the Data Privacy Vocabulary [31], and the Privacy Touch Points
framework. This operational structuring also aligns with recent studies examining the vari-
ability and practical implementation challenges of DPIA practices across organisations [13].
Each Operational Activity is therefore traceable both to the challenge codes it addresses
and to the standard clauses with which it conforms (Appendix B, Table A4), establishing a
triple line of evidence for each element of the framework.

3. Results
3.1. Overview of Previous DPIA Studies

The review comprehensively analysed 25 studies, published in peer-reviewed confer-
ence proceedings and reputable academic journals. A summary overview of each of these
sources is included in Table A2 in Appendix A. Here a synthesis is provided to directly
address RQ1.

The majority of DPIA studies are situated within the EU, reflecting the stringent
data protection regulations imposed by the GDPR. For instance, studies by Calvi and
Kotzinos [32] on Al fairness and those by Grammatopoulos et al. [30] on the TRUSTEE
framework demonstrate the EU’s leading role in promoting robust data protection measures.
Similarly, several studies focus on specific EU member states, such as Germany, with Rehak
and Kuhne [33] examining privacy issues in digital contact tracing, and the UK, where
Henriksen-Bulmer et al. [29] explore privacy risks in cyber-physical systems. The challenges
of risk assessment, notably as regards privacy concerns associated with digital technologies
were also examined by Leesakul and Morisset [34]. This highlights the significance of
DPIAs in the context of digitalisation as an important component of companies” risk
assessment processes.

More specifically, as regards the technology focus, the reviewed literature reveals a
strong emphasis on the potential of DPIAs to ensure fairness and accountability, notably
in Al systems. Calvi and Kotzinos [32] explore the use of algorithmic impact assessments,
including DPIAs, to protect individuals from algorithmic harm by assessing the societal
impacts of Al systems. Their research highlights the need to bridge legal, social and
computer science domains to develop fairer Al solutions within regulatory frameworks.
Two studies conducted by Papamartzivanos et al. [35] and Janssen et al. [36] not only
investigated DPIA applications in the context of ICTs/ Al but also provided guidance on
the complexity and scope of DPIA implementation in combination with these technologies.
They provide a dynamic and generic assessment process by addressing the Automated
Privacy and Security Impact Assessment (APSIA) methodology, which combines privacy
and security impact assessments using interdependency graph models and data processing
flows to quantify the privacy risks posed by vulnerabilities, and the Fundamental Rights
Impact Assessment Framework (FRIAF), which allows organisations to systematically
assess the potential impact of Al systems on fundamental rights.

Similarly, Moniz [37] emphasises that, in the context of Al systems, DPIAs require data
controllers to perform complex balancing and proportionality assessments to safeguard
fundamental rights, highlighting the structural risks of subjectivity and inconsistency in
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these evaluations. To address these challenges, Moniz [37] further argues that fundamental
rights considerations may require dedicated and more structured assessment mechanisms
alongside the DPIA to ensure greater consistency and transparency in high-risk Al contexts.
Rintamaéki et al. [9] further examine the overlap between DPIA requirements under the
GDPR and FRIA obligations under the Al Act, highlighting the need for more harmonised
impact assessment approaches for Al systems involving personal data. The applicability of
DPIA in IoT systems and smart cities has been explored in various studies, such as that
of Campanile et al. [38], who investigate how blockchain technology can enhance privacy
and GDPR compliance in IoT systems, particularly in the context of the Internet of Vehicles
(IoV). Their research aims to create trusted data recording systems that improve road safety
and legal accountability.

Lopez et al. [39] propose adapting DPIA as a legal methodology to assess privacy by
design in identity management technologies, emphasising the importance of considering
both architectural and user aspects to address the challenges of digital identity manage-
ment. Georgiadis and Poels [3] focus on DPIA methodologies in the context of big data
analytics. Their research aims to develop a comprehensive DPIA framework to identify,
analyse and mitigate privacy risks specific to big data environments. In a subsequent
study, Georgiadis and Poels [40] examine the limitations of existing GDPR-aligned DPIA
frameworks, noting that they often fail to adequately capture big-data-specific risks such
as unclear controllership, re-identification threats, discrimination concerns, transparency
limitations and challenges in stakeholder involvement, thereby highlighting the need for
a refined and operationalised methodology tailored to big data analytics contexts. The
IT sector features prominently in many DPIA studies, reflecting the pervasive nature of
technology and the privacy challenges it poses. This is evident in Mantelero’s [41] research
on Al and big data, which highlights the intersection of IT with human rights and ethical
considerations. The integration of IT with healthcare is another critical area, highlighted
by Papamartzivanos et al. [35], who discuss the convergence of privacy and security im-
pact assessments within healthcare IT infrastructures. These studies highlight the diverse
applications of DPIA in different technological contexts, demonstrating its critical role in
ensuring privacy and compliance in environments where Al, IoT, big data, and blockchain
technologies introduce high-risk data processing activities.

The technological focus thus varies across studies, with significant attention paid
to primary digital technologies: Al, analytics and big data, blockchain, and IoV. Other
notable technology focuses include smart building technologies, as explored by Leesakul
and Morisset [34], and biometric authentication systems, as explored by Bisztray et al. [42].
Similarly, Gtiltekin-Varkonyi [43] identifies facial recognition technologies as a key privacy
concern, highlighting the specific risks they pose to data minimisation, purpose limitation,
system accuracy, and administrative challenges under the GDPR and AI Act.

The methodologies used in these studies range from conceptual frameworks to mixed
methods approaches. Conceptual methods are used to develop theoretical models and
frameworks, as in the studies by Lépez et al. [39] on DPIA methodologies and Pandit [31] on
semantic specifications for DPIAs. Mixed methods approaches are also common, combin-
ing theoretical analysis with practical application, as seen in the work by Henriksen-Bulmer
et al. [29] on cyber-physical systems and by Riemann et al. [44] on open-source software
tools for DPIAs. Wright and Hert [45] emphasise the critical role of combining theoretical
insights with practical applications to develop robust privacy frameworks. This approach
is further supported by Johnson and Onwuegbuzie [46], who emphasise that mixed meth-
ods research provides a richer understanding of research problems by integrating both
qualitative and quantitative data.
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Qualitative approaches are also used to provide in-depth insights, such as in Vemou
and Karyda'’s [47] study on the evaluation of privacy impact assessment methodologies.
Bryman [48] highlights the importance of qualitative research in providing a rich and
detailed understanding of social phenomena. He discusses how qualitative methods
are particularly effective in exploring complex and nuanced issues and underscores that
integrating qualitative approaches with quantitative data can lead to more comprehensive
insights, enabling a fuller understanding of the phenomena under study. Additionally, other
important studies emphasise the significance of these methods in DPIA research. Wright
and Hert [45] highlight the critical role of DPIAs in identifying and mitigating privacy
risks within organisational processes, supporting regulatory compliance, and enhancing
stakeholder trust. Their work highlights the importance of conceptual methodologies
in developing robust privacy frameworks. Furthermore, Bieker et al. [49] researched the
application of DPIAs in the context of smart grids, illustrating the effectiveness of qualitative
methods in understanding the nuanced privacy implications of emerging technologies.
Similarly, Giiltekin-Varkonyi [43] demonstrates that DPIAs are pivotal in evaluating and
mitigating the legal, technical and administrative risks associated with facial recognition
technologies, reinforcing regulatory compliance and supporting public trust in high-risk
biometric surveillance contexts. Their findings underscore the importance of qualitative
approaches in providing detailed insights into privacy risks and stakeholder concerns.

Collectively, previous DPIA studies encompass a wide range of technologies and
business environments, highlighting the versatility and necessity of DPIAs in various
domains. This underlines the importance of adapting DPIA methodologies to specific
industry needs and technological contexts to ensure robust privacy and data protection
measures in different applications.

3.2. RQ1. What Challenges Were Encountered in Implementing the DPIA, Particularly in the Area
of Technology-Based Data Processing?

The reviewed literature contained relatively little content regarding the challenges of
implementing DPIA in the corporate environment in the context of rapid digitalisation.
Nevertheless, four recurring categories of challenges can be identified across the reviewed
corpus: legal and regulatory challenges, risk assessment challenges, complexity of DPIA
implementation, and enhancing the scope of DPIAs. Given the focused evidential base of
25 studies, these categories should be understood as a structured synthesis of the challenges
recurring in the reviewed literature rather than an exhaustive account of the entire DPIA
challenge landscape.

Legal and regulatory challenges include navigating different and sometimes con-
flicting privacy laws in different jurisdictions, which can complicate compliance efforts.
Risk assessment challenges include the difficulty of identifying, assessing and mitigating
privacy risks, particularly in complex data ecosystems where data flows across multiple
platforms and stakeholders. The complexity of DPIA implementation is another significant
barrier, involving the need for multidisciplinary expertise, the integration of technical
and organisational measures, and aligning DPIA processes with overall business objec-
tives. Finally, enhancing the scope of DPIAs to keep pace with emerging technologies
and evolving privacy concerns is essential to ensure that privacy protections are robust
and comprehensive.

Although the four categories are analytically distinct, the boundary between risk
assessment and implementation complexity warrants clarification, as both concern the
challenges of conducting DPIAs. Risk assessment challenges (R1-R7) address the sub-
stantive nature of GDPR privacy risk: it differs from traditional risk management in its
object (rights and freedoms of data subjects), its required perspective (data-subject-centred
assessment), and its quantification logic (contextual proportionality rather than actuarial
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probability). Implementation complexity challenges (C1-C15) concern the operational and
organisational conditions required to execute a DPIA in practice, including interdisciplinary
coordination, integration of technical and legal expertise, tooling gaps, and documentation
governance. On this basis, challenges such as C12 (complexity of calculating risk scores)
and C14 (difficulty of applying DPIAs in big data analytics environments) are classified as
complexity challenges because they address procedural execution barriers, not the substan-
tive character of the risk itself. This distinction is further reflected in the Phase 2 framework,
where R codes map primarily to the Risk Identification and Impact Evaluation domain,
while C codes distribute across multiple domains given their cross-cutting operational
character (Table A6, Appendix B).
These four challenge categories are now examined in more detail.

3.2.1. Legal and Regulatory Challenges

The implementation of DPIAs in the face of technological developments poses sig-
nificant legal and regulatory challenges (Table 2). These challenges include the varied
interpretation of high-risk processing activities that necessitate a DPIA, the potential for
circumvention when Al systems claim to process synthetic or anonymous data, and the
lack of consistent guidance from regulators and courts regarding the application of fairness
metrics within DPIAs. This complexity is further exacerbated by differing responsibilities
and oversight mechanisms across these assessments, which can lead to legal uncertainties
and compliance difficulties for entities deploying Al systems [32]. Recent research further
demonstrates that the overlap between the GDPR [6] and the Al Act [7] creates additional
regulatory fragmentation and compliance uncertainty regarding high-risk Al systems and
impact assessment obligations. In particular, significant divergences persist across EU/EEA
member states concerning DPIA-triggering criteria, sector-specific high-risk categoriza-
tions, and the interpretation of processing activities requiring impact assessments, thereby
complicating the harmonisation and operational implementation of DPIAs and FRIAs
across jurisdictions [9]. In addition, Campanile et al. [50] highlighted that one of the biggest
challenges for security and privacy assurance in IoT systems is the introduction of privacy
regulations and the development of robust and secure solutions for data management.
Accordingly, they emphasised that despite existing cybersecurity architectures, IoT systems
remain vulnerable to security issues such as unauthorised access, data breaches, and in-
trusions, and thus, data-centric and IoT systems are strongly affected by these regulations,
and fully adequate solutions have yet to be designed.

Table 2. DPIA legal and regulatory challenges.

Lack of a legal obligation for organisations for Al-based business models (L1)
Customising DPIA methodology to business environment. Whilst area or

sector-specific DPIA methodologies have been developed, most of the
existing widely used methodologies are context-independent and significant
divergences across EU/EEA member states regarding DPIA-triggering
criteria and high-risk categorizations create additional harmonisation and
compliance challenges for Al systems (L2)

Rintamaiki et al. [9]
Calvi and Kotzinos [32]
Bisztray et al. [42]
Campanile et al. [50]

e  Solutions for large-scale digital systems and services, such as those based on
IoT, are not yet properly designed to comply with privacy requirements (L3)

3.2.2. Risk Assessment Challenges

The literature review reveals a variety of challenges in conducting risk assessments,
including managing complex interactions between different stakeholders, data sharing,
and processing, which can lead to a lack of control over access points and increased se-
curity risks. Leesakul and Morisset [34] identify significant risk assessment challenges
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in implementing DPIAs in smart buildings, focusing on the technological aspects. Ac-
cordingly, a key challenge is that the factors contributing to high risk under GDPR differ
from traditional risk management. Traditional risk management primarily focuses on
technical threats and vulnerabilities, whereas the GDPR emphasises the potential impact on
individual rights and freedoms. This shift requires a broader and more nuanced approach
to risk assessment, integrating legal, ethical and social dimensions alongside technical
considerations. Moreover, Giiltekin-Varkonyi [43] shows that similar challenges arise in
the context of facial recognition technologies, where organisations must assess risks linked
to data minimisation, purpose limitation, biometric accuracy and administrative gaps
under both the GDPR and the AI Act. Henriksen-Bulmer et al. [29] also referred to the
traditional risk management emphasised by Leesakul and Morisset [34]. Henriksen-Bulmer
et al. [29] additionally introduced the Contextual Integrity for Open Data (CLIFOD) pilot
study, which provides a risk assessment framework based on Contextual Integrity (CI).
The CLIFOD framework employs three overarching phases: explanation, risk assessment,
and decision. This structured approach helps decision-makers evaluate privacy risks by
considering the specific context and processing practices involved. The phases guide
users in understanding existing practices, assessing the risks associated with any changes,
and making informed decisions based on the potential consequences of those changes.
This framework is designed to aid organisations in assessing privacy from both the or-
ganisation’s and the individual’s perspectives, facilitating GDPR compliance. DPIA risk
assessment challenges are given in Table 3.

Table 3. DPIA risk assessment challenges.

e  Factors contributing to high risk under GDPR differ from traditional risk

management (R1)

e  The complexity of interaction between different actors, data sharing and
processing leads to a potential lack of control over the management and
monitoring of access points, making the building system more prone to security
risks and vulnerabilities (R2)
e  The complexity of assessing risks such as unauthorised access to personal data,
data alteration and data loss (R3)
e  The comprehensive identification of potential privacy risks requires coverage of
both the physical and technological processes and the systems through which Leesakul and Morisset [34]
data passes as part of the analysis (R4) Henriksen-Bulmer et al. [29]
e  The requirement for organisations to assess risks from the perspective of the data  Giiltekin-Varkonyi [43]
subject, rather than from the perspective of the organisation, as is traditionally
the way businesses assess risk (R5)
e  Requirement for a privacy risk assessment that will allow the organisation to
assess the privacy impacts of data processing on its customers in a consistent,

repeatable manner (R6)

e  The difficulty of assessing risks in facial recognition systems due to challenges
such as ensuring data minimisation, defining and limiting purposes, verifying
the accuracy of biometric data, and addressing administrative and accountability
gaps under the GDPR [6] and the AI Act [7] (R7)

3.2.3. Complexity of DPIA Implementation Challenges

As a third challenge factor, the complexity of DPIA implementation has been discussed
extensively in the literature, as shown in Table 4. The implementation of DPIAs faces many
challenges, including the need for a holistic, user-centred assessment matrix that captures
technical, legal and socio-ethical dimensions; integration with cybersecurity metrics; thor-
ough understanding of technical and legal requirements; interdisciplinary collaboration;
and the complexity of risk identification, assessment and mitigation, particularly in net-
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worked projects in the health sector. In Al-driven healthcare contexts, these challenges are
further intensified by the need to operationalise meaningful human oversight, align DPIAs
with FRIAs, and integrate accountability, governance and lifecycle monitoring require-
ments into clinical workflows [51]. In this regard, Grammatopoulos et al. [30] highlight
several complexities in conducting DPIAs in the digital age. One major complexity is the
need for a holistic, user-centred assessment that integrates technical, legal, ethical and
social dimensions, making the DPIA process inherently complex. The need for rigorous
risk assessments to identify potential breaches of personal rights and propose mitigation
strategies further complicates the process. Compliance with GDPR obligations, as well
as the protection of individual rights, requires a deep understanding of data processing
activities. The TRUSTEE framework addresses these challenges with its Application Build-
ing Blocks (ABBs), in particular the DPIA ABB, which uses the comprehensive Privacy
and Security Assessment for Cross-discipline Trust and Sovereign (PACTS) methodology.
This structured, iterative approach ensures careful handling of personal data, ongoing
stakeholder engagement and thorough evaluation of risk mitigation strategies. In line
with these complexities, Moniz [37] further demonstrates that DPIA implementation also
involves substantial interpretative challenges, as data controllers must conduct balancing
and proportionality assessments that are inherently subjective, raising concerns about
consistency, legitimacy and the overall reliability of DPIA outcomes.

Table 4. DPIA implementation complexity challenges.

. The need for a holistic assessment matrix that is user-centred, captures technical, legal and
socio-ethical dimensions, and provides a comprehensive approach to privacy (C1).

. The necessity of integration with cybersecurity metrics that combine security and privacy
concerns in data protection efforts (C2).

. The necessity for assessments to involve the entire process, including servers, network
infrastructure or operating system frameworks, or even parts of the process that do not use

technology (C3).

The need for a thorough understanding of both the technical aspects of the technology and the
legal requirements of data protection regulations such as GDPR (C4).

The necessity for legal experts to discuss with subject matter experts the technical feasibility of the
proposed protection measures /possible adaptations or modifications to which these measures
may be subjected (C5).

Obstacles to incorporating the principle of fairness into the DPIA process, including the difficulty
of determining what qualifies as fair processing and how to balance conflicting rights and
interests (C6).

The necessity to establish a direct link between data processing flows and the organisation’s
current state of cybersecurity in order to determine the magnitude of privacy risks beyond the
documentation of an organisation’s data and procedures (C7).

Analysing privacy impact from an organisational or individual perspective, identifying metrics
used to measure privacy risks and risk mitigation strategies (C8).

The interdisciplinary nature of the DPIA, not only due to the technical and multifaceted nature of
the task, but also due to the legal, organisational, medical and IT aspects, particularly in
Al-driven healthcare environments requiring meaningful human oversight, FRIA-DPIA
alignment and governance integration into clinical workflows (C9).

The collaborative effort required to bring together expertise and integrate different perspectives in
a coherent way is time-consuming and complicated (C10).

Lack of an open-source framework to facilitate the DPIA process, especially for complex,
networked projects in the health sector (C11).

The complexity of the processes of identifying risk sources, subdividing them into groups,
calculating risk scores based on probability and potential harm, formulating TOMs and
re-evaluating risks after the implementation of TOMs (C12).

Complexity of processes for stakeholders to identify relevant risks and mitigations for special
considerations in impact assessments, emerging technologies and use cases, and to document
results in a coherent manner, particularly due to heterogeneous DPIA practices, ad hoc methods
and insufficiently assessed multi-stakeholder processes (C13).

The difficulty of applying DPIAs in big data analytics environments, where interdependent risks
such as re-identification, discrimination, opacity of processing and unclear controllership require
the integration of legal, technical, organisational and societal considerations into a single coherent
assessment process (C14).

The challenge of ensuring consistent, legitimate and non-subjective DPIA outcomes, given that
balancing and proportionality assessments rely heavily on discretionary judgement by data
controllers (C15).

Lazcoz et al. [51]

Hansen et al. [13]
Grammatopoulos et al. [30]
Rehak and Kuhne [33]
Lépez et al. [39]

Kasirzadeh and Clifford [52]
Campanile et al. [50] Papamartzivanos et al. [35]
Vemou and Karyda [47]
Riemann et al. [44]

Pandit [31]

Georgiadis and Poels [40]
Moniz [37]
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On the other hand, Lépez et al. [39] highlighted in their study that one of the main chal-
lenges is the collaborative effort required to bring together expertise from different fields,
including technical, legal and institutional perspectives. Hansen et al. [13] further sug-
gest that DPIA implementation practices remain heterogeneous across organisations, with
handwritten DPIA reports, ad hoc methods, and insufficiently assessed multi-stakeholder
processes still characterising practical implementation approaches. This multidisciplinary
integration is time-consuming and complex, as it requires harmonising different levels of
understanding and experience among stakeholders to ensure a coherent approach to risk
assessment and privacy protection and emphasises that effective collaboration between
technical and legal experts is essential to address the multifaceted nature of data protection
and to ensure a comprehensive consideration of all aspects of privacy by design.

Pandit [31] addresses the complexity of DPIA implementation in the digital age, high-
lighting the necessity of a holistic and structured approach to risk management. Meanwhile,
Kasirzadeh and Clifford [52] emphasise that the fairness metrics of DPIA implementation
can improve decision-making by providing a structured approach to assessing the impact of
data processing on individuals’ rights and freedoms. In this regard, Pandit [31] emphasises
the need to develop an ontology based on ISO 31000 standards, arguing that it increases the
effectiveness and consistency of DPIA by helping to systematically identify and address
risks while Kasirzadeh and Clifford [52] provide fairness criteria to identify and reduce bi-
ases in automated decision-making processes, prevent biassed or unfair outcomes, provide
a concrete and workable framework for assessing fairness, and guide the data controller
through the challenges in this regard.

3.2.4. Enhancing DPIA Scope Challenges

Lastly, focusing on enhancing the scope of DPIAs, Mantelero [41] underlined that
technological developments require a broader and more comprehensive approach to DPIAs
and that the increasing capacity for data processing and analysis requires DPIAs to have
a more holistic perspective, covering not only the technical and legal aspects but also the
social and ethical impacts of data processing activities, and emphasised the importance
of this holistic perspective for identifying and mitigating potential risks associated with
Al, big data technologies. Similarly, Georgiadis and Poels [3] argue that traditional DPIA
frameworks are ill-equipped to deal with the complexities of big data. In particular, they
highlight that the nature of big data processing, which often involves large-scale data
processing, extensive profiling and the combination of different data sets, makes it difficult
to assess privacy risks and identify high-risk processing activities. In this context, the lack
of clear guidelines and concrete requirements for conducting DPIAs increases uncertainty
and the difficulty of ensuring comprehensive data protection.

Based on the findings discussed in the literature review, it can be concluded that the
implementation of DPIAs faces significant challenges due to the rapid advancement of Al
and big data technologies. Legal and regulatory gaps, inadequate practical guidance and
the complexity of risk assessment from the data subject’s perspective are major hurdles. In
addition, the need for a holistic, interdisciplinary approach and the integration of cyber-
security metrics complicate DPIA processes. Broadening the scope of DPIA by including
marginalised groups and addressing big data-specific risks is essential. Addressing these
challenges will ensure effective and comprehensive data protection practices in the digital
era and promote ethical and fair decision-making in data processing activities. Continued
efforts to refine DPIA methodologies will be crucial to adapt to evolving technological
landscapes. DPIA scope-related challenges are given in Table 5.
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Table 5. DPIA scope-related challenges.

e Involvement of women or other marginalised groups in the DPIA process to better
identify risks/measures to rights and freedoms arising from processing activities (S1).

e  The inclusion of mobility data in data processing operations poses particular challenges
for the protection of ethical principles and makes the operation more elaborate (S2).

e The necessity to develop broader forms of data protection impact in processes
dominated by the widespread use of Big Data analytics, algorithms and Al (S3).

e  Lack of materials in an accessible format detailing what fundamental rights exist in
organisations and how they relate to and can be affected by Al systems (54).

o  The necessity for a comprehensive methodology that is more appropriate to the privacy
and data protection risks in environments where big data is stored and Big Data
Analytics algorithms are applied (S5).

Calvi [53]

Jong et al. [54]

Janssen et al. [36]
Georgiadis and Poels [3]

The overall categorisation of DPIA challenges identified through the literature review

is summarised in Figure 3.
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Figure 3. Categories of DPIA challenges.

Tables 2-5 provide a more detailed listing of challenges pertaining to each of the
four categories. This constitutes the Provisional Conceptual Framework (PCF) for the
subsequent development of an operational framework to address the various hurdles asso-
ciated with conducting a DPIA. The mapping between each identified challenge and the
corresponding risk mitigation activities proposed in the Phase 2 framework is documented
in Appendix B (Tables A3-A6), which provide challenge-level traceability across the frame-
work’s Operational Activities and their grounding in the three reference standards. By
systematically addressing each of these challenges, organisations can improve their privacy
practices, better comply with regulatory requirements, and ultimately protect the privacy
of individuals in an increasingly data-driven world.

The translation from the Phase 1 challenge taxonomy to the Phase 2 framework ac-
tivities followed a structured four-step procedure. First, each challenge category was
reviewed to determine the type of DPIA capability required to address it: legal and reg-
ulatory challenges implied a need for compliance verification activities; risk assessment
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challenges implied a need for structured risk identification and impact evaluation; com-
plexity challenges implied a need for operational governance mechanisms addressing
coordination, documentation, and process structuring; and scope challenges implied a
need for contextual scoping and adaptive review. Second, the resulting capability clusters
were assigned to PDCA lifecycle phases based on their temporal logic: risk identification
and scoping activities to the Plan phase, mitigation and documentation activities to the Do
phase, monitoring and compliance verification to the Check phase, and adaptive responses
to emerging technologies to the Act phase. Third, the inductive activity clusters were cross-
checked against the deductive structure of the three reference standards—ISO 31000:2018,
ISO/IEC 27701:2025, and ISO/IEC 29134:2023—to establish standard-level traceability for
each activity. Where the three sources converged on a comparable phase decomposition,
a Risk Management Domain was confirmed; where the standards provided no explicit
guidance—particularly regarding algorithmic fairness, broader socio-ethical impact, and
adaptation to emerging technologies—the framework extended them in alignment with the
EU AI Act Article 27 FRIA requirement. Fourth, each Operational Activity was assigned
one or more challenge codes (L, R, C, S) to make the mapping between empirically identi-
fied challenges and proposed framework components explicit and auditable. This mapping
is documented in Table A6 (Appendix B) and visualised in Figure 4.

3.3. RQ2. Can a Framework Be Developed to Address the DPIA Implementation Challenges for
Digital Technologies?

The increasingly wide deployment of rapidly evolving digital technologies has intro-
duced new complexities and risks to data protection that traditional DPIA frameworks may
not adequately address. Wright and Hert [45] discussed the need for DPIA frameworks to
evolve in response to the dynamic nature of technology and the increasing volume of data
being processed by emphasising the importance of adapting existing methodologies to
take account of new privacy risks and regulatory requirements. The integration of fairness
metrics [55] provides a structured approach to assessing the impact of data processing on
individuals’ rights and freedoms. These metrics can improve decision-making processes
and help mitigate bias in automated systems, ensuring that DPIAs not only meet legal
standards but also adhere to ethical principles. In line with this perspective, Calvi and
Kotzinos [32] argue that impact assessment frameworks should explicitly embed fairness
analysis into the DPIA process by operationalising group and procedural fairness metrics,
thereby strengthening the evaluation of algorithmic decision-making systems and enhanc-
ing the overall socio-ethical robustness of DPIAs. The need for a holistic assessment matrix
that captures technical, legal and socio-ethical dimensions is highlighted by Binns [56],
who proposes the development of comprehensive risk assessment frameworks tailored to
the specific challenges of emerging technologies. Such frameworks facilitate the systematic
identification and mitigation of risks, thereby increasing the overall effectiveness of DPIAs.

Georgiadis and Poels [3], however, argue that there is a significant lack of consensus
on a consistent methodology for conducting DPIAs, particularly in the context of big
data analytics. They highlight that current research does not provide clear guidelines or
standardised approaches for effectively addressing privacy and data protection risks in this
area. The authors note that existing PIA methodologies, which have been adapted to meet
DPIA requirements under the GDPR, show significant variability in scope and detail. In
support of this perspective, other researchers have also noted the lack of a standardised
DPIA methodology. Custers et al. [57] point out that the different interpretations of GDPR
requirements in different jurisdictions lead to inconsistencies in how DPIAs are conducted.
Similarly, Bieker et al. [49] highlight that the lack of a consistent approach makes it difficult
for organisations to implement effective data protection measures, as they have to navigate
different, often conflicting, guidelines. These inconsistencies can lead to inadequate risk
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assessments and undermine the effectiveness of DPIAs in protecting personal data. The
literature consistently calls for the development of a harmonised DPIA framework that can
provide clear, actionable guidance to organisations across sectors and geographies.
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Figure 4. Comprehensive PDCA-based DPIA framework for Al-Driven Digitalisation. (The figure
indicates the linkage across the four stages of the framework. The columns from left to right are:
Lifecycle Phase — Risk Management Domain — Control Objective — Operational Activity. In the
Operational Activity stage, the addressed challenges are shown in parentheses).

The inconsistency of DPIA methodologies is further evidenced in various academic
studies, which highlight the need for a more harmonised framework to guide organisations
in the effective implementation of DPIAs. Existing studies further indicate that DPIA
practices are still largely shaped by fragmented and organisation-specific implementation
approaches, limiting methodological consistency and the systematic assessment of complex
processing activities [13]. The included studies collectively highlight the need for updated
DPIA frameworks that can address the unique challenges of emerging technologies, ensure
robust data protection, and comply with regulations such as GDPR. Addressing these com-
plexities requires interdisciplinary collaboration, integration of cybersecurity metrics, and
continuous adaptation of best practices to keep pace with technological advances. Recent
studies further indicate that effective DPIA implementation in Al-supported environ-
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ments also requires operational governance mechanisms capable of supporting meaningful
human oversight, continuous monitoring and workflow-integrated safeguards [51]. By
harmonising DPIA methodologies, organisations can better navigate the diverse legal and
regulatory landscape, improve their risk assessment processes, and manage the inherent
complexity of DPIA implementation in a rapidly evolving technological environment.

To address this gap in practice and academic literature, a technology-oriented DPIA
methodology is proposed to address the unique challenges posed by digital technology
deployment. This methodology integrates technical, legal, and socio-ethical dimensions to
provide a comprehensive risk assessment framework. By incorporating fairness metrics,
ensuring continuous monitoring and adaptation, and promoting interdisciplinary collabo-
ration and stakeholder engagement, the framework aims to enhance the effectiveness and
robustness of DPIA processes.

The proposed framework addresses the four challenge categories identified in Phase 1
by structuring operational activities across the PDCA lifecycle. Legal and regulatory
challenges are addressed primarily through the Compliance Verification domain in the
Check phase, with support from the Pre-Assessment Phase’s scoping activities. Risk as-
sessment challenges are addressed through the Risk Identification and Impact Evaluation
domain in the Plan phase, with its decomposition grounded in ISO 31000 risk manage-
ment principles to address the Phase 1 finding that GDPR risk differs from traditional risk
management. Complexity challenges are addressed cross-cuttingly: methodological com-
plexity is reduced by the four-level hierarchy itself; collaboration complexity is addressed
by continuous Stakeholder Engagement; and documentation complexity is addressed by
the Documentation and Reporting domain. Scope challenges are addressed through Pre-
Assessment Phase scoping and through the Emerging Technologies activity of the Act phase,
which provides dedicated operational treatment for adapting the framework to evolving
digital technology contexts. The complete mapping of challenge codes to Risk Management
Domains is documented in Table A5 (Appendix B), and Figure 4 annotates each Operational
Activity with the specific challenge codes it addresses, providing a direct visual mapping
from the empirically identified challenges to the proposed framework components.

Within the Risk Policy domain, the specific ISO 31000:2018 operationalised elements
are in the following sections of the standard: Section 5.4.2 (establishment of an organisa-
tional risk management policy as a governance commitment); Section 6.3.4 (definition of
risk criteria, i.e., the thresholds and standards against which the significance of privacy risk
is evaluated); Section 6.4.2 (risk identification, covering the systematic discovery of risk
sources, events, and consequences relevant to the processing activity); and Section 6.4.4
(risk evaluation, comprising the comparison of risk analysis results against the defined
criteria to support prioritisation decisions). The domain label Risk Policy is therefore used
in the sense of ISO 31000. Section 5.4.2 governance mandate, while its operational activities
implement the Section 6 process steps. An illustrative application of the framework to an
Al-based recruitment screening system, including an operationalised example of fairness
metric selection, is provided in Appendix C.

The proposed DPIA methodology is structured around the Plan-Do-Check-Act
(PDCA) cycle to ensure methodological coherence and a continuous improvement logic.
This structure reflects the governance model adopted in ISO/IEC 27701 and ISO/IEC
29134, which aligns privacy management with other management system standards by
embedding iterative monitoring, performance evaluation, and adaptive review mecha-
nisms. Applying the PDCA cycle transforms the DPIA into a recurring process rather than
a one-time assessment, supporting periodic re-evaluation of privacy risks, verification of
compliance, and the adaptation of mitigation measures to emerging technological devel-
opments. This approach strengthens organisational resilience, integrates DPIA practices



Information 2026, 17, 679 19 of 66

into broader information security governance, and provides a transparent structure for
traceability and accountability in risk-based decision-making.

The framework’s construct validity is supported by four complementary mappings de-
tailed in Tables A3—-A6 in Appendix B, each independently grounding a different dimension
of the framework’s structure (Table 6).

Table 6. Four complementary mappings supporting the construct validity of the proposed framework.

Table Mapping Direction Source of Evidence Validity Dimension
Table A3 Operational Activity — Literature source Phase 1 SLR (25 reviewed studies Inductive grounding
and supplementary sources)
Table A4 Operational Activity — Standard clause 277551252150 0105%0/11%&82%%%023 Deductive grounding
Table A5  Challenge category — Risk Management Domain Phase 1 challenge taxonomy Convergent construct validity
Phase 1 challenge taxonomy and
Table A6 Challenge category — Operational Activity coding with the corresponding Convergent construct validity

PDCA Phase and Risk Management
Domain.

Figure 5 illustrates the cyclical nature of the DPIA Framework for digital technologies,
which is structured around the PDCA approach to ensure iterative assessment and continu-
ous improvement. Lifecycle Phase and Risk Management Domains based on ISO 31000 are
shown in Figure 5 for clarity. The Control Objective and Operational Activity levels are
shown in Figure 4, which also indicates the specific challenges addressed by operational
activities. A detailed description of each Lifecycle Phase, Risk Management Domains, Con-
trol Objectives, and Operational Activity descriptions with supporting literature sources, is
provided in Table A3 in Appendix B.

The framework integrates technical, legal, and socio-ethical dimensions to provide
a thorough risk assessment approach, structured in accordance with the PDCA cycle.
By incorporating fairness metrics, ensuring continuous monitoring and adaptation, and
promoting interdisciplinary collaboration and stakeholder engagement, the framework
aims to enhance the robustness and effectiveness of DPIA processes, and to effectively
address the challenges posed by digitalisation identified in response to RQ?2. It is designed
to help organisations navigate the complexities of data protection in the digital age, ensuring
compliance with the GDPR and other relevant regulations, and provides a structured
approach to identifying and mitigating data protection risks associated with the rapid
evolution of technology.

The DPIA framework consists of four phases that comply with the PDCA cycle, al-
lowing organisations to plan and assess risks (PLAN), implement mitigation measures
(DO), verify and monitor the effectiveness of controls (CHECK), and iteratively update
their DPIA approach in response to technological change and new regulatory guidance
(ACT). The pre-assessment phase includes defining the scope of data processing activities,
setting objectives aligned with business objectives, mapping data flows, and engaging
stakeholders. The Risk Identification and Impact Evaluation phase includes developing a
risk policy, conducting a comprehensive risk analysis, applying fairness assessment frame-
works, conducting ethical impact assessments, performing a user rights impact analysis, and
examining the technical feasibility of proposed measures. This phase ensures that privacy
risks, socio-ethical considerations, fairness implications, individual-level impacts and techno-
logical constraints are systematically identified and assessed prior to decision-making. The
Mitigation Strategies phase focuses on implementing technical and organisational measures,
integrating cybersecurity practices, assessing technical feasibility, and establishing continuous
monitoring and review mechanisms. The Documentation and Reporting phase emphasises
comprehensive documentation and transparent reporting to stakeholders. Finally, the Review
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Risk Identification &
Impact Evaluation

and Adaptation phase calls for periodic review and adaptation to emerging technologies.
This structured and holistic approach aims to provide organisations with the tools they need
to effectively manage privacy risks in the face of rapidly evolving technologies. The full
framework stages, such as lifecycle phase, GRC domain, Control Objectives, and Operational
activities, are presented in Table A3 (Appendix B). Furthermore, Table A4 complements Ta-
ble A3 by mapping each operational activity of the proposed PDCA-based DPIA framework
(Figure 4) to the corresponding clauses of three international standards: ISO 31000:2018, which
provides the risk management process backbone; ISO/IEC 27701:2025, which specifies Privacy
Information Management System (PIMS) requirements and ISO/IEC 29134:2023. Table A5
in Appendix B documents the mapping between the Phase 1 challenge taxonomy and the
Risk Management Domains of the framework, showing how each challenge category was
operationalised into one or more domains.

Mitigation Strategies Documentation & Reporting
Technical Measures: Effective Comprehensive

organizational & technical Documentation: Documenting
protections risks, mitigations & consultations
Cybersecurity Integration: Transparent Reporting:

Enhancing protection via privacy
frameworks

Communicating privacy-risk
management to stakeholders

Risk Policy: ISO 31000-based Continuous Monitoring

policy for risks & impacts

Detailed Analysis: Contextual analysis

of privacy/security risks

Fairness Metrics: Intersectional

frameworks to mitigate bias

Ethical Assessment: Addressing

socio-ethical implications

User Rights Analysis: Access,

Monitoring & Review:
Maintaining effectiveness
DO through regular updates

Implementation &
Operation

rectification & erasure rights PLAN PDCA Based CHECK
Design & Monitoring &
Technical Feasibility: Ensuring Ppessitedl  DPIA Framework  [Siisdetih

proposed measures are practical

Pre-Assessment Phase
Define Scope: Processing activities &

Compliance Verification

Legal Compliance Check:
Ongoing audit against GDPR &

technological context ACT relevant legislation
Review &
Define Objectives: Business goals, Adaptation Fairness Validation: Testing live

data minimization & quality

Data Flow: Mapping collection,

data against defined fairness
metrics

processing & sharing lifecycles

Stakeholder Engagement:

Legal, technical, ethical

experts & communities

Review & Adaptation

Periodic Reviews: Incorporating new
insights and regulatory updates, Lessons

Learned, Continuous Improvement Q
Emerging Technologies: Adapting

framework to new challenges (Al,

Quantum)

Figure 5. Plan-Do-Check-Act-based DPIA framework for Al-Driven Digitalisation (Risk Management
domains are shown in each PDCA lifecycle phase).
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In addition, the details provided at each phase of this DPIA framework are particu-
larly valuable for companies operating technology-driven data processing processes to
implement DPIAs. These details provide practical guidance on various aspects of the DPIA
process, helping organisations to effectively manage privacy risks and ensure compliance
with data protection regulations. By following the steps outlined in this framework, or-
ganisations can systematically identify and address privacy risks and ensure that their
data processing activities comply with both legal requirements and ethical standards. The
integration of technical, legal, and socio-ethical considerations ensures that all aspects of
data protection are covered, providing a holistic approach to managing privacy risks. By
adopting this comprehensive framework, organisations can improve their risk assessment
processes, better manage the inherent complexities of DPIA implementation, and ultimately
enhance the protection of individuals’ rights and freedoms in the context of digitalisation.

4. Discussion

Al is reshaping how organisations think about data protection, and the regulatory
environment is making significant progress and closing the gap rapidly. The EU AI Act
expands the concept of risk management and introduces a new obligation, the FRIA under
Article 27, which complements the DPIA already required under Article 35 of the GDPR.
Taken together, a standalone DPIA may not be sufficient for high-risk Al deployments.
Our findings reflect this shift directly. The challenge taxonomy developed in Phase 1 cap-
tures several Al-specific barriers, including the absence of a legal obligation for Al-based
business models (L1), governance risks around facial recognition under the GDPR [6] and
the Al Act [7] (R7), and the lack of accessible guidance on Al’s impact on fundamental
rights (S54). These are not abstract concerns, and they emerged from a systematic review of
25 literature sources and directly shaped the operational structure of the proposed frame-
work. The framework responds by extending three international standards, ISO 31000:2018,
ISO/IEC 27701:2025 and ISO/IEC 29134:2023, with concrete fairness metrics and structured
criteria to identify and reduce bias in automated decision-making [32,52]. Fairness issues
in DPIAs, however, cannot be purely technical. It involves discretionary judgement and
proportionality assessments, reflecting the broader role of DPIAs as fundamental rights
governance instruments rather than compliance checklists [37,56]. Retaining “Al-driven
Digitalisation” in the framing keeps IoT, Blockchain, and Big Data Analytics within scope,
consistent with the four-technology focus maintained throughout the paper.

The above results raise a number of issues worthy of further discussion. Firstly, the
use of algorithms in modern data processing techniques and data-intensive technological
trends suggests the adoption of a broader view of DPIA is now appropriate and necessary
to include consideration of Al, blockchain, IoT, data analytics and other digital technologies.
This challenge is reflected in the regulatory landscape, as the EU Al Act introduces a sepa-
rate category of high-risk Al systems for certain Al applications and may require a FRIA
that complements the DPIA mandated under Article 35 GDPR. From a legal perspective, de-
termining whether a particular technology meets privacy and data protection requirements
prior to its implementation may have proved problematic for researchers, particularly
in terms of the technical aspects of DPIA implementation. Privacy and data protection
issues may also have contributed to the relatively limited number of studies regarding
technology-focused DPIA, given that both the technologies themselves and their regulatory
environments are rapidly evolving. There is a growing need to expand the scope of DPIAs
to address the impacts of digitalisation and evolving privacy requirements. This expansion
is critical as organisations increasingly adopt digital technologies which introduce new
dimensions of privacy risks that traditional DPIA methodologies may not adequately cover.
The EU AI Act reflects the growing recognition that DPIAs alone may not address the
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broader implications of digitalisation on human rights, signalling a shift towards inte-
grated assessment models combining data protection and fundamental rights perspectives.
Analyses by Rintamaki et al. [9] further indicate that overlaps between GDPR DPIA obli-
gations and AI Act FRIA requirements may create additional compliance complexity and
inconsistencies in the assessment of high-risk Al systems across jurisdictions.

Secondly, DPIAs should now be viewed as an integral part of modern data protection
strategies, particularly in the regulatory landscape shaped by GDPR. As technological
advances drive the proliferation of data-driven processes, organisations face significant
challenges in effectively implementing DPIAs. These challenges are multifaceted and
encompass complex legal and regulatory frameworks, intricate risk assessment processes,
and the inherent complexity of implementing DPIA. In this context, the framework put
forward here provides an approach to addressing the challenges organisations face in DPIA
implementation. It represents a conceptual shift by positioning DPIAs as a continuous
governance mechanism rather than a one-time compliance activity. The internalisation of
the PDCA cycle within the framework ensures that risk assessment, mitigation measures
and accountability processes are revisited and refined in light of evolving technologies,
changing data environments and emerging regulatory guidance. This iterative structure
is particularly valuable in the context of Al, big data analytics, and 10T, where potential
privacy risks cannot be fully identified at the outset and may only materialise after de-
ployment. By integrating planning, implementation, verification, and adaptation into the
DPIA process, the framework enables organisations to operationalise core GDPR principles,
particularly transparency, fairness, and accountability, while ensuring long-term alignment
between business objectives, technical feasibility, and fundamental rights protection. This
approach strengthens the robustness of DPIAs and highlights the need for adaptive, re-
flexive methodologies that evolve alongside new technological developments. Whilst the
construct validity of the framework is supported by the convergence of three independent
structural sources (Table 6), its predictive and operational validity in organisational set-
tings remains to be tested through case study or action research; this is addressed in the
limitations and future research.

Thirdly, the findings of this review point to the emergence of a governance gap between
DPIA obligation and organisational capability. Whilst the GDPR mandates the conduct
of DPIAs for high-risk processing activities, it provides limited prescriptive guidance on
the methodological rigour required to satisfy this obligation. This reflects a structural
policy-implementation gap: the GDPR, as a principles-based regulatory policy instrument,
deliberately establishes the obligation to conduct DPIAs without specifying implementation
methodology, leaving this to supervisory authority guidance and organisational discretion.
However, the policy implementation mechanisms intended to close this gap—supervisory
authority guidelines, national adaptations, and sectoral guidance—remain fragmented and
inconsistently applied across jurisdictions, which perpetuates interpretive variability and
undermines the coherence of DPIA governance at the organisational level. As Georgiadis
and Poels [3] and Moniz [37] both observe, this results in significant variability in DPIA
quality, depth and consistency across organisations and jurisdictions.

Recent studies further indicate that DPIA implementation practices across organisa-
tions remain insufficiently standardised, particularly regarding methodological approaches,
workflow structures and multi-stakeholder assessment processes [13,37]. The framework
proposed in this study begins to address this gap by offering a structured, repeatable
methodology grounded in the PDCA cycle; however, the effective deployment of this
framework requires organisational investment in privacy competence, cross-functional
governance structures, and tooling support. In this regard, there is a pressing need for su-
pervisory authorities and standards bodies to develop more operationalised guidance—for
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instance, sector-specific DPIA templates, auditable metrics for risk assessment quality, and
certification schemes for DPIA practitioners—that would reduce interpretive variability
and strengthen accountability. This is particularly relevant for small and medium-sized
enterprises, which may lack the resources to navigate the methodological complexity of
DPIA implementation without structured guidance.

The framework is intended as a comprehensive governance reference model rather
than a prescriptive checklist that requires full sequential execution in every DPIA context.
Its four-level hierarchy is explicitly designed to support modular adoption: organisations
may enter the framework at the Risk Management Domain level and select only those
Control Objectives and Operational Activities that are relevant to their specific processing
context, technology environment, and organisational maturity. Smaller organisations or
teams with limited privacy expertise are not expected to implement all domains simultane-
ously; rather, the framework provides a structured reference against which they can identify
current capability gaps and prioritise implementation effort accordingly. The modular
re-assessment capability, whereby practitioners can selectively re-execute only the Lifecycle
Phases and Risk Management Domains affected by a significant change, further reduces
the implementation burden in resource-constrained environments. Implementation burden
is therefore acknowledged as a real operational constraint. The framework’s full scope is
intended for mature DPIA governance environments; leaner, domain-selective adoptions
are methodologically legitimate provided the scope decisions are documented and justified
within the organisation’s DPIA report.

A further analytical distinction concerns whether the identified challenges are specific
to DPIA or symptomatic of broader organisational governance conditions. Several of the
challenges synthesised in Phase 1 are not unique to DPIA practice. The need for multi-
disciplinary expertise (C9), the time-consuming nature of cross-functional collaboration
(C10), and the integration of technical and legal understanding (C4) are conditions that
affect many compliance and risk management processes, including information security
management, internal audit, and broader regulatory compliance. These may be more
accurately characterised as general governance challenges that manifest within DPIA rather
than DPIA-specific obstacles. By contrast, challenges such as the divergence of GDPR
risk from traditional risk management (R1), the requirement to assess risk from the data
subject’s perspective rather than the organisation’s (R5), the operationalisation of the GDPR
fairness principle within impact assessment (C6), and the lack of a legal obligation for
Al-based business models (L1) are intrinsic to the DPIA instrument and its specific regu-
latory foundation. Recognising this distinction has practical implications: DPIA-specific
challenges require methodological and instrument-level solutions of the kind the proposed
framework offers, whereas general governance challenges require organisation-wide struc-
tural responses such as cross-functional governance bodies, clear accountability allocation,
and sustained investment in privacy competence. The proposed framework addresses the
former directly and supports the latter indirectly, by embedding DPIA activities within a
governance structure that makes cross-functional coordination and accountability explicit.
It does not, however, substitute for the broader organisational governance maturity on
which effective DPIA implementation ultimately depends.

Fourthly, the framework’s grounding in three complementary international
standards—ISO 31000:2018 for the risk management process backbone, ISO/IEC
27701:2025 for privacy management system requirements, and ISO/IEC 29134:2023
for the privacy impact assessment process—reflects a deliberate methodological choice.
The Risk Management Domain structure of the framework derives its phase decomposition
from ISO 31000 §6 (Scope, Context and Criteria; Risk Assessment; Risk Treatment;
Monitoring and Review; Recording and Reporting; Communication and Consulta-
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tion), while its privacy-specific Control Objectives derive from the Annex A controls of
ISO/IEC 27701 and the process steps of ISO/IEC 29134. Where these privacy standards
do not yet provide explicit guidance—particularly in relation to algorithmic fairness,
broader socio-ethical impact, and adaptation to emerging technologies—the framework
extends them in alignment with the EU Al Act Article 27 Fundamental Rights Impact
Assessment requirement. The framework also remains compatible with the broader
information security ecosystem through the ISO/IEC 27001:2022 [58] baseline that un-
derpins the Cybersecurity Integration operational activity. This grounding addresses
one of the key challenges identified in Phase 1—namely R1, that GDPR risk differs
from traditional risk management—by providing a structured mechanism through
which privacy risk can be operationalised without being subsumed under, or detached
from, the organisation’s broader risk management and information security practices.
This is particularly relevant for organisations that already operate ISO/IEC 27001:2022-
certified ISMS environments and need to integrate DPIA practices without duplicating
governance structures.

Fifthly, the proposed framework makes the PDCA cycle operationally explicit at the
activity level, whereas in the three reference standards the PDCA logic remains structurally
embedded but not operationally explicit. ISO/IEC 27701:2025 is itself a management
system standard structured according to the High-Level Structure introduced by ISO
Annex SL, and its clauses on Planning (§6), Operation (§8), Performance Evaluation (§9) and
Improvement (§10) implement the PDCA logic; ISO/IEC 29134:2023 follows a comparable
iterative flow from threshold analysis through preparation, performance and follow-up;
and ISO 31000:2018 structures the risk management process as a continuous loop with
communication and consultation as a continuous activity. By assigning each DPIA activity
to a specific PDCA phase and Risk Management Domain, and by linking each activity
to the literature- identified challenges it addresses, the framework provides a translation
from structural to operational PDCA. This translation enables practitioners to perform
targeted re-assessment when changes occur in the underlying processing activity: rather
than re-conducting the entire DPIA process when a significant change occurs (as required
by ISO/IEC 29134 §6.5.5 but not operationally specified), practitioners can identify which
Lifecycle Phases and Risk Management Domains are affected by the change and re-execute
those modules selectively, while preserving the audit trail of unaffected activities. This
modular re-assessment capability is particularly relevant in environments where digital
technologies evolve faster than the standards can be revised.

Sixthly, the findings indicate that fragmented and silo-based assessment approaches
are increasingly insufficient for addressing the multidimensional risks posed by digital tech-
nologies and Al-driven systems. Recent studies emphasise that privacy and security risks
are becoming increasingly interconnected, particularly in Al-driven and data-intensive en-
vironments [35], while broader ethical and fundamental rights implications have expanded
the scope of traditional privacy-focused assessments [36,41]. Earlier compliance-oriented
PIA literature had also emphasised the need to address legal, technical, organisational,
and security-related aspects together within data protection compliance processes. In
particular, Al-driven systems may simultaneously trigger DPIAs, FRIAs, cybersecurity
assessments, and broader governance obligations, potentially resulting in fragmented as-
sessment practices, duplicated efforts, and inconsistent risk treatment across organisations.
Prior research has highlighted the growing convergence between privacy, security, and
broader societal impact assessments, especially in the context of Al and data-intensive
technologies [35,41]. In this regard, the proposed framework contributes by providing
a unified operational structure that integrates legal, technical, organisational, and socio-
ethical dimensions within a single PDCA-based lifecycle. This integrated approach also
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aligns with the iterative, continuously improving, governance-oriented risk management
principles emphasised in ISO 31000:2018 and ISO/IEC 27701:2025.

Finally, the findings suggest that the effectiveness of DPIA implementation depends
not only on methodological structure, but also on organisational governance maturity
and cross-functional collaboration. As both Georgiadis and Poels [3] and Moniz [37]
observe, organisations often struggle to operationalise DPIA processes due to limitations in
institutional privacy capability, interdisciplinary coordination and practical implementation
capacity. In practice, effective DPIA implementation requires the coordinated involvement
of legal, technical, cybersecurity, compliance and operational stakeholders, rather than
responsibility being isolated within a single organisational function. This governance-
oriented perspective is also reflected in ISO/IEC 27701:2025, which emphasises leadership
commitment, organisational roles and responsibilities, competence, communication and
continual improvement as core components of privacy information management systems.
In this regard, the proposed framework supports a more integrated and collaborative
governance structure, facilitating ongoing coordination between organisational functions
throughout the DPIA lifecycle.

DPIA concerns meaningful organisational decision-making and not only standard
alignment, and this consideration informed the selection of three reference standards. ISO
31000:2018, ISO/IEC 27701:2025, and ISO/IEC 29134:2023 are not compliance checklists;
they are governance, risk, and control (GRC) instruments developed to support struc-
tured organisational decision-making. ISO 31000 is itself a risk management decision
framework whose process steps, namely establishing risk criteria, risk evaluation, and
risk treatment, require contextual judgement and prioritisation rather than mechanical
conformance. ISO/IEC 27701:2025 follows the management system High-Level Structure,
embedding leadership commitment, organisational roles, and continual improvement as
governance functions directly concerned with decision-making. The framework therefore
inherits the governance and risk dimensions of these standards, not merely their compliance
dimension, and operationalises them at the activity level.

Beyond its compliance function, the framework is explicitly designed to support
meaningful organisational decision-making, including the prioritisation of assessment
activities, the exercise of proportionality judgments, and the contextual calibration of risk
treatment. At the Risk Policy domain level, the ISO 31000-grounded methodology requires
organisations to establish context-specific risk criteria before conducting risk analysis, en-
suring that the subsequent assessment is calibrated to the organisation’s specific processing
context, data subjects, and technology environment rather than applied mechanically across
cases. The framework also supports risk-based prioritisation: by requiring organisations
to establish risk criteria at the outset, it enables them to rank processing activities by
severity and likelihood and to allocate assessment effort proportionately, concentrating the
most resource-intensive Operational Activities on the highest-risk processing rather than
applying uniform depth across all cases.

At the Risk Analysis domain level, the CLIFOD-based contextual integrity approach
requires practitioners to evaluate privacy risks relative to the specific social and informa-
tional norms governing each processing context, supporting judgement-based rather than
purely metric-based risk identification. At the Fairness Assessment and Fairness Validation
domains, the framework acknowledges, following Moniz [37], that fairness determinations
and proportionality assessments within DPIAs are inherently discretionary: no algorith-
mic rule or standard-defined procedure can substitute for the data controller’s contextual
judgement about whether a processing activity is fair, necessary, and proportionate to
its purpose. The framework therefore does not attempt to eliminate discretion from the
DPIA process; it provides a structured scaffold within which discretion can be exercised
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transparently, documented consistently, and reviewed iteratively across PDCA cycles. In
this regard, the framework’s compliance orientation and its support for practical judgement
are complementary rather than competing properties: the standard alignment provides the
accountability structure within which proportionality decisions are made and recorded,
while the four-level hierarchy ensures that those decisions remain traceable to empirically
identified challenges and verifiable by supervisory authorities or certification bodies.

The transferability of the challenge taxonomy to non-EU jurisdictions warrants explicit
consideration. The four categories differ materially in their cross-jurisdictional applicability.
Legal and regulatory challenges (L1-L3) are the most jurisdiction-specific, being grounded
in GDPR Article 35 obligations, EU AI Act Fundamental Rights Impact Assessment (FRIA)
requirements, and EU supervisory authority structures; their application in non-EU contexts
would require adaptation to the applicable legal triggers and regulatory framework. Risk
assessment challenges (R1-R7) address the methodology of privacy risk identification
and exhibit moderate-to-high transferability, as the substantive problem of assessing risks
to data subjects from automated processing is common across data protection regimes
regardless of their specific legal basis. Implementation complexity challenges (C1-C15) are
organisational and process-oriented and exhibit the highest transferability: interdisciplinary
coordination requirements, tooling gaps, and multi-stakeholder assessment challenges are
not GDPR-specific but reflect systemic implementation conditions in any regulated data
processing environment. Scope enhancement challenges (S1-S5) are technology-driven and
similarly transferable, as Al, IoT, big data, and biometric processing pose comparable DPIA
scope challenges across jurisdictions. Researchers and practitioners in non-EU contexts
may therefore apply the R, C, and S categories directly, and adapt the L category to their
applicable regulatory framework.

5. Conclusions

In conclusion, the findings of this review provide a valuable roadmap for future
research and practice in the area of DPIAs. By adopting the proposed comprehensive
framework, organisations can gain a thorough understanding of the complexities of data
protection, comply with the GDPR and other relevant regulations, and contribute to the
broader goal of protecting individuals” privacy in the digital age. The proposed DPIA
Framework integrates technical, legal, and socio-ethical dimensions to provide a holistic
approach to risk assessment. It emphasises the inclusion of fairness metrics, continuous
monitoring, and adaptation to ensure that DPIAs comply not only with legal standards but
also uphold ethical principles. An illustrative PDCA-cycle walkthrough demonstrating the
framework’s application in an Al employment screening context is provided in Appendix C.

The contribution of this work lies in the synthesis and structuring of existing knowl-
edge rather than in empirical novelty. The framework should therefore be understood as a
strong conceptual and normative proposal: it offers a theoretically grounded, standards-
aligned, and traceable structure for DPIA practice, while its effectiveness in real organisa-
tional settings remains to be established through subsequent empirical evaluation.

The proposed framework offers four concrete advantages over a direct application of
ISO 31000:2018, ISO/IEC 27701:2025 or ISO/IEC 29134:2023 in technology-driven DPIA
contexts. First, it organises the DPIA process around an explicit four-level hierarchy of
Lifecycle Phase, Risk Management Domain, Control Objective and Operational Activity,
providing organisationally actionable structure that the standards, by their generality,
do not. Second, it explicitly traces each operational activity to one or more empirically
identified DPIA challenges (challenge codes L, R, C, S in Figure 4), thereby converting
the abstract requirements of the standards into a structure that responds to documented
practitioner barriers. Third, it makes the PDCA cycle operationally explicit at the activity
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level, rather than leaving it implicit at the management system or process level as the
standards do, thereby enabling targeted re-assessment when significant technological
or processing changes occur—an important capability when digital technologies evolve
faster than the standards can be revised. Fourth, it integrates considerations that the
standards do not yet explicitly address—algorithmic fairness, broader socio-ethical impact,
and adaptation to emerging technologies—in alignment with the EU Al Act Article 27
Fundamental Rights Impact Assessment requirement. Appendix B Table A4 documents the
clause-level mapping of each operational activity to all three standards, providing the audit
trail that organisations need to demonstrate alignment to internal stakeholders, supervisory
authorities and certification bodies.

The research has its limitations. The systematic literature review was confined to
English-language peer-reviewed articles and conference proceedings published from 2018
onwards, and the inclusion criteria excluded non-EU-focused studies, which may limit
the generalisability of the findings to other regulatory contexts. The restriction to English-
language sources may have excluded relevant contributions in German, French, Dutch, and
other European languages, where DPIA practice has been examined within distinct national
supervisory authority frameworks. While the EU focus is methodologically consistent
with the regulatory scope of the study—the GDPR, the EU Al Act, and the three reference
ISO standards constitute the primary normative anchors of the proposed framework—it is
acknowledged that DPIA-equivalent practices in non-EU jurisdictions such as the United
Kingdom post-Brexit, Switzerland, Brazil under the LGPD, and South Korea under the
PIPA may offer comparative insights into implementation challenges that are not captured
in the present review. Furthermore, although sectoral exclusions were applied on the
grounds of transferability rather than sectorality, the exclusion of certain highly regulated
domains such as financial services may have limited the breadth of the evidential base in
contexts where Al-driven data processing is particularly intensive. Future research should
extend the evidential base to include non-EU regulatory environments and a wider range
of sectoral contexts, which may reveal both jurisdiction-specific and cross-jurisdictional
implementation challenges that strengthen or refine the proposed framework.

The proposed framework has not yet been empirically validated in an organisational
setting and future research should therefore test the framework’s applicability through
case studies or action research in organisations operating across different sectors and tech-
nology environments. The framework also does not currently prescribe specific tooling or
automation support for each phase, which represents an area for further development. In
addition, the four-category taxonomy reflects the challenges evident in the 25 reviewed
studies and should not be interpreted as a complete enumeration of all possible DPIA
implementation challenges; further challenges may emerge from broader evidential bases,
additional jurisdictions, and sectoral contexts not covered by the present review. Fur-
thermore, formal inter-rater reliability statistics were not reported for the screening and
coding phases, which may limit confidence in the thematic synthesis. The exclusion of grey
literature from national data protection authorities—including guidance documents from
the EDPB, CNIL, ICO, and comparable bodies—may have limited the practical coverage
of the challenge taxonomy. Future reviews should consider integrating DPIA guidance
documents alongside the peer-reviewed literature to capture implementation knowledge
that does not appear in academic publication channels.
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The continued development of DPIA methodologies will be critical to meeting the
dynamic challenges posed by digitalisation and ensuring effective data protection. As
technology continues to evolve, it is imperative that DPIA frameworks are continuously
monitored, updated, and improved to remain effective and relevant. The inconsistency
of existing PIA/DPIA methodologies and their lack of adaptation to technological pro-
cesses pose significant challenges for organisations. The development of a harmonised
DPIA framework, as advocated in this article, is necessary to provide clear and applicable
guidance to organisations across sectors and geographies.

The results of this study will be of interest to a number of stakeholders. Organisations
incorporating technological advances into their business processes can gain insight into a
conceivable range of challenges that DPIA implementation may entail. This framework
addresses the unique risks posed by digital technologies, incorporating fairness metrics,
continuous monitoring, and adaptation to ensure compliance with legal standards and
uphold ethical principles. Risk assessment is an important component of this compre-
hensive framework, and, in particular, the APSIA methodology, which integrates privacy
and security assessments to provide a comprehensive approach to risk management, is
included to enhance risk assessment processes. In addition, the framework emphasises the
importance of contextual analysis in understanding the specific technological environment
and identifying the specific risks posed by new technologies. This includes assessing
data quality and sources, integrating cybersecurity measures to enhance overall data pro-
tection, and aligning data processing activities with both business objectives and data
protection principles.
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Appendix A. Definitions and Summary of Included Studies

Table A1. DPIA /PIA definitions.

Data Protection Authority/Organisation Definition Reference

DPIA

Irish Data Protection Commission

“DPIA describes a process designed to
identify risks arising out of the processing
of personal data and to minimise these risks
as far and as early as possible. DPIAs are
important tools for negating risk, and for
demonstrating compliance with the GDPR.”

Irish Data Protection Commission [59]
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Table Al.

Cont.

Data Protection Authority/Organisation

Definition

Reference

Information Commissioner’s Office

“A DPIA is a process designed to help you
systematically analyse, identify and
minimise the data protection risks of a
project or plan. It is a key part of your
accountability obligations under the UK
GDPR, and when done properly helps you
assess and demonstrate how you comply
with all of your data protection obligations.”

Information Commissioner’s Office [60]

Article 29 Data Protection Working Party

“A DPIA is a process designed to describe
the processing, assess its necessity and
proportionality and help manage the risks
to the rights and freedoms of natural
persons resulting from the processing of
personal data by assessing them and
determining the measures to address them.”

Article 29 Data Protection Working Party [12]

National Commission on Informatics and
Liberty (CNIL)

“The Data Protection Impact Assessment
(DPIA) is an approach that allows to map
and assess the risks of a personal data
processing and to establish an action plan to
reduce them to an acceptable level.”

National Commission on Informatics and
Liberty [61]

Personal Data Protection Commission
Singapore

“A DPIA involves identifying, assessing
and addressing personal data protection
risks based on the organisation’s functions,
needs and processes.”

Personal Data Protection Commission
Singapore [62]

PIA

Office of the Privacy Commissioner of
Canada

“A PIA is a risk management process that
helps institutions ensure they meet
legislative requirements and identify the
impacts their programs and activities will
have on individuals’ privacy.”

Office of the Privacy Commissioner of
Canada [63]

International Organization for
Standardization

“PIA is an instrument for:

assessing the potential impacts on
privacy of a process, information
system, programme, software module,
device or other initiative which
processes personally identifiable
information (PII).

taking necessary actions, in
consultation with stakeholders, to
treat privacy risk.”

ISO/IEC 29134 [23]
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Table A4. Derivation of the proposed PDCA-based DPIA framework for Al-Driven Digitalisation
from ISO 31000:2018, ISO/IEC 27701:2025 and ISO/IEC 29134:2023.

. . Operational Activity ISO 31000:2018 . .
(Lﬁ]f)egxie Phase glsrl;l\;l:nagement Control Objective (Figure 4) and Alignment (Process {VSIO/I];:E 27701:2025 lI\/S[O/I}iEI? 29134:2023
oma Addressed Challenges Backbone) apping apping
PLAN—Pre-Assessment Phase (aligns with ISO 31000 §6.3 Scope, Context and Criteria)
Define Identifies the need fora o §4.3 Determining the ~ §6.2 Threshold
Scope—articulation DPIA, specifying data §6.3.2 Defining the scope of the PIMS; analysis; §6.3.3
Plan Pre-Assessment of the data types, processing scope (subjectof the  §6.1.1 Actions to Describe what is
Phase rocessing activities purposes, systems and risk management address risks; A.1.2.6 being assessed;
1:0 be assegse d geographical scope. activity) PIA mandatory §7.3.1 Process under
Addresses L1, 1.2 trigger evaluation
Define Scope— :
. ; Tailors DPIA scope to Al,  §6.3.3 External and ; ;
Pl Pre-Assessment conS}geratlon ofthe IoT, blockchain, or big internal context §ﬁ 1 Undgrsta}ndlngd _§6f‘3'3 Sy§ter.n (ée&gg
an Phase specific data environments. (technological the organisation an information; §7.3.1.
technological Addresses 1.3, L2 environment) its context System design
context !
Define Objectives— Integrates data protection 6331 1 §4.1 Context; §4.2 §6.3.1 Risk criteria
Pre-Assessment aligning data principles into §63.3 Internal Needs and reflect organisation’s
Plan Phase 2 ith isati 1 context (objectives, expectations of 1 Diocti
processing wi organisational strategies) exp [ values, objectives,
business goals dec151on—mak1ng interested parties resources
Pre-Assessment Define Objectives— Documents specific §6.3.4 Defining risk §4.4 PIMS scope; §6.3.2 Business case
Plan Phase addressing business  business needs for fitness  criteria (linked to §5.1 Leadership and and allocated
needs for purpose objectives) commitment resources for the PIA
. - Limits processing to what  §6.3.4 Risk criteria Al42 Lir‘nit §6.4.3 Privacy
Pl Pre-Assessment Define Objectives— ;¢ strictly necessary; (linked to data collection; A.14.3 safeguarding
an ensuring data - . R Limit processing; H
Phase DO critical for big data. minimisation requirements (data
minimisation rinciple) A.14.5PI0 P
Addresses L3, S3 P 1% minimisation minimisation)
Pre-Assessment Define Objectives— Evaluates accuracy, §6.3.3 External A1.4.4 Accurac §6.4.1 Identify
Plan Phase assessing data completeness, reliability context (data aﬁ d .ualit of P¥I information flows of
quality and sources and lawful sourcing sources) ! y PII (sources)
Charts data movement ..
(collection, processing, §6.3.2 DEﬁm‘Ii‘g the A.1.2.9 Records §6.4.11dentify
Pre-Assessment storage, sharing) using scope (bofu naaries related to processing  information flows of
Plan Phase Data Flow Mapping ~ APSIA interdependency ag‘i 12n§r lfces), PII; A.35 PII;§7.3.1.2 System
graphs (Papamartzivanos 1§ i ﬁcl;sa tion Classification of requirement
eCt3a1.C%35]). Addresses R4, (sources and events) information information
Multidisciplinary
engagement throughout
the DPIA. 663 A dentify
Operationalises ISO ; .3.4 Identi
%ﬁé(:;;ﬁgt 31000 §6.2 §6.2 Communication §42 dUnd;rstandlng stakeholders; §6.3.5
Pl Pre-Assessment (Stakehold Communication and and consultation nee starl'_li ¢ Establish a
an Phase M akeho ert_ Consultation as a (continuous, expectations ot . consultation plan;
anagement—see continuous activity, spanning all phases) 1r;t2r(e:sted parties; §6.3.6 Consult with
notes) framed as Stakeholder §7.4 Communication stakeholders

Management within the

framework. Addresses
L1,C9,C10,S1

PLAN—Risk Identification and Impact Evaluation (aligns with ISO 31000 §6.4 Risk Assessment)

Risk Policy—based

Establishes structured,

on ISO 31000 to repeatable risk . .
Risk Identification systematically methodology integrating ?iiﬁﬁjrs:b;iiﬁg a §57i Policy; §6.1.2 ?6-31 Seé up PI[;
Plan and Impact identify risks, PTPs (Georgiadis & Poels s manag Risk assessment eam and provide
Evaluation mitigations, [40]) and DBV ontology policy; §6.1 General; (kgulﬂg (l;{l} IkStO 31tOOO) ’t gig%cglgn (130 -
consequences, and (Pandit [31]). Addresses §6.4.1 General §61.3 Risk treatmen based criteria)
impacts R1,R6
. §6.1.2 Risk ) )
Applies CLIFOD §6.4.2 Risk assessment process §6'41'4 Pnggzysr isk
Risk Identification framework identification; §6.4.3  (criteria, analysis; 36..
Plan and Impact Risk Analysis (Iz-genilkseé‘l-Buémer et al.l Risk analysis identification, Privacy risk
Evaluation [29]) based on Contextual (likelihood and analysis, evaluation); evaluation; Annex A
Integrity. Addresses R1, consequences) A5.7 Threat scale criteria; Annex
R3,R4,R5,R7,C3 iﬁtélligenc e B Generic threats
) ) Extends ISO 31000 gﬁ%ﬁ;ﬁdl 341 Partial—fairness not
Operationalises GDPR §6.4.2 risk decision-making in §6.3.1 harm
Risk Identification Article 5(1)(a) fairness; identification addresses individual dimensions.
Plan and Impact Fairness Assessment  complements EU AT Act toward algorithmic Hizhts, not systemic Framework extends
Evaluation Article 27 FRIA. biasasa £ ghts, F Y K PIA toward
Addresses C6,C8,51,S3 non-traditional risk alme;s.y%r{\gwlqr algorithmic fairness
source extends Imime  assessment

with AT Act
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Table A4. Cont.
. . Operational Activity 1SO 31000:2018 . .
{i;]f)eg‘ge Phase glsk Management Control Objective (Figure 4) and Alignment (Process %VSIOII]::C 27701:2025 1IVS[O/IE.‘,C 29134:2023
omaimn Addressed Challenges Backbone) apping apping
Human-rights-oriented Not Not
ethical analysis addressed—beyond by
ddressed—beyond
: e (Mantelero [41]; Extends ISO 31000 27701 a
Risk Identification ) ) Gitltekin-Varkonyi [43]) §6.4.3 consequences  privacy/security 29134 PIA scope.
Plan and Impact Ethical Analysis . ? ; Framework
! addressing surveillance, analysis toward scope. Framework :

Evaluation . C ; extension toward
autonomy, vulnerable socio-ethical impact ~ extension socio-ethical
éréoglisslzkcéiresses C1, X’C‘{%’Il{elrlgentmg Al evaluation
Evaluates GDPR Articles A.1.3.2 Obligations §6.4.3 Privacy

Risk Identification . 15-22 rights impact in §6.4.3 Risk analysis to PII principals; safeguarding

Plan and Impact KIS:; Rsli%hts Impact identity management (consequences for A.1.3.3-3.10 Rights requirements; §7.3.2
Evaluation ¥ and big data contexts. affected parties) of access, correction, ~ Privacy
Addresses R5, R6, C8 erasure, objection requirements
he §6.4.4 Risk
Risk Identification iils:slslfts Sciiltiblrl:t}i,é)n of evaluation §6.1.3 Risk treatment  §6.4.6 Determine
Pl nd Impact Technical Feasibili . ¥r 8r (informed by (selection of options);  controls (consider
an aE I Eac echnical Feasibility  privacy-enhancing feasibility); §6.5.2 A.329Securesystem feasibility); §6.4.7
valuation tceghnologles. Addresses  geloction of risk architecture Risk treatment plans
treatment options
DO—Mitigation Strategies (aligns with ISO 31000 §6.5 Risk Treatment)
Al4.6
Implements TOMs §6.5.2 Selection of De-identification;
Technical and through PACTS risk_ treatment ?r-alr.:%s‘rlnoission §6.4.6 Determine
Do Mitigation Strategies ~ Organisational methodology of options; §6.5.3 controls; A.3.7-3.9 controls; §6.5.3
TRUSTEE framework Preparing and h Implement privacy
Measures (TOMs) . . Information transfer, .
(Grammatopoulos et al. implementing risk identity, access; risk treatment plans
[30]). Addresses C12,C13  treatment plans A.3.20-3.26 Security
baseline
Applies APSIA Z'\nn@f tl; Tabtle ?3
methodology §6.5.2 Treatment Security Controls . A
(Papamartzivanosetal.  optionsincluding  SRRISITC ) 0 a0t and
iticati i Cybersecurity [35] integrating privac risk reduction ; aseline); / an
Do Mitigation Strategies s grating p y th h technical §0.2 Compeatibility 27002 [69] (security
Integration and security. Aligned rough technica .
h and oreanisational with ISO/IEC 27001 controls drawn from
with ISO/IEC 27001:2022 & ISMS; A.3.11-3.12 these baselines)

ISMS baseline. Addresses
C2,C7

controls

Incident

management
DO—Documentation and Reporting (aligns with ISO 31000 §6.7 Recording and Reporting)
Uesbuatr, 7 Reoungand e Domeed
Do Documentation and Comprehensive ;locabulary (Pandit [311 D (structured Records related to 566%;?5?%‘}1;5 :Iele ort
Reporting Documentation or structured, reusable documentation of processing PII; fpll t, P
ggé?ecslgginzer&%mcni 5 risk management A.3.14 Protection of (full structure)
4 4 process) records
Establishes regular §6.7 Recording and
reporting protocols reporting A.1.3.4 Providing §6.5.2 Publication of
Do Documentation and Transpgirent communicating DPTA (communication information to PII thé 1')1 A;§7.6 PIA
Reporting Reporting findings to stakeholders with internal and principals; §7.4 ublic summar
and authorities. external Communication p Y
Addresses L2,C8,C15,54  stakeholders)
CHECK—Continuous Monitoring (aligns with ISO 31000 §6.6 Monitoring and Review)
§9.1 Monitoring,
measurement,
Implgmgnts alatoma}teél_ §6.6 Monitoringand  analysis and
Continuous Monitoring and m(()irgtofimg an Perlﬁ 1c review (effectiveness  evaluation; §9.2 §6.5.4 Review
Check Monitorin Revi & audits, drawing on the of risk management  Internal audit; §9.3 and/or audit of the
g eview Elqntlnup us—afscsis&rg%t process and Management review; ~ PIA
umension® ' controls) A.3.15 Independent
Addresses C13 review: A.3.25
Logging
CHECK—Compliance Verification (extends ISO 31000 §6.6 with privacy-specific compliance verification)
Verifies compliance with Extends §6.6 A.3.13 Lecal
GDPR, EU Al Act, Data Monitoring and st‘:at;ltor egal, 1
. . . y, regulatory .
Act, local regulations review with d contractual §7.4.6 Compliance
Ch Compliance Legal Compliance (Article 29 Data privacy-specific and contrac uaA 3.1¢ analysis (dedicated
eck A P ion Working P requirements; A.3. :
Verification Check rotection Working Party  legal /regulatory Compliance with section of PTIA
[12]; Richter [68]; (Moniz verification (nota li P 1 d report)
[37]). Addresses L1, L2, discrete ISO 31000 policies, rules an
13 step) standards
Applies fairness metrics E ds86.6 Partial—A.3.16 Not
(Calvi & Kotzinos [32]; 1\/}( ter}t s §6. d validates adopted addressed—§7.4.6is
Kasirzadeh & Clifford res;wx?glﬁl Act policies; A.1.3.11 restricted to
Compliance . - [52]) and proportionality - Pr addresses individual ~ legal/regulatory
Check Verification Fairness Validation (Moniz [37]), aligned b13§;m0;11t0r1n§ rights but not compliance.
with Al Act post-market ‘d]?n rlcta 11%%(5110080 systemic fairness. Framework extends
monitoring. Addresses st: C)e € Framework extends ~ PIA toward fairness
C6,C8,51,53 P 27701 validation
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Table A4. Cont.
Lifecycle Phase  Risk Management (o401 Objective g}’ge;;’;igfaa}lg“i"ity 11\51% T cess  ISOMEC27701:2025  ISOJIEC 29134:2023
(PDCA) Domain Addressed Challenges Backbone) Mapping Mapping
ACT—Review and Adaptation (aligns with ISO 31000 §6.6 Monitoring and Review—recurring/adaptive)
. §10 Improvement;
grec;g;rl:rrn r;;\é;ew §6.6 Monitoring and  §10.1 Continual §}61.5A5 Reﬂec}t‘
i S . i ti lat review (periodic improvement; §10.2 changes to the
Act Eﬁ‘ggg@gg Periodic Reviews ;T;igf;iéﬂ) 5 irSaglu atory effectiveness review Nonconformity and process; §6.2 )
developmen é and process corrective action; Threshold analysis
: improvement) §9.3 Management re-applied
Addresses L1,1.2,C14 P eview
§6.5.5 Reflect
§6.6 Monitoringand  §6.1.1 Actions to changes (re-trigger
Adapts framework to AI,  review (adaptive address risks PIA on significant
. . blockchain, IoT, big data response to changes (re-assessed when technological
Act ﬁa‘;ﬁgsgg %:ﬁ;g(:ﬂ) & es developments. in external context, context changes); change).
8 AddressesL2,13,53,55,  includingemerging ~ A.1.26PlAtriggered  Eramework extends
C14 technology by new processing with dedicated
landscape) or changes emerging-tech
treatment
The codes listed in Table A4 indicate the primary challenges addressed; the complete mapping is provided in
Table A6 and Figure 4.
Table A5. Mapping of Phase 1 Challenge Taxonomy to Risk Management Domains of the proposed
DPIA framework for Al-Driven Digitalisation.
Challenge Category Specific Challenge Codes Required DPIA Activity Risk Management Domain
Compliance verification; legal scope Compliance Verification;
Legal and regulatory L1213 definition Pre-Assessment Phase
Risk assessment R1,R2 R3, R4 R5, R6, R7 Risk identification, analysis and Risk Identification and Impact

treatment

Evaluation; Mitigation Strategies

Complexity (risk-related)

C12,C13,C14

Risk treatment, monitoring and
structured documentation

Risk Identification and Impact
Evaluation; Mitigation Strategies;
Documentation and Reporting (C13);
Continuous Monitoring; Review and
Adaptation (C14)

Complexity (collaboration)

C5,C9,C10

Continuous stakeholder engagement
and interdisciplinary consultation

Pre-Assessment Phase (continuous
Stakeholder Engagement, aligned with
ISO 31000 §6.2 Communication and
Consultation); Risk Identification and
Impact Evaluation (Technical
Feasibility, C5)

Complexity (implementation)

C1,C2,C3,C4,C6,C7,C8,C11,C15

Cross-cutting activities including risk
analysis, fairness assessment, ethical
analysis, cybersecurity integration, and
structured documentation

Multiple domains (cross-cutting)

Compliance verification; regulatory

Compliance Verification; Review and

Scope (regulatory) 53,54 adaptation Adaptation

Contextual scoping; stakeholder Pre-Assessment Phase; Risk
Scope (stakeholder) 51,52 consultation; ethical analysis Identification and Impact Evaluation
Scope (technological) S5 Adaptation to emerging technologies Review and Adaptation

and big data analytics environments

Each Phase 1 challenge code is mapped to the specific Operational Activities that
address it in the proposed framework (Figure 4), with the corresponding PDCA Phase and

Risk Management Domain.
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Table A6. Challenge-code-to-Operational-Activity traceability mapping.

Challenge Code PDCA Phase Risk Management Domain Operational Activity (Figure 4)
Articulation of processing activities (Define Scope)
[PLAN]
Pre-Assessment Phase; Risk Aligning processing with business goals (Define
Identification and Impact Evaluation; Objectives) [PLAN]
L1 PLAN, CHECK, ACT Compliance Verification; Review & Stakeholder Engagement [PLAN]
Adaptation Risk Policy [PLAN]
Legal Compliance Check [CHECK]
Periodic Reviews [ACT]
Articulation of processing activities (Define Scope)
[PLAN]
Consideration of technological context (Define
Scope) [PLAN]
Pre-Assessment Phase; Risk Al1gn1r_1g processing with business goals (Define
\oDE5S . Objectives) [PLAN]
Identification and Impact Evaluation; . . . C
L2 PLAN, DO, CHECK, ACT Documentation & Reporting; Addressing business needs (Define Objectives)
Compliance Verification; Review and [PLAN]
Adaptation Risk Policy [PLAN]
P Comprehensive Documentation [DO]
Transparent Reporting [DO]
Legal Compliance Check [CHECK]
Periodic Reviews [ACT]
Emerging Technologies [ACT]
Consideration of technological context (Define
Scope) [PLAN]
Pre-Assessment Phase; Risk Ensuring data minimisation (Define Objectives)
L3 PLAN, CHECK, ACT Identification and Impact Evaluation; [PLAN]
Review and Adaptation Technical Feasibility [PLAN]
Legal Compliance Check [CHECK]
Emerging Technologies [ACT]
Rl PLAN Risk Identification and Impact Risk Policy [PLAN]
Evaluation Risk Analysis [PLAN]
Pre-Assessment Phase; Mitigation Data Flow Mapping [PLAN]
R2 PLAN, DO Strategies Cybersecurity Integration [DO]
Pre-Assessment Phase; Risk Ass'ess.ing data quality and sources (Define
WO L Objectives) [PLAN]
R3 PLAN, DO Identification and Impact Evaluation; ; :
Mitieati . Risk Analysis [PLAN]
gation Strategies > .
Cybersecurity Integration [DO]
R4 PLAN Pre-Assessment Phase; Risk Data Flow Mapping [PLAN]
Identification and Impact Evaluation Risk Analysis [PLAN]
R5 PLAN Risk Identification and Impact Risk Analysis [PLAN]
Evaluation User Rights Impact Analysis [PLAN]
. e Risk Policy [PLAN]
R6 PLAN, CHECK E‘sﬁ Idtei““f‘éat;‘;; and Ir}r\x/{peﬁ . User Rights Impact Analysis [PLAN]
valuation; %0 uous Vonitoring Monitoring and Review [CHECK]
R7 PLAN Risk Idgntlflcatlon and Impact Risk Analysis [PLAN]
Evaluation
c1 PLAN. DO Risk Identification and Impact Ethical Analysis [PLAN]
! Evaluation; Mitigation Strategies Technical and Organisational Measures [DO]
e . Technical and Organisational Measures [DO]
2 bo Mitigation Strategies Cybersecurity Integration [DO]
Pre-Assessment Phase; Risk Data Flow Mapping [PLAN]
C3 PLAN, DO Identification and Impact Evaluation; Risk Analysis [PLAN]
Mitigation Strategies Technical and Organisational Measures [DO]
Addressing business needs (Define Objectives)
Pre-Assessment Phase; Risk [PLAN]
C4 PLAN Identification and Impact Evaluation Assessing data quality and sources (Define
P Objectives) [PLAN]
Technical Feasibility [PLAN]
cs PLAN Risk Identification and Impact Technical Feasibility [PLAN]
Evaluation
. e Fairness Assessment [PLAN]
6 PLAN, CHECK Risk Identification and Impact Ethical Analysis [PLAN]
valuation; Compliance Verification Fairness Validation [CHECK]
Pre-Assessment Phase; Mitigation Data Flow Mapping [PLAN]
<7 PLAN, DO Strategies Cybersecurity Integration [DO]
. e Fairness Assessment [PLAN]
Risk Identification & Impact Rights I t Analvsis [PLAN
cs PLAN, DO, CHECK Evaluation; Documentation & User Rights Impact Analysis [PLAN]
Reporting; Compliance Verification Transparent Reporting [DO]
P & P Fairness Validation [CHECK]
(] PLAN Pre-Assessment Phase Stakeholder Engagement [PLAN]
C10 PLAN Pre-Assessment Phase Stakeholder Engagement [PLAN]
Not directly annotated in Figure 4; addressed
C11 DO* Mitigation Strategies * implicitly through Technical Feasibility and

Technical and Organisational Measures (see note).
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Table Aé6. Cont.

Challenge Code PDCA Phase Risk Management Domain Operational Activity (Figure 4)
Risk Identification and Impact Risk Policy [PLAN]
C12 PLAN, DO, CHECK Evaluation; Mitigation Strategies; Technical and Organisational Measures [DO]
Continuous Monitoring Monitoring and Review [CHECK]
. . . Technical and Organisational Measures [DO]
C13 DO, CHECK I;/r[:;l%zhg?titrétce%ﬁ?ﬁegﬁ:ﬁiﬁiggﬁ Comprehensive Documentation [DO]
p & g Monitoring and Review [CHECK]
. . Periodic Reviews [ACT]
C14 ACT Review and Adaptation Emerging Technologies [ACT]
Risk Identification & Impact Risk Policy [PLAN]
C15 PLAN, DO Evaluation; Documentation & Comprehensive Documentation [DO]
Reporting Transparent Reporting [DO]
Pre-Assessment Phase; Risk IS:tgkeholier Engagemle)rﬁtAEIIiILAN]
S1 PLAN, CHECK Identification and Impact Evaluation; E?}l\r.nelsz sTes'Srr[\Ie;ritA[N] 1
Compliance Verification fica’ Analysts
Fairness Validation [CHECK]
s PLAN Risk Idgntification and Impact Ethical Analysis [PLAN]
Evaluation
Pre-Assessment Phase; Risk ngxgiﬁg data minimisation (Define Objectives)
Identification and Impact Evaluation; -
53 PLAN, CHECK, ACT Compliance Verification; Review and IIja}rness ssls-ffsmemc[%g%lf(]
Adaptation airness Validation [C ]
P Emerging Technologies [ACT]
Risk Identification & Impact . .
A . Ethical Analysis [PLAN]
S4 PLAN, DO Evaluation; Documentation & Transparent Reporting [DO]
Reporting
S5 ACT Review and Adaptation Emerging Technologies [ACT]

* C11 (lack of open-source DPIA tooling) is an environmental tooling challenge rather than a procedural one; it is
therefore not annotated as a discrete code in Figure 4. It is supported implicitly through the Technical Feasibility
activity (assessing the practicality of privacy-enhancing tooling) and the Technical and Organisational Measures
activity (selecting and deploying available tooling).

Appendix C. Illustrative Application of the Proposed Framework:
Al-Based Recruitment Screening and Ranking

In order to illustrate the operational logic of the suggested PDCA-based DPIA frame-
work for Al-driven digitalisation, the following case study is provided. It builds upon pre-
vious work on privacy impact assessment as a tool for GDPR compliance preparation [70].
The sequence of events outlined has not been observed or verified in an organisational
situation, therefore it does not represent empirical validation.

Context

A mid-sized professional services company with about 3500 workers made the decision
to use a machine learning-based recruitment system to rank applicants for interviews and
check resumes. The system was designed to improve uniformity in hiring decisions
and shorten the time to shortlist. CV text, employment history, educational background,
and, if freely provided, demographic information were to be processed. Early on, the
organisation’s legal and technology teams realised that the deployment presented serious
regulatory issues under the EU Al Act, which categorises employment-related Al systems
as high-risk, as well as the GDPR. The Data Protection Officer (DPO) formally suggested
that a DPIA be carried out using the suggested methodology prior to go-live.

PLAN Phase

The decision to conduct a DPIA must be systematically documented before any sub-
stantive assessment is undertaken; Table A7 maps each WP248rev.01 triggering criterion
against the system’s specific characteristics in accordance with GDPR Article 35(1) (Arti-
cle 29 Working Party [12]).
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Table A7. DPIA Screening Checklist—AlI-Based Recruitment Screening System (WP248rev.01 Criteria;
Article 29 Working Party [12]).

AI Recruitment System—Case-Specific

No. WP248rev.01 Criterion Legal Reference Justification DPIA Required?
Systematic and extensive The ML system Produces a ranl.<ed
rofiling or automated candidate shortlist that determines
prot . . access to employment interviews.
1 d}ec1_51on—n}ak1_n_g withlegalor ~ GDPR Art. 35(3)(a) Shortlisting outcomes have direct and YES—mandatory DPIA.
5112111 le}gly sllgmflcant effects on significant effects on individuals” access
mndividuals. to employment.
Large-scale processing of Demographlc clatzz1 (feth;ugty, disability
al categories of personal status) is processe Or falrness
2 specia gories ol p GDPR Art. 35(3)(b) monitoring and held in a segregated YES—mandatory DPIA.
data (Art. 9) or criminal dat . t Dat i
offence data (Art. 10). ata environment. Data covers a
applicants across the organisation.
Systematic monitoring of a Not applicable. The system processes
3 publicly accessible area on a GDPR Art. 35(3)(c) CV data submitted by applicants; no NO.
large scale. public-area monitoring is involved.
Candidates from non-traditional
. educational routes (apprenticeships,
Data concerning vulnerable . ; s . .
. L part-time degrees) were identified YES—combined with No. 1,
4 dglt a ts u}a]eclt s who m?y bebl'e sst WP248rev.01, Criterion 7 during stakeholder consultation as triggers DPIA.
ableto lreely consent or object. potentially vulnerable to algorithmic
disadvantage.
Innovative or novel use of new The ML-based CV ranking pipeline is a . .
: oot GDPR Art. 35(1); WP248rev.01, . 3 . YES—combined with No. 1,
5 techn_ologles or organisational Criterion 8 @ novel dep_loy_me{lt with no prior use in triggers DPIA.
solutions. the organisation’s recruitment process.
Combining or matching data Historica! shortl%sting records (ten years)
sets from two or more are combined with current CV YES—combined with No. 1
6 . . ied WP248rev.01, Criterion 6 submissions and fairness-monitoring N DPIA t
processing operations carrie demosraphic data from a searegated triggers .
out for different purposes. cfore grap 8reg
Processing that prevents data A negative shgrtlisting outcome Fiirectly
7 subjects from exercising aright  yp)4grev01 Criterion 9 prevents candidates fromaccessingan - ypg andatory DPIA.
or using a service or entering employment opportunity, with potential
into a contract. financial and social consequences.
Two or more criteria satisfied. GDPR [6] Art. 35(1); All applicable criteria confirm thata
DECISION Criteria No. 1,2,4,5,6 and 7 ! ¢ DPIA is mandatory prior to deployment ~ DPIA MANDATORY.

are engaged.

WP248rev.01, Section III.B.a

of the Al recruitment screening system.

Pre-Assessment Phase
Define Scope | Define Objectives

The Head of HR Technology, legal counsel, and a representative from the Machine
Learning (ML) provider attended the DPO’s first scoping meeting. Within the first session,
it became clear that the system triggered multiple Article 35 criteria requiring a DPIA. In
particular, (i) it involved the large-scale processing of special category personal data, (ii) it
deployed a new Al technology, and (iii) it produced decisions with significant effects on
individuals” access to employment. The DPO formally documented the DPIA requirement
and informed the relevant HR leadership.

The same meeting surfaced a tension that had not been anticipated. The provider
had proposed using ten years of historical shortlisting data as the primary training corpus.
However, legal counsel immediately pointed out that these historical records reflected
a period during which the organisation’s own shortlisting practices had systematically
underrepresented candidates from certain universities and demographic backgrounds. The
ML engineer confirmed that if the model were trained on that data without adjustment,
it would learn to replicate those patterns. The organisation decided at this stage to com-
mission a training data audit before any model training proceeded, a decision that directly
delayed the project timeline by six weeks but which the DPO considered non-negotiable
under the Fairness Principles Policy.

Simultaneously, the team decided to gather demographic information just for the
purpose of evaluating fairness, including gender, ethnicity, and, if voluntary, disability
status. They would not be involved in model scoring and would be kept in a segregated data
environment with access restricted to the fairness monitoring function. This agreement was
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formally documented as a commitment to GDPR [6] data protection principles, including
purpose limitation.
Data Flow Mapping

The ML engineer and data architect were given a three-week deadline by the DPO
to create a comprehensive data flow map. When the map was returned, it showed a
problem that had not been apparent during the initial scoping: before being sent to the
ranking model, candidate CV data was being routed through the cloud infrastructure of the
third-party Applicant Tracking System (ATS) provider in a location outside the European
Economic Area. No Article 28 GDPR [6] data processing agreement was in place, and no
Chapter V GDPR [6] transfer safeguard (Articles 44-49) had been documented.

The DPO escalated this finding to the General Counsel. Consequently, the organisation
paused the implementation timeline and required the provider to either (a) confirm that
processing would remain within the European Economic Area (EEA), or (b) execute a
Standard Contractual Clauses arrangement within thirty days. The provider agreed to
restrict processing to European Economic Area (EEA) infrastructure. The Data Processing
Agreement (DPA) was executed, and the data flow map was updated to reflect the revised
architecture (see Table AS8).

The legal team considered this one of the most operationally significant findings
to emerge from the framework’s pre-assessment activities, precisely because it would
not have been surfaced by a conventional compliance review focused solely on internal
data processing. The revised data flow map subsequently became a key governance
artefact rather than merely a technical diagram. It provided visibility into the end-to-end
processing chain, showing how candidate data moved from the ATS to the Al ranking
engine and associated systems, and enabled the organisation to identify the involvement
and geographical location of subprocessors. It also allowed the legal and privacy teams
to anticipate the types of evidence that supervisory authorities could request regarding
data flows, transfer mechanisms, access controls and retention responsibilities. As a result,
the updated data flow map evolved into a governance instrument supporting traceability,
accountability and regulatory preparedness throughout the lifecycle of the Al recruitment
system. Table A8 maps each data asset against its governance parameters, including
GDPR lawful basis and Al Act classification; transfer mechanism and processor records are
documented in Tables A9 and A10 below (GDPR [6]; Al Act [7]).

Table A8. Comprehensive Data Inventory and Asset Register.

Business Shared Party Retention Confidentiality . Availability : Lawful Basis AT Act
Process Data Type DataOwner (5,4 party) Period © Integrity M (4) Risk Value (GDPR Art. 6) Classification

prt. 6o High-Risk Al
Ccv CV Text cggt?;?t‘ance L System—Annex III,
Screening , HR . During . . . . p . Point 4
and IE{I;’;EE(;yment Technology ATS Provider processing High High Medium High g'(elc)zgﬁrl\deentl)t,lrlr\‘;tte (Employment and
Ranking Y interest & workers

(fair }{iring). management).

Art. 5(1)(d)

accuracy); Art.

6(1)(f)—Legitimate Not an Al system—
Fairness Demographic Monitorin Durins interest (fairness human-led
Monitoring EData_(Gender, Team g Not Shared monitgring Very High High Low Critical compliance), Art. rr{t?nltorlng process

thnicity) 9(2) (where using demographic
applicable for statistics only.

special
category data).

Stakeholder Engagement

The DPO recommended expanding the DPIA team to include functions other than
legal and technical. Specifically, the DPO recommended including an external adviser
specialising in algorithmic fairness and two representatives from employee resource groups
that represent potentially affected communities. The Head of HR Technology initially
resisted this, expressing concerns about the pace of the project and the risk of scope
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creep. However, after the DPO led a discussion on the need to consider potential impacts
on fundamental rights, including the potential implications of the EU Al Act’s FRIA
requirements, senior management endorsed the expanded team.

The representatives attended two structured consultation sessions. During the first
session, they identified that the model’s reliance on degree classification and university
prestige as CV features would likely disadvantage candidates who had followed non-
traditional educational routes, including apprenticeships and part-time degrees. In the
second session, they raised concerns about the explainability of shortlisting decisions and
noted that candidates who received no explanation for rejection might find it difficult
to effectively exercise their rights under GDPR Articles 15 and 22 relating to automated
decision-making. Both sets of findings were formally recorded and incorporated into the
risk register and mitigation planning.

Although a Data Processing Agreement was executed with the ATS provider, no
processor record existed at this stage for either the ATS provider or the ML vendor; Table A9
summarises the organisation’s controller record of processing activities in accordance with
GDPR [6], Article 30(1).

Table A9. Controller’s Record of Processing Activities—GDPR [6] Article 30.

Service Code Controller (Client) DPO Contact Categories of Third-Country Security Measures
Details (Processor) Processing Transfers (TOMs)
Remediated:
processing initially
routed through
S ey stracture, | 1SO/TEC
Professional ir? esti(;n storage Followin: the. 27001:2022
Services 8¢ ’ 8¢ & certified. AES-256
o routing to ML pre-deployment -
Organisation (3500 . . . . encryption at rest
employees)—HR dpo@ats- ranking engine, audit, the provider (remediated)
SRV-ATS-01 P . delivery of ranked  agreed to restrict )
Technology provider.eu . . Role-based access
. shortlists to HR all processing to
Function. DPO: . controls (RBACs).
- managers. Access  EEA infrastructure.
[Organisation DPO loseine and No third-countr Access logs
contact details]. E&INE Y retained per ISMS
retention transfers remained requirements
scheduling. following q ’
remediation,
eliminating the
need for SCCs.
Pseudonymisation
ML model training of CV pipeline
Professional on historical inputs.
Services shortlisting data, Demographic data
Organisation (3500 fairness No third-country technically isolated
SRV-MIL-01 employees)—HR dpo@ml- re-weighting, transfers. All from inference
Technology vendor.eu SHAP-based processing within pipeline.
Function. DPO: explainability layer ~EEA. Automated
[Organisation DPO generation, model deletion
contact details]. inference for workflows for
candidate scoring. unsuccessful
candidates.

The discovery of an undocumented cross-border data flow to third-country infrastruc-
ture was the most operationally significant pre-deployment finding; Table A10 provides
the structured transfer tracker to document, where applicable, the transfer mechanism and
TIA status for each processor.
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Table A1l records each stakeholder concern against its framework challenge code
and assigns monitoring ownership to a named function, providing the accountability
traceability the PDCA governance model requires. Stakeholder participation supports
multidisciplinary risk identification and impact assessment throughout the DPIA process
(Mantelero [41]; Janssen et al. [36]).

Table A10. Cross-Border Transfer Tracker GDPR [6] Articles 28 and 46.

Processor/ DPA (Art. 28) Destination Transfer Supplementary
Partner GDPR Role Status Country Mechanism TIA Status Safeguards
Not applicable
g
DPA executed EEA (Pos.t— restricting Not requlred obllgatlon on
. remediation). . following provider to
following pre- . processing to . .
Original remediation, as  notify any
. Data deployment ) EEA
ATS Provider A undisclosed . no future
Processor audit finding; o infrastructure . .
signed prior to destination: climinated the third-country infrastructure
s non-EEA third transfers change outside
go-live. need for a . .
country. remained. EEA within
Chapter V .
5 business days.
transfer
mechanism.
Model artefacts
and training
data held on
Data DPA executed EEA—no EEA
ML Vendor Processor at contract third-country Not applicable. Not required. infrastructure
signature. transfer. under
Role-Based
Access Controls
(RBACs).
Data Sharing Adviser
Agreement
covering Not applicable— accesses
Independent aggregate
. aggregate aggregate .
Fairness Data Con- > S . outputs only;
. fairness EEA. statistics only; no  Not required.
Adviser troller /Data . no access to
. statistics only. personal data .
Recipient e candidate-level
No individual- transferred. .
or demographic
level data data
shared. '
Table A11. Stakeholder Engagement and Ethical Analysis Log.
Stakeholder i .. Applied Mitigation/ Challenge Accountability/
Group Identified Concern/Finding Control Action Code/Reference Ownership
Educational route Application of
disadvantage d'u'e to' reliance re-we}ghtlng C6—Algorithmic bias
Emplovee Resource degree classification and techniques to reduce via feature weichting:
proy university prestige, including  the influence of shtngs ML Engineer; DPO.

Groups

potential proxy discrimination
arising from historical training
data (Calvi & Kotzinos [32]).

university prestige and
degree classification in
the training dataset.

S2—Structural
disadvantage.
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Table A11. Cont.
Stakeholder ip .. Applied Mitigation/ Challenge Accountability/
Identified Concern/Finding pp 8 8 e
Group Control Action Code/Reference Ownership
Explainability of shortlistin
pa YO & Deployment of SHAP
decisions and risks of value attribution:
Employee Resource  automation bias and displavine can di::lates C9—Explainability; Head of HR
Groups/External candidates’ ability to in zﬁ }i’abgtical order: S1—Automation bias Technology; ML
Ethics Adviser meaningfully contest phat ! risk. Engineer.
- . conducting HR
Al-assisted decisions (Lazcoz manaver trainin
et al. [51]; Janssen et al. [36]). & &
Disadvantage for candidates
with non-standard CV formats .
. Interface redesign .
. due to feature extraction . - C3—Data quality; .
External Ethics .. . . . incorporated into the ATS Provider; HR
. pipeline calibration, potentially R S3—Input
Adviser . X provider’s scope of L Technology Lead.
affecting data quality and work normalisation.
representativeness (Calvi & ’
Kotzinos [32]).
Risk Identification and Impact Evaluation
Risk Policy | Risk Analysis
The full DPIA team convened to populate the risk register, with the ISO 31000-based
Risk Management Policy serving as the governing standard. Four primary risks were
identified and assessed in terms of their likelihood and potential impact on data subjects.
Table A12 documents both inherent and residual risk levels alongside treatment status,
aligned with the ISO 31000:2018 risk management framework, enabling auditors to assess
the effectiveness of applied controls.
Table A12. Risk Register and Assessment.
Domain/ Overall Risk ~ InherentRisk  Residual Risk
RiskID  Identified Risk Regulatory Likelihood Impact Treatment Status
Context Level Level Level
Proxy discrimination based
on hi};torical shortlisting . Critical—no L(?w—post "l_l;reategl. i
data including risks arising Algorithmic ) ) N controls in fairness e-weighting
RO1 . L Fairness, EU High High Critical lace at re-weighting applied;
from insufficientl & i p
X Y d AT Act assessment and quarterly quarterly fairness
repre§entat1vg training data date. audit. audit ongoing.
(Calvi & Kotzinos [32])
Opacity of the scoring
process making GDPR [6] Hioh Low—post
compliance difficult, GDPR [6] exlgla;;fility SHAP Treated. SHAP
R02 limiting meaningful Articles 13,14, High Medium-  pp mechanismat  Geployment - deployed;
explanation and 15 and 22 High nssecsment and candidate portal
contestability of Al-assisted date. explainability live.
decisions (Lazcoz et al. [51]; portal.
Calvi & Kotzinos [32]).
Medium—
Data quality risk arising GDPR[6 }ée{;efrogente ous Low—post gﬁ;tfz‘zége}élesi n
RO3 from structurally Article[S(ll) () Medium Medium Medium de r(an(‘:lrinr? S interface completed &
heterogeneous CV data. fea%ure & redesign. pre—go-live.
extraction.

. Treated.
g/ier;liéurrrellihic Very Demographic
attrib Etesp Low—post data technically

Re-identification risk - technical isolated from
RO4 associated with e dsand  Low High Medium omiorng solation inference
demographic attributes clessoa & edi en(\)ziro%megnt control and pipeline; access
collected for monitoring. rior to role-based restricted to
]t)echnical access . authorised
isolation. restrictions. monitoring
personnel.

The most significant finding concerned proxy discrimination. During this period,
the training data audit commissioned at the scoping stage was completed and indicated
that historical shortlisting rates were materially lower for candidates from less selective or
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non-traditional higher education institutions than for candidates from more prestigious
universities. The ML engineer assessed that, if the model were trained on this data without
intervention, university type could emerge as a high-weight feature, effectively encoding
institutional prestige as a proxy for candidate quality. This risk was categorised as having
both a high likelihood and a high potential impact and was immediately reported to senior
management and legal counsel.

A second risk concerned the opacity of the scoring process. The provider’s original
specification did not include any explainable output. Legal counsel noted that this would
make compliance with GDPR [6] Articles 13-14 and Article 22 difficult to demonstrate,
potentially leaving the organisation unable to respond meaningfully to requests for infor-
mation about shortlisting decisions. The DPO rated this risk as having a high likelihood
given the system’s architecture and a medium-to-high impact given the expected annual
volume of candidates to be processed.

Two further risks were identified as being of lower severity: a data quality risk
arising from the self-reported and structurally heterogeneous nature of CV data; and a
re-identification risk associated with the demographic attributes collected for fairness
monitoring. These attributes could, if inadequately isolated, be inadvertently reintroduced
into model training through indirect pathways.

Fairness Assessment

In order to address the risk of proxy discrimination in concrete terms, the fairness
adviser and the ML engineer proposed a pre-deployment fairness testing protocol. Three
metrics were selected. Demographic parity was chosen as a population-level check to
detect gross disparity in shortlisting rates across groups. “Equal opportunity”, which
requires equal true positive rates across groups, was chosen as the primary metric be-
cause a violation of this metric would directly indicate that qualified candidates from
protected groups were being advanced at lower rates than equally qualified candidates
from the majority group, which was the main issue raised by the training data audit.
Equalised odds was added to provide a fuller picture by also capturing disparities in false
positive rates.

The team ran the model in a sandboxed environment against a test dataset consisting
of historical applications for which actual hiring outcomes were available. The results
indicated potential disparities. The demographic parity assessment suggested disparities
in shortlisting outcomes for female candidates. Differences in equal opportunity were also
observed between candidates from underrepresented groups and the majority group. The
DPO presented these findings to the project steering committee and recommended that the
model should not proceed to deployment in its current form.

Ethical Analysis

The external ethics adviser prepared a written analysis examining two risks that went
beyond the quantitative fairness metrics. Firstly, she assessed the risk of automation bias.
Even if the shortlist was formally subject to human review, HR managers presented with
a ranked list under time pressure would be unlikely to routinely override the model’s
outputs. She recommended that candidates be presented in alphabetical order rather than
ranked order in the interface design, to reduce anchoring effects, and that HR managers
receive training on the limits of algorithmic outputs before the system goes live. Secondly,
she found that candidates with non-standard CV formats, such as those structured around
portfolio work rather than chronological employment, would be systematically disadvan-
taged by the model’s feature extraction pipeline, which was calibrated to conventional
CV structures.

Both findings were accepted by the steering committee. The interface redesign was
incorporated into the provider’s scope of work. A training programme for HR man-
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agers was commissioned. The ethics adviser’s written analysis was appended to the
DPIA documentation.
User Rights Impact Analysis | Technical Feasibility

Legal counsel mapped the most operationally significant GDPR [6] rights under 15-22
against the system’s operational design. The most significant gap identified was in respect
of Article 22: the organisation needed to confirm that no shortlisting decision would be
made solely by the automated system without human review. The provider’s architecture
was examined and it was confirmed that the system produced a ranked list, which a human
recruiter was required to review and approve before any candidate was rejected. This was
recorded in the DPIA as the primary safeguard for Article 22 compliance, subject to the
condition that the interface redesign recommended by the ethics adviser was implemented
before go-live.

The ML engineer and legal counsel assessed the technical feasibility of implementing
an explainability layer. The engineer proposed using SHAP value attribution to generate
candidate-level summaries of the features contributing to each score. A proof of concept
confirmed that SHAP outputs could be generated within acceptable inference time limits
and rendered in a format accessible to non-technical HR managers. The explainability layer
was incorporated into the implementation scope.

Table A13 maps each legal requirement to its operational safeguard and records
the evidence artefact and verification criteria required to demonstrate compliance; FRIA-
specific elements under the Al Act [7] are documented in Table A14 below.

Table A13. Legal Compliance and Data Subject Rights Matrix.

Regulatory System Feature/Operational . e . -
Framework Requirement/Right Safeguard Evidence Artefact Verification Criterion
100% of shortlists
. . Ranked list requires human . reviewed by HR
Protection against . . HR manager shortlist manager before any
GDPR [6] o recruiter review and L
. automated individual . approval log; system rejection; zero
Article 22 - - approval before any rejection . .
decision-making. . audit trail. automated rejections
(Human-in-the-loop). .
without human
sign-off.
Post-market Imp}emer}tatlgn of quaFte.rly Q1 and Q2 fairness Quarterly audit cycle .
monitoring audits using live shortlisting audit reports; completed on schedule;
EU AT Act [7] . data and an automated Lo threshold alerts
requirements for . automated alerting . 1
. - threshold-based alerting triggered within 24 h of
high-risk Al systems. system log.
system. breach.
Privacy notice
Publication of a public-facing  Careers portal privacy = reviewed annually;
GDPR [6] . . summary on the careers notice (revised); accessibility and
Articles 13-14 Right to be informed. portal and revision of candidate-facing accuracy verified by
candidate-facing language. summary published. legal counsel (Janssen
et al. [36]).
DO Phase

Mitigation Strategies

Table A13 addresses GDPR [6] and Al Act [7] compliance but does not incorporate
the six FRIA elements specified under Al Act [7] Article 27(1) for applicable Al deployers;
Table A14 provides this integrated assessment, drawing on the measures documented
throughout the DO phase (AI Act [7]).
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Table A14. Integrated AI DPIA and FRIA Evaluation—AI Act [7] Article 27(1) and GDPR [6] Article 35.

5;1(11?) Element (Art. Legal Basis Assessment Question Implemented Measure Review Frequency
System deployed as a candidate
How will the high-risk AI ~ ranking tool for interview
system be used, and does shortlisting, consistent with
Deployment process Al Act [7] Art. At each deployment scope

and intended purpose

27(1)(a); Art. 13

its use align with the
provider’s documented
intended purpose?

provider’s Art. 13 instructions for
use. HR manager review required
before any rejection is applied
(human-in-the-loop).

change.

Period and frequency
of use

AI Act [7] Art. 27(1)(b)

For how long and how
frequently will the system
operate, and are
processing volumes
proportionate to the stated
purpose?

System operates continuously
during active recruitment cycles.
Volumes are proportionate to
organisational hiring needs.
Quarterly fairness audits are
scheduled throughout the
operational period.

Annually.

Categories of persons
and groups likely to
be affected

Al Act [7] Art. 27(1)(c)

Which individuals and
groups are affected by the
system, including those at
particular risk of
algorithmic disadvantage?

All external applicants. At-risk
groups identified: candidates from
non-traditional educational routes,
female candidates (demographic
parity monitoring), candidates
from underrepresented ethnic
backgrounds (equal opportunity
monitoring). Intersectional
analysis commissioned to identify
potential compound disadvantage
affecting individuals belonging to
multiple protected groups

(Calvi [53]; Janssen et al. [36]).

Following each quarterly
audit.

Specific risks of harm
to fundamental rights

Al Act [7] Art.
27(1)(d)

What are the specific risks
of harm to
non-discrimination,
dignity, and access to legal
remedy posed by the Al
system?

RO1: Proxy discrimination via
institutional prestige weighting
and insufficiently representative
training data (Calvi &

Kotzinos [32])—mitigated by
fairness re-weighting (Tables A9,
A12 and A15). Table A9 records
re-weighting as a processing
activity the vendor performs,
whereas Table A15 frames it as an
applied mitigation measure with
an effectiveness KPI and
residual-risk score, and A12
records the residual risk.

R02: Opacity of scoring
undermining Art. 22
rights—mitigated by SHAP
explainability. R04:
Re-identification of demographic
attributes—mitigated by technical
data isolation. Residual risk
documented in Risk Register
(Table A12).

Quarterly—aligned with
fairness audit cycle.

Human oversight
measures

Al Act [7] Art.
27(1)(e); Art. 26(2);
GDPR [6] Art. 22

Who is responsible for
oversight, do they have
authority to override Al
outputs, and have they
received appropriate
training?

Human recruiter reviews and
approves ranked list before any
rejection. Alphabetical candidate
presentation reduces anchoring
bias. HR manager training
completed pre-go-live. DPO
notified immediately on threshold
breach; automated shortlisting
suspended for affected role
pending investigation (Table A12).

Pre-deployment +
annually.
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Table A14. Cont.

FRIA Element (Art.
27(1))

Legal Basis

Assessment Question

Implemented Measure

Review Frequency

Measures upon risk
materialisation and
complaint mechanism

Al Act [7] Art. 27(1)(f);
Art. 86; GDPR [6] Art.
22(3)

What actions are taken if a
risk materialises, and how
can affected candidates
seek remedy?

Escalation: automated threshold
alert to DPO, Head of HR
Technology, and ML Engineer
simultaneously; automated
processing suspension for affected
role category. SHAP-based portal
assists candidates to exercise their
rights under GDPR [6] Art. 22(3)
by providing meaningful

information about the factors
influencing the Al-assisted
ranking. Complaint route
published on careers portal.
Governance log maintained

(Table A13).

Annually + post-incident.

Technical and Organisational Measures

Following the PLAN-phase findings, the organisation implemented five measures

before go-live. Table A15 documents each Technical and Organisational Measures (TOM)

alongside its implementation date, effectiveness KPI and residual risk score, enabling

auditors to assess both the completeness and the ongoing efficacy of the applied controls
(ISO 31000:2018).

The training dataset was restructured. The ML engineer applied re-weighting tech-

niques to reduce the influence of university prestige as a training signal and removed

career gap duration as a standalone feature, replacing it with a composite employability

indicator reviewed and approved by the fairness adviser. The model was retrained and the

sandboxed fairness test was re-run. The results indicated improvements in fairness metrics

and a reduction in disparities across groups, which the DPO and the steering committee

considered acceptable subject to continued monitoring after deployment.

Table A15. Risk Treatment Plan and Applied Controls.

Applied Technical and . .
Targeted Risk Organisational Measure {:{erslp;)inzlble Status _Irrinn}:ilrelmentatlon Effectiveness KPI Residual Risk Score
(TOM) unctio &
Application of Demographic parity ;
re-weighting techniques Pre-deployment— ratio > 0.80 across I&f)w' .R‘?SIdtl.l al p.rol? Y
RO1 to the training dataset to ML Engineer Completed completed prior to all role categories; rri;r;melél ?}.llro(;hrli
reduce the influence of go-live. confirmed in Q1 uartfrl audit% cle
university prestige. fairness audit. q y ycle.
Isolation of demographic Pre-deployment— Zero unauthorised Very Low.
attributes in a dedicated : . access events; Re-identification risk
RO1, R04 data store with role-based Data Architect/HR Completed con;pleted prior to RBACs verified in effectively controlled
access control. go-lve. Q1 security review. by technical isolation.
100% of shortlisting
Deployment of a decisions Low. Residual opacity
SHAP-based . Pre-deployment— accompanied by risk for complex
R02 explainability layer E/IL Englmeer/ Legal Completed completed prior to SHAP-based multi-feature
connected to a ounse go-live. explanation interactions managed
candidate-facing portal. accessible via through DPO review.
candidate portal.
Pre—dg})lo;cflmgn}tl.— AES-256 encryption  Very Low. Encryption
Remediation of outdated . . g%ncllil 1‘1531 d‘ga/ m verified by standard meets
Security encryption at rest }Fr;g(;gmatlon Security Completed follovx}/,in Information Security ~ ISO/IEC 27001
algorithms for CV data. d lg ¢ Team; confirmed in requirements; no
E:Egit‘;&gﬁgen Q1 security audit. residual risk identified.
Standardisation of CV
submission format EZEZ;’;S;?:;;E‘;I“ Low. Residual data
through structured ATS Provider / HR Pre-deploym(?nt— rate; no material quality risk r'nar'laged
RO3 application templates Technology Lead Completed completed prior to parsing errors through periodic
fmd interface redesign to gy go-live. identified during Q1 validation of CV
improve feature - parsing performance.
validation.

extraction quality.
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Demographic attributes were isolated in a dedicated data store with access restricted
to the fairness monitoring team. An automated technical control was implemented to
prevent any pathway by which demographic data could reach the scoring model’s inference
pipeline. The SHAP-based explainability layer was deployed and connected to a candidate-
facing portal enabling shortlisted and rejected candidates to request a summary of the
factors that had influenced their score. The CV processing pipeline was pseudonymised,
with identifiable data held separately and accessible only to defined HR roles under role-
based access control. Finally, automated deletion workflows were configured to remove
unsuccessful candidate data in accordance with the retention schedule set out in the
Privacy Policy.

Cybersecurity Integration

The organisation’s information security team conducted an assessment of the ATS
platform against the ISO/IEC 27001-based ISMS baseline. The assessment identified two
gaps: the provider’s logging configuration did not retain access logs in accordance with the
organisation’s ISMS requirements, and encryption at rest for CV data relied on an outdated
algorithm. The provider was required to remediate both gaps before go-live. Remediation
was confirmed in writing and recorded in the DPIA documentation.

Documentation and Reporting
Comprehensive Documentation | Transparent Reporting

The complete DPIA, including the risk register, fairness assessment findings, miti-
gation measures, stakeholder consultation records, and the ethics adviser’s analysis, was
finalised and signed off by the DPO and the General Counsel. A public-facing sum-
mary was published on the organisation’s careers portal, informing candidates that an
Al-assisted shortlisting process was in use, describing the safeguards in place, and pro-
viding a contact route for data subject rights requests. The DPIA documentation and
related governance records were maintained in accordance with the organisation’s internal
governance procedures.

CHECK Phase
Continuous Monitoring
Monitoring and Review

The recruitment system went live and the fairness monitoring team conducted the first
quarterly audit using live shortlisting data collected during the initial period of operation.
The results were largely consistent with the pre-deployment assessment, with demographic
parity and equal opportunity metrics remaining within the acceptable ranges established
during the PLAN phase.

A subsequent quarterly audit produced a different picture. The demographic parity
assessment indicated renewed disparities affecting candidates from underrepresented
ethnic backgrounds for roles in the organisation’s technology division. The automated
alerting system flagged the issue and notified the DPO, the Head of HR Technology, and
the ML engineer simultaneously. They promptly convened to review the underlying data.
The ML engineer identified that the technology division had opened a large number of
new roles requiring specific cloud computing certifications, a requirement that was not
well represented in the historical training data. The model was effectively encountering a
distribution shift for this role category, and its performance on underrepresented groups
had degraded as a result.

The DPO suspended automated shortlisting for technology roles pending remediation.
HR managers were instructed to conduct manual shortlisting for those roles during the
interim period. The ML engineer developed a targeted recalibration of the model’s feature
weighting for technology roles, using a supplementary dataset sourced from the provider.
Following recalibration and re-testing in the sandboxed environment, fairness metrics were
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verified and shortlisting for technology roles resumed. The DPO recorded the incident in
the governance log maintained under the DPIA framework.

Compliance Verification

Legal Compliance Check | Fairness Validation

Legal counsel conducted the first formal compliance review. The review confirmed con-
tinued alignment with the GDPR [6] obligations documented in the DPIA and with the EU
Al Act’s [7] post-market monitoring requirements for high-risk Al systems. One area requir-
ing attention was identified: updated regulatory guidance on automated decision-making
recommended that organisations provide candidates with a more specific explanation of
their rights under Article 22 than the organisation’s current careers portal text offered.
Legal counsel drafted revised candidate-facing language, which was approved by the DPO
and incorporated into the organisation’s candidate-facing communications.

The fairness validation exercise aggregated the quarterly audit results and assessed
them against the three selected metrics. Overall, the system demonstrated acceptable levels
of demographic parity, with the exception of the previously identified technology role
incident, which had been remediated. Differences in equal opportunity across the dataset
remained within the range accepted during the PLAN phase. The DPO reported these
findings to the steering committee and recommended continuation of the system subject
to the annual DPIA review. The validation also demonstrated that fairness monitoring
functioned as an iterative governance process rather than a one-off compliance exercise,
with periodic reassessment supporting the continued effectiveness of deployed safeguards
(Pandit [31]; Georgiadis & Poels [3]).

Table A16 documents fairness performance against defined quantitative thresholds
and escalation trigger values for each metric, providing the continuous monitoring audit
trail required under AI Act [7] Article 26(5) and 26(6) and GDPR [6] Article 35(11).

Table A16. Fairness Validation and Continuous Monitoring.

Pre-

Q2 Audit

Remediation

Evaluation . L er . . Acceptable Escalation
. Deployment Q1 Audit (Live)  (Distribution Action (ACT .
Metric (Sandbox) Shift) Phase) Threshold Trigger
Disparities Automated
Potential affecting shortlisting . . .
Demographic disparities Within candidates from  suspended; D:rrirtlogrg?%hg Er? tl(r)OTeOC.Z?eHz)r
Parit grap observed but acceptable underrepre- manual 880 }; /5th ule: y th gory
y addressed via ranges. sented ethnic shortlisting EEO(C stancslzﬂ-ld()e, gfzggﬁsss’horilist
re-weighting. backgrounds for  implemented ’ ’
technology roles.  temporarily.
Model feature
weighting
recalibrated
using a Equal
Differences su glementar opportunity Diff. 0.08
Equal initially Within Within d It)p t. Mod }1] difference < 0.05 s&stglirﬁgaeairo‘ss
Oq ortunit observed, acceptable acceptable a ?se - viode between two consecutive
PP y subsequently ranges. ranges. performance protected and dit period
mitigated. revalidated reference audit petiods.
using updated groups
fairness metrics '
before
redeployment.
Maintained Equalised odds
P . . . . Continuous difference < 0.05  Difference > 0.10
: within Consistent with ~ Consistent with I — : :
Equalised Odds acceptable pre-deployment.  pre-deployment. monitor 1n§ across protected  in SI.W smgl;
ranges. maintained. and reference audit period.

groups.
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ACT Phase
Review and Adaptation
Periodic Reviews | Emerging Technologies

The DPO convened the annual DPIA review. The review brought together the original
DPIA team, including the external ethics adviser and the diversity network representatives,
and examined the monitoring data collected during operation, the remediation incident af-
fecting technology roles, updated guidance on automated decision-making, and a proposal
from the HR technology team to enhance the system with a natural language processing
module capable of analysing unstructured cover letter text.

The remediation incident was treated as the most significant governance finding of
the review period. The steering committee concluded that the existing threshold-based
alerting system had functioned as intended, but that the response protocol had been too
slow for a system processing a substantial volume of candidates. A revised protocol was
agreed, requiring immediate escalation to the DPO in the event of a threshold breach, with
automated suspension of processing for the affected role category pending a decision. The
Risk Management Policy was updated accordingly.

The proposed Natural Language Processing (NLP) module prompted a targeted re-
assessment of the Pre-Assessment Phase and Risk Identification domain of the framework.
The DPO and the ML engineer identified that unstructured cover letter text introduced new
risks not captured in the original risk register. In particular, there was a risk that the model
might infer protected characteristics from language patterns, which the existing demo-
graphic feature isolation controls did not address. The steering committee decided not to
approve the NLP module until a supplementary DPIA covering that specific enhancement
had been completed. The DPO scheduled a supplementary assessment accordingly.

The annual review confirmed that the three selected fairness metrics were still appro-
priate for the system’s current deployment context. However, diversity network representa-
tives raised a new concern: the metrics currently used do not capture intersectional fairness.
For example, they do not consider the experience of candidates who are both female and
from an underrepresented ethnic background. A fairness adviser was commissioned to
design an intersectional analysis to be incorporated into future audit protocols.

At the close of the review, the DPO formally documented the initiation of a new
PDCA cycle. The results of the first cycle were used to inform the next cycle’s PLAN
phase. This included the remediation incident, updated regulatory guidance on automated
decision-making, the deferred NLP module, and the intersectional fairness enhancement.

Table A17 records not only corrective actions but also the lessons learned, policy and
control updates, and governance decisions that demonstrate the organisational learning
the ACT phase is designed to produce.

Table A17. Incident Response and Continuous Improvement Log.

Corrective and

Identified . . Policy/Control Governance
Phase/Date Incident/Finding }’Croxrlfz)hve Action Lessons Learned Update Decision
Distribution shift in
low-volume niche roles is : .
é}l%tlgigifﬁcgl not detected by existing Monitoring protocol :tee;‘(l)tégommlttee
Distribution shift suspended; manual demographic parity updated to include tfrgporary manual
causing disparities shortlistin thresholds; role-category  role-category shortlisting for
Q2 Audit for candidates from im lementge d: volume must be a volume thresholds; technol g s
(Live) underrepresented Iz:l i l'b, ed separate monitoring supplementary ec n(l) ogyl}‘o es;
ethnic backgrounds ?s(i)ne areca tbrate dimension. Continuous training dataset nf}ocleCl refcfab 1b]r§It)18n
in technology roles. gl ¢ monitoring should also sourced for 51gfne ot by
supplementary account for changes in technology roles. before
dataset. reinstatement.

data distributions over

time (Pandit [31]).
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Table A17. Cont.

Corrective and

Identified p : Policy/Control Governance
Phase/Date Incident/Finding {’égﬁ;\)ﬂve Action Lessons Learned Update Decision
Novel inferential risks
from unstructured text Steeri -
require a separate DPIA eering committee
Proposal for a NLP module b ecflore any epxpansion of DPIA pre-approval  deferred NLP
Natural Language deferred pendinga g " " b eyond policy formalised as  module pending
Annual Processing (NLP) supplementary structured CV data a mandatory gate supplementary
Review module to analyse DPIA specifically foifi ot for all future feature =~ DPIA; DPO
y o inf ial Significant modifications 1l h d’ led
imstructured cover Cdoverlpg in irentla to high-risk Al systems a(;ldlflOl’lS to the ML ng :ssl;lr; 9 within
etter text. etection risks. should prompt a renewed pipeline. 80 days
DPIA before deployment '
(Georgiadis & Poels [3]).
Single-axis fairness Steering;ommittee
metrics are insufficient for ~ Fairness audit approvec
detecting compound protocol updated to  commissioning of
Fairness adviser disadvantage; . iggé;ls(,ieitional sﬁtgggléaggseisg;
Need for 1 commissioned to intersectional analysis analysis from Q3 the intersectional
Annual intersectional design an must be built into the audit cycle onwards; ~ analysis
Review fairness metrics not intersectional audit protocol from the fairness audit methodology;
captured by existing analysis for future outset. Intersectional methodolo approved 8y
tools. : discrimination may gy app .
audit protocols. remain undetected where updated to implementation of
fairness monitoring relies incorporate the revised fairness
ol inole-axi intersectional monitoring
solely on single-axis fairness assessment.  methodology for

metrics (Calvi [53]).

future audit cycles.

Concluding Remarks

The organisation’s first question when it set up its DPIA team to prepare for de-
ployment was whether the Al system would generate accurate shortlists efficiently. With
time however, it faced governance challenges that were quite different from those it had
originally expected.

The audit of the training data exposed historical trends of underrepresentation cor-
related with institutional prestige, an issue not previously included on the original risk
list. The data flow mapping exercise highlighted an un-noticed cross-border transfer is-
sue, which necessitated changes to the provider’s infrastructure before deployment could
proceed. Diversity network representatives were consulted and raised concerns regarding
automation bias and disadvantage by educational route that were not originally included
in the risk register.

After deployment the organisation realised that fairness testing before deployment was
not enough. Ongoing monitoring identified new disparities affecting tech roles, prompt-
ing a temporary pause in automated shortlisting, a model recalibration, and an update
to escalation procedures. The incident highlighted how changes in distribution and re-
cruitment could give rise to risks which could not have been foreseen at the time of the
initial assessment.

Further complicating matters, an idea for a natural language processing module to
analyse cover letters was suggested, which raised issues about inferential detection of
protected characteristics. The enhancement was placed on hold pending a supplemen-
tary DPIA. At the same time, diversity network representatives noted that the current
fairness metrics did not adequately capture intersectional disadvantage, which led to the
development of an intersectional analysis approach.
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