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Abstract

In an era where digital transformation shapes the backbone of global aviation infrastructure,
the cybersecurity of air transport systems is of paramount importance. This article assesses
the complex cybersecurity landscape within the civil aviation ecosystem, with a specific
focus on the airport domain. The study first maps the vulnerabilities undermining airport
operations by synthesizing secondary sources and industry reports (2015-2025) into a
provisional conceptual framework (PCF). Then, this framework was operationalized and
validated through primary research involving in-depth interviews with ten senior industry
practitioners. These practitioner insights inform a comprehensive solutions agenda and an
operational governance framework based on Governance, Risk, and Compliance (GRC)
principles. By adopting a multifaceted Technology—-People-Organization approach, the
presented cybersecurity governance framework can ensure safe and sustainable airport
operations through a continuous identify-implement-monitor improvement cycle. The
findings provide both theoretical depth and practical relevance for airport operators and
researchers aiming to fortify the aviation ecosystem against evolving digital threats.

Keywords: aviation; cybersecurity; governance risk compliance; GRC; airline operators;
airport domain; vulnerabilities; GRC framework; human factors; cybersecurity governance

1. Introduction

Cybersecurity in aviation is critically important because it safeguards the integrity,
availability, and confidentiality of the highly interconnected and digitalized systems that
underpin the aviation industry. This includes everything from air traffic control systems,
aircraft navigation and communication, passenger information, airport management sys-
tems, and ticketing services that together can be conceptualized as the aviation ecosystem.
Given the potential for catastrophic outcomes, protecting these systems from cyber threats
is vital for ensuring passenger safety, securing sensitive data, and maintaining trust in
global air travel networks. As the aviation sector continues to embrace digital transforma-
tion, the need for cybersecurity measures grows exponentially to counteract the increasing
sophistication of cyber threats and to prevent disruptions that could lead to significant
financial losses and harm to public safety and national security [1].

Many aviation operators struggle with implementing consistent cybersecurity mea-
sures across their global supply chains. Almost a decade ago, Cooper [2] highlighted the
problems emerging due to the growing international connectivity of the technologies and
systems used throughout the industry. This increased connectivity, whilst engendering
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operational efficiencies, also expanded the attack surface for cyber threats. For example,
the agreements for sharing Passenger Name Records (PNR) between countries have led to
cyberattacks on this data, substantial financial losses for airlines, and severe compromises
of passenger data. Such vulnerabilities necessitate stringent cybersecurity measures and
protocols to safeguard sensitive passenger information and operational data [3].

Zmigrodzka [4] highlighted the critical vulnerability of the civil aviation sector to cyber
threats, advocating robust international collaboration and the establishment of harmonized
cybersecurity frameworks to ensure the sector’s resilience against these evolving threats.
Similarly, Ukwandu et al. [5] delineate the aviation industry’s heightened vulnerability to
state-sponsored actors and sophisticated cyberattacks, underscoring the necessity for robust,
multi-layered security strategies capable of countering these advanced threats. The rapid
evolution of cyber threats requires the aviation industry to constantly refine and expand its
cybersecurity strategies. Janson [6] emphasizes the importance of a multi-layered approach
to cyberspace monitoring in the U.S. aviation industry, utilizing advanced technologies and
fostering collaboration among industry stakeholders to address emerging cyber threats
effectively. This approach not only aims to pre-empt cyber threats but also ensures rapid
response and recovery from incidents to minimize operational disruptions. However, as
Hilderman [7] recently noted, although “many airlines and airports are beginning to adjust,
in many cases security is still behind what it should be” (para. 4).

There is thus a pressing need for international consensus and coordinated action to
combat cyber-terrorism and cyber-crime in the aviation ecosystem. Crafting an international
cybersecurity strategy for civil aviation is crucial, encompassing human, technological,
and process domains and requiring appropriate application methods [8]. The proactive
endeavours of organizations like the International Civil Aviation Organization (ICAO)
and the International Air Transport Association (IATA) underscore the global aviation
community’s dedication to fortifying cybersecurity defences via collective action and the
adoption of shared standards.

In Europe, the European Centre for Cybersecurity in Aviation (ECCSA) [9] plays a
critical role in safeguarding aviation against cyber threats, promoting best practices to build
a resilient and secure aviation ecosystem. The Société Internationale de Télécommunica-
tions Aéronautiques (SITA) [10], founded in 1949, is one of the most reliable institutions
within the industry, offering information security services that protect airport and airline
networks, IT systems, data, and users against cybersecurity threats. As the industry has
become more reliant on technology, ICAO has expanded the scope of its activities to protect
the entire air transport sector. Several resolutions of the ICAO Assembly [11] emphasize the
importance of addressing cybersecurity within civil aviation. The ICAO Aviation Cyberse-
curity Strategy [12] aims to make the global aviation sector more resistant to cyberattacks,
ensuring safety and security while allowing for continued innovation and growth. Further-
more, ICAO’s Cybersecurity Policy Guidance [13] focuses on protecting critical aviation
infrastructure from cyber threats. It stresses the need for cooperation within the aviation
industry and with outside organizations like the military and national security agencies.

The UK Civil Aviation Authority (UKCAA) [14] has developed guidelines and regula-
tory requirements to address cybersecurity risks in the UK aviation sector. They actively
manage and revise these regulations to ensure the protection of critical information systems
from cyber threats, thereby playing a crucial role in leading cybersecurity efforts within
the aviation industry. The UKCAA’s Cyber Security Oversight Process for Aviation [15],
known as CAP1753, serves as the foundational framework for all cybersecurity oversight
activities. This process outlines comprehensive guidelines and best practices for enhancing
cybersecurity resilience within the aviation sector. These guidelines are structured around
four key objectives: ensuring effective governance and accountability, securing critical
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information and communication technology systems, maintaining operational resilience,
and fostering a proactive cybersecurity culture. By adhering to these objectives, the UKCAA
aims to mitigate cyber threats and enhance the overall security posture of the aviation
industry, safeguarding it against evolving cyber risks.

Within the aviation ecosystem, there are three main domains of activity that are con-
ceptually and physically different, although there is some overlap: airports (and airline
operators), aircraft, and air traffic control. In this research, the main focus is the airport
domain, although some of the findings also touch upon the other two domains. What is
currently missing is a comprehensive and practical airport domain cybersecurity frame-
work, with an appropriate structure for risk governance and compliance, that recognizes
the multiple dimensions of cybersecurity vulnerabilities and puts forward appropriate
management solutions and measures. This article attempts to fill this gap in the aca-
demic and practitioner literature and more specifically addresses the following research
objectives (ROs):

RO1: To develop a provisional conceptual framework (PCF) for subsequent analysis
of cybersecurity vulnerabilities in the airport domain.

RO2: To classify the key cybersecurity vulnerabilities in the airport domain based on
the PCE.

RO3: To establish and validate a framework for the governance of cybersecurity in the
airport domain with a solutions agenda and action list.

This article comprises four sections. Following this introduction, the research method
for the study is outlined, including profiles of the interviewees who provided the pri-
mary data for the study. Then, in Section 3, the three research objectives are directly
addressed, drawing upon an analysis of pertinent literature and practitioner interviews.
Finally, Section 4 provides a conclusion to the study and looks to future research initia-
tives that can contribute to continued vigilance and development of cybersecurity in the
aviation ecosystem.

2. Research Method

The research process comprised three main phases (Figure 1). These are discussed in
turn below.

Phase 1 involved a narrative (or integrative) literature review to assess and integrate
existing research and industry knowledge on aviation cybersecurity governance. The
objective of the review was to identify recurring challenges and conceptual dimensions that
could inform the development of an operational framework for cybersecurity governance
in the airport domain. Literature searches were conducted across major academic databases,
including Scopus, Web of Science, ScienceDirect, and IEEE Xplore, as well as sector-specific
and policy repositories such as ICAO, ENISA, and publications from Civil Aviation Au-

/a7

thorities. The searches incorporated key terms including “aviation cybersecurity”, “airport
cybersecurity”, “air transport information security”, “vulnerabilities”, “governance”, and
“risk management”. Publications and reports from the years 2015 to 2025 were included to
ensure coverage of both historical and contemporary aspects of the topic. The narrative
review adhered to the methodological guidance proposed by Snyder [16], allowing for
flexibility in integrating findings from both academic and practitioner sources to develop
a conceptual understanding of the field. Snyder [16] notes the aim of such reviews is “to
assess, critique, and synthesize the literature on a research topic in a way that enables new
theoretical frameworks and perspectives to emerge” (p. 335). This provided the basis for
the development of a provisional conceptual framework (PCF) that was then used in the

subsequent research phases. The narrative review was seen as “a means of gaining an
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initial impression” [17] (p. 97), which was used “to draw the big picture” [18] (p. 1) and

provide a foundational understanding of the key concepts.
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Figure 1. The three-phase research process.

In Phase 2, a questionnaire was developed based on the PCF and the issues that sur-
faced in the literature review. This was emailed to ten senior management practitioners in
the airport industry and was followed up by semi-structured interviews. The questionnaire
was divided into two parts: in the first, respondents were asked to consider the key vulner-
abilities and related issues that challenge cybersecurity in the airport domain; and in the
second, they were asked to consider key solutions and actions, and strategic imperatives,
that need to be adopted and pursued to enhance cybersecurity.

A purposive sampling strategy was used to select participants, ensuring a diverse
range of experiences across different organizations in the aviation sector. The ten inter-
viewees were actively involved in airport cybersecurity (Table 1) and were selected on a
pragmatic basis to provide a range of experience and perspectives. Given that aviation
cybersecurity governance requires the integration of technical, governance, and business
perspectives, the interview pool was composed of high-caliber participants—including
C-level executives (e.g., CISOs, VPs) and senior directors—as well as individuals with
both technical and strategic experience (such as P4 and P7). The group comprises an equal
number of representatives from both airlines and airport operators, deliberately balancing
strategic (C-level) and operational (middle/lower management) viewpoints. This qualified
and senior sample ensured that, even with only 10 participants, a robust and actionable
operational framework for aviation cybersecurity governance could be developed. Variety
was provided in that the organizations were from different sectors, geographical areas, or
enterprise types within the airport domain.
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Table 1. Demographic and professional profile of interview participants.

Interviewee  Experience (yrs) Age  Gender Role/Position Organization
Air Traffic Control/Electronics  General Directorate of

Pl 3 26 Female Engineer State Airports Authority

P 3 37 Male IT Ir.1frastructure & Operations Airline Company
Senior Manager
Information Security and o

P3 17 45 Male Compliance Lead Analyst Airline Company

P4 18 43 Male Cyber Security Manager Airline Company
Chief Information Security .

P5 20 38 Male Officer Airport Company

P6 28 50 Female IT and Automation Director Airport Company

p7 25 49 Male VP of Information Technology  Airline Company

P8 5 35 Female Senlp r Information Security Airline Company
Engineer
Information Security and .

P9 26 9 Male Business Continuity Manager Airport Company

P10 2 50 Male Chief Information Security Airport Company

Officer

More specifically, the participant pool includes senior professionals from two major
Turkish airline companies, three international /regional airport operators (including mul-
tiple airports across Tiirkiye, Europe, and the Middle East), a Turkish flag carrier, and a
Gulf-based international airline operator. Geographically, organizations are represented in
Istanbul, Ankara, and Antalya and have international operations in Saudi Arabia, Ireland,
and beyond, ensuring coverage of diverse regulatory, operational, and infrastructural
environments within the aviation ecosystem. At the validation step, in addition to a subset
of the current interviewees, a cybersecurity manager from the United Kingdom Airports
reviewed, validated, and provided feedback regarding the presented framework.

Anonymity of organization and respondent names was assured. The interviews were
conducted in December 2024. Interviewees were presented with the outline PCF and asked
their views on problem issues, possible solutions, and the required actions. Questions were
asked in English, with each interview lasting 40 to 60 min. Interviews were conducted
virtually via Microsoft Teams; informed consent was obtained prior to recording, and all
sessions were transcribed verbatim for analysis. The initial focus in the analysis was on
identifying the key vulnerabilities highlighted in the literature and reinforced through
the interviews.

In Phase 3, this framework was further refined to evaluate the governance measures
and compliance issues necessary to address these vulnerabilities. The analysis of the
interview data informed the organization of governance and compliance actions, which
are directly based on the insights of practitioners. In both phases, thematic analysis was
used to analyze the interview data, following Braun and Clarke’s [19] six-step framework
to ensure methodological transparency and a robust audit trail. First, the authors read
the interview transcripts from all ten senior practitioners (P1-P10) several times to ensure
deep familiarity with the dataset. Subsequently, relevant segments were coded using
descriptive and semantic labels (e.g., [Windows XP in use], [Vendor as weakest link]).
Third, these initial codes were grouped into broader sub-theme categories, reflecting the
technology, people-related, and organizational dimensions evidenced in the PCFE, with
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specific inductive sub-themes such as “weak management structure” and “uncontrolled
social media usage” that emerged directly from the data. In the fourth step, the themes
were iteratively reviewed and refined to ensure internal coherence and a clear distinction
between themes, while also integrating supporting evidence from the literature review.
Fifth, themes and sub-themes were defined, named, and linked to illustrative quotations
that reflect sector-specific dilemmas, such as the “Availability vs. Security” trade-off. Finally,
in the sixth step, the themes and sub-themes were integrated into the PCF to present an
operational framework, connecting practitioner insights with the governance-oriented
solution agenda. The thematic hierarchy, participant mapping, and representative quotes
are detailed in Section 3.2 below.

Once the framework was developed, a validation exercise was undertaken involving
5 of the original interviewees (P1, P2, P5, P8, P10), randomly selected, and two further
senior practitioners (P11: A senior cybersecurity manager from United Kingdom Airports;
P12: Information Security Governance, Compliance & Internal Control Expert, Turkish
Airlines Technology). These participants were sent a questionnaire containing the main
research findings, plus 7 statements, requesting their assessment (from Strongly Agree
to Strongly Disagree on a 5-point Likert scale). Participants were also asked to make
additional comments as appropriate.

3. Results

This section addresses the three ROs. First, the PCF is set out, which is derived from
an analysis of relevant literature. This is then used in conjunction with the analysis of the
practitioner interviews to address ROs 2 and 3.

3.1. RO1: To Develop a Provisional Conceptual Framework (PCF) for Subsequent Analysis of
Cybersecurity Vulnerabilities in the Airport Domain

In the wider context of IT systems, Heeks [20] set out four main dimensions of change
that have been adopted by many IT studies—technology, people, process and structure.
This is closely aligned with the human—-organization—technology (HOT) framework put
forward by Clegg et al. [21] in their study of IT performance, which was subsequently
applied by Yusof et al. [22] in their analysis of systems-related errors in healthcare. As
regards cybersecurity, a recent study [23] of measures adopted in private sector companies
identified five change dimensions—financial, technological, human, external and orga-
nizational. More specifically, in the context of the airport domain, various authors and
authorities have proposed concepts and frameworks for assessing cybersecurity vulner-
abilities. PA Consulting Group, as reported by Hill [24], identified seven key trends that
impact the aviation ecosystem as a whole: increased technology usage, hyper-connectivity,
data-sharing obligations, customer centricity, IT/IoT towers, remote towers, and airports
as mega-hubs. The Qatar Civil Aviation Authority (QCAA) [25] suggested intelligence
gathering and sharing, people and process controls, technical controls, cyber insurance and
supply chain management as key areas for cybersecurity development and management.

From these and other sources, technological aspects, people-related factors, and organi-
zational issues emerge as common themes that can support a classification of vulnerabilities
in the airport domain. There are multiple technology-related aspects of relevance, but the
people factors (particularly human error) often constitute the weakest link in the entire
cybersecurity chain for any information systems ecosystem [26]. Organization vulnerabili-
ties within the airport domain include weaknesses within the management structures and
related operational procedures that can be exploited, leading to potential security incidents.
Organizational process inefficiencies and poorly documented or ambiguous procedures
can also negatively impact cybersecurity.
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At the same time, the principles embodied in the Governance, Risk and Compliance
(GRC) approach to organizational risk and security management resonated with some
of the change dimensions noted above [27]. The term “GRC” was first put forward by
the Open Compliance and Ethics Group (OCEG) in 2007 as an organizational strategy to
manage governance and risk whilst at the same time ensuring compliance with indus-
try and government regulations. Of these three concepts, governance ensures a holistic,
multi-faceted approach by establishing policies and procedures that balance technical
advancements, human factors, and regulatory coherence. It also involves collaboration
among stakeholders, including regulatory bodies and technology providers, to fortify the
sector against cyber threats. Risk management supports the shift from reactive to proactive
cybersecurity by identifying, assessing, and mitigating risks through robust technolog-
ical defence mechanisms and a culture of cybersecurity awareness and education at all
workforce levels. Finally, compliance emphasizes the need for international cooperation
and standardized cybersecurity protocols, ensuring that security measures meet global
regulatory requirements and contribute to a unified defence against cyber threats. This
approach was deemed of relevance to the overall research aim and seen as a viable frame-
work for classifying the research findings. The GRC approach is therefore combined here
with technological, people-related and organizational dimensions for an analysis of the
literature and interview findings. This is depicted in Figure 2 as the PCF for addressing
RO2 and RO3.

Implement Governance
Measures and Policies

Technology/People-
related/Organizational

Identify Vulnerabilities

Technology/People-related/Organizational

COMPLIANCE

A

Monitor and Apply Regulatory and Legislative Requirements

Technology/People-related/Organizational

Figure 2. The provisional conceptual framework (outline model).

First risk factors as evidenced in the vulnerabilities and potential negative impacts
in the airport domain were identified from the interview transcripts and cross-referenced
with evidence from the literature (RO2). Governance, as a formal management system
to address these identified risks, was then assessed in the light of interview findings
and supporting literature. Compliance issues were analysed and reported to provide
a structured pathway to adhere to legal, regulatory, and ethical obligations. By first
classifying the vulnerabilities and then applying a comprehensive governance framework,
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the GRC approach offers a holistic and actionable strategy for the responsible management

of cybersecurity vulnerabilities in the airport domain (RO3).

3.2. RO2: To Classify the Key Cybersecurity Vulnerabilities in the Airport Domain Based on

the PCF

The vulnerabilities and related risks in the airport domain are classified below in terms

of technology issues, people-related and organizational factors as set out in the PCF above.

This analysis draws upon both the extant literature and interview evidence (Table 2). The

enhancement of the PCF, indicating the main vulnerabilities, is shown in Figure 3.

Table 2. Cybersecurity vulnerabilities in the airport domain: evidence from practitioner interviews.

Initial Codes Representative
Dimension Sub-Theme (Analytical Synthesis Interviewees Interview
Segments) Quotations
“Some airports still
run systems on
Decades-old IT Windows XP
g;?;zi. and OT platforms machines.”—P6
Protocols ,buil t (e.g., baggage “There are
Legacy IT/OT 50 vears ago: Lack SCADA, avionics) P2, P3, P5, P6, P8, protocols running
weaknesses of ya tch s§ ! ork: cannot support in operators, built
Wi}rjl dows Xli’p ’ modern security like 40-50 years
machines controls and ago. Still,

’ remain unpatched. text-based
protocols are
running...”—P2
“Millions of users

API securit Public APIs connect through
criticality; Y serving millions of web applications
API & Bot-driven attacks; uts'ierfeblfgﬁiﬂiven 32(3 A:,Pfs P7
web-application Web application p o .y' .
exDOSLITe vulnerability; attack vectors Microservices and
p Millions of d;ﬂ without mature the environments
users Y authentication & where APIs are
’ monitoring. hosted. .. must be
Technology protected.”—P7
“Regulations keep
data within the
National country, impacting
Cloud services Data localization data-localisation the use of cloud
shortcomines laws; Domestic laws block services.”—P7
L9 osting mandates; adoption of secure oud computing—
(data—locahsgatlon hosting d dopti f Cloud puting
constraints) Sovereignty cloud platforms, airports are not
constraints. forcing on-prem allowed as “critical
legacy stacks. infrastructure’—
must be hosted in
Turkey.”—P6
“With new
. technologies like
Aviation 4.0 risks; Foan;irf;)(l)lr(;u&tz (KI Al there’s a
Emerging Sensor workflows potential for more
technology proliferation; increases zero-da vulnerabilities.”
(AI/IoT) Zero-day threats in and suppl —chainy P5,P7, P9, P10 —P7
attack-surface automation; ox osuzeps};ha ¢ “Baggage handling
growth Uncontrolled Al P system has many
legacy controls .
usage. sensors—increases

cannot track.

the threat surface
area.”—IP9
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Table 2. Cont.
Initial Codes Representative
Dimension Sub-Theme (Analytical Synthesis Interviewees Interview
Segments) Quotations
“...proactive
threat modeling,
using ‘Red Team’
and Purple Team’
. exercises to find
The S.hlft from vulnerabilities
reactive to
. . before they are
proactive security Y
exploited”—P8
through a "
. . Conduct regular
Penetration tests continuous cycle of . .
. penetration testing,
on all technical : .
. 1 including red
. infrastructure; validation (e.g., .
Need for proactive e . . teaming
. . Vulnerability penetration testing, .
security operations . - P8, P9, P10 exercises. . . to
. scanning; Red red teaming) to . .
& testing . . . . proactively find
teaming exercises;  identify and and fix
Continuous remediate e
. ) vulnerabilities.
monitoring. infrastructure —P10
vulnerabilities " .
Penetration tests
before they can be
exploited by undertaken on all
a dli)/ orsaries infrastructure. ..

’ The agenda is built
on a cycle of
continuous

Technology security
operations.”—P9
. - “Aviation cyber-
Besides existing threat-intelligence
cyber threat network
intelligent information
solutions, the .
imperative for a asymumetry in a
Aviation cyber- peral hyper-connected
. - centralized, . .
threat-intelligence aviation-specific industry is
network; Sharing . . P fatal.”—P1
. . intelligence- W . .
- threat intelligence - Threat intelligence
Insufficient Threat ~ sharing framework
Intelligence & across ecosystem; . © ' 0 should be shared
. Inadequate L. P1,P3, P5, P8 across the aviation
Information . . existing
- information - . ecosystem as a
Sharing . . information
sharing regarding process
.. . asymmetry . ”
incidents; Weak improvement.
L between
communication —P3
. . . stakeholders and "
hindering sharing. Lack of

enhance the
collective
defensive posture
of the entire
airport ecosystem.

information shared
about incidents
involving airlines
or third parties is a
major gap.”—P8

https://doi.org/10.3390/info17020177


https://doi.org/10.3390/info17020177

Information 2026, 17, 177

10 of 28

Table 2. Cont.

Dimension Sub-Theme

Initial Codes
(Analytical
Segments)

Synthesis

Interviewees

Representative
Interview
Quotations

Poor cyber
awareness levels
(and phishing)

Tick-box training;
Forgetting
procedures;
Phishing
susceptibility.

Mandatory
training is seen as a
tick-box; staff, crew
& management
remain vulnerable
to phishing &
social engineering.

P2, P5, P6, P8, P10

“I believe the
current
cybersecurity
awareness
programs are not
working well.
They are just
procedures that
people forget in
two hours.”—P2
“Airport staff are
vulnerable to spam
emails, which can
lead to computer
compromises.”
—P8

People-related
Skills shortage &
retention

Salary competition;
Loss of historical
memory;
Cyber-talent drain;
Expertise gap.

Shortage of
aviation-savvy
cyber talent and
high turnover
undermine
in-house security
capability.

P4, P6, P2, P8, P9,
P10

“It is difficult to
find qualified
cyber-security
staff. .. a global
problem.”—P6
“I believe the
current
cybersecurity
awareness
programs are not
working well.
They are just
procedures that
people forget in
two hours.”—P2
“Airport staff are
vulnerable to spam
emails, which can
lead to computer
compromises.”
—P8

Unregulated social
media usage

Sharing badge
cards online;
Unauthorized
duplication risk;
Personal device
leaks.

Sharing badge
cards online,
personal device
comprimise risks,
phising using
social media

P5, P8

“Employees
unknowingly
expose security
risks by sharing
images of their
badge cards on
social media.”—P5
“Crew’s limited
training on
detecting phishing
attempts; social
media can be a
cybersecurity
risk.”—P8
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Table 2. Cont.
Initial Codes Representative
Sub-Theme (Analytical Synthesis Interviewees Interview
Segments) Quotations
“Airports are
ecosystems. ..
suppliers are
difficult to
control.”—P6
“A breach in any
Hundreds of vendor can back
external entities door the airport’s
Retail shops with uneven critical
autonomy; security postures infrastructure.”
Catering risks; create back-door —P3
Ecosystem risk to airport core. “Outsourced and
Uneven maturity variance; ~ Contractor staff third-party
vendor/third- Audit difficulty. lack security P3, P4, P5, P6, P7, companies
party security Ground handling  maturity, P8, P10 constitute risk.
postures turnover; becoming the Need to be
Contractor “weakest link”. managed.”—P4
awareness gaps; Breaches in vendor “It recently changed
Vendor as weakest  systems propagate actually. .. and it
link. into airport became the weakest
operations, link. Is the vendor
amplifying impact. right now?”—P3
“Suppliers are
assessed. .. but
difficult to
control—e.g.,
cashier in
Macdonalds.”—P6
“In aviation,
availability is very
Organization important. If a
system goes down
for two hours,
thousands of
passengers can be
stuck.”—P2
“Inability to apply
security patches
during flight
Availability over Continuous service operations.”—P8
Continuous service  patching; requirements delay “Information
requirements Downtime patching and slow P2 P5. P8, P10 security,
(24 x 7 operations  pressure; Deferred  incident response, e cybersecurity-
vs. security) maintenance prioritising uptime related risks should
window. over security. be considered the

same as safety risks,
as it can eventually
affect people’s
lives.”—P3
“Cybersecurity can
be better if risks are
evaluated very well.
Managing risks
effectively leads to
solving problems
effectively.”—P8
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Table 2. Cont.

Dimension

Sub-Theme

Initial Codes
(Analytical
Segments)

Synthesis

Interviewees

Representative
Interview
Quotations

Organization

Change
management &
procedural
weaknesses

Bypassing
procedures for
speed; Inadequate
CNS protocols;
Non-standardized
setups.

Weak change-
management and
missing

certifications allow  P1, P2, P7, P8

insecure updates
and
configurations.

“Importance of
following
procedures for
technology
updates.”—P7
“In operations,
time is very
critical. .. they
should not bypass
procedures.
Instead, they must
follow the
procedures.”—P1
“Everyone acts
differently across
countries. ..
lacking standards
leads to
workarounds.”
—P2

Lack of corporate
data ownership/
data governance
deficit

Data classification
deficit; Integration
mapping gaps;
Missing owner
roles.

Missing data
ownership,
classification &
integration
mapping elevates
systemic risk.

P3, P7

“Labeling data and
understanding
integrations is
more vital than the
cyber-security of
the systems.”—P7
“Missing data
ownership,
classification &
integration
mapping elevates
systemic
risk.”—P3

Reactive security
posture

Bolting on security
late; Old cultural
behaviors;
Post-incident
investment.

Security bolted on
after deployment;
limited executive
oversight leads to
reactive culture.

P3, P5, P6

“Some old cultural
behaviours and
reactive
approaches still
exist.”—P3

“Many
organizations only
invest in
cybersecurity
improvements
after regulatory
audits or security
incidents.”—P5
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Table 2. Cont.
Initial Codes Representative
Dimension Sub-Theme (Analytical Synthesis Interviewees Interview
Segments) Quotations
“Many overlaps
within these
regulations.”—P8
) “The maturity level
Regu?atory lag, of standards varies
Duplicate audits; from country to
S;?;;Z .maturlty Multiple national country.”—P10
. L frameworks “Independent
Overlapping & Compliance . . .
. : . impose duplicate audits are not
inconsistent fatigue. Global . Pe6, P8, P10
. 2. audits and conducted on
regulations certification needs; flicti .
Independent conflicting suppliers. ..
lobal audit: controls. International
gector—wi de, standards must be
.. complied with;
standardization. establish
independent audit
organizations.”
—P1
“Multiple
entities. . . working
together without
unified cybersecurity
Organization protocols.
Disjointed incident
response plans can
lead to delays.”
i —P1
Non-unified ug tra(?cegic
security processes Imperative: Create
Non-unified between airlines, centralize d.
protocols; airport vendors, overnance for
Weak management Disjointed authorities; & .
.. P3, P6, P8, P10 cybersecurity to
structure response plans ; Dls]omted streamline efforts
Reporting line response plans; s
ambiguity. Indirect reporting across stakeholders.

lines (Cyber
operations to CIO)

—P10
“Governance must
understand the
business side
requirements.”
—P8

“Cyber Security
does not report
directly to CIO but
dotted line to
IT/C1O.”—P3
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Table 2. Cont.
Initial Codes Representative
Dimension Sub-Theme (Analytical Synthesis Interviewees Interview
Segments) Quotations
“Al is used, but
closely controlled.
Using Al in
Establishing a uncontrolled,
strategic open-source
framework to environments may
manage the introduce new
dual-nature of vulnerabilities.”
Artificial —P4
z::rsi:)inéin ts: Intelligence in “With new
Controlled AI’ aviation; focusing technologies like
Lack of Al gover- usage; Al-driven on controlled s Al the.r csa
Organization nance & defen- throat detection: deployment within ~ P1, P3, P4, P5, P7, potential for more
! trusted P8, P10 vulnerabilities to

sive integration

Al-enhanced attack
resilience;
Regulatory lag
regarding AL

environments to
mitigate new
vulnerabilities
while leveraging
Al-driven analytics
for advanced
threat detection
and defensive
automation.

be found. ..
alongside the
possibility of AL
helping to patch
them.”—P7
“Continuous and
intelligent
sophisticated
attacks with Al
and automations. ..
airport operating
processes.”—P10

Identify Vulnerabilities

Technology/People-related/Organizational

growth

testing

sharing

Legacy IT/OT weaknesses

Cloud services shortcomings
Emerging technology (Al/loT) attack surface

API & web-application exposure

Need for proactive security operations &

Insufficient threat intelligence & information

weaknesses

Reactive security posture

Lack of corporate data ownership

Weak management structures
Overlapping/inconsistent regulations
Uneven vendor/third-party security postures
Continuous service requirements

Change management & procedural

Lack of Al governance & defensive integration

Unregulated social media use

Poor cyber awareness levels

Skills shortage & retention problems

Implement
._9‘ Governance
Jie Measures &
o i % Policies
AL 1 e
N4 H .
A
S W%
L2 . * '_%’
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Figure 3. Key cybersecurity vulnerabilities in the airport domain.
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3.2.1. Technology Dimension

Technology vulnerabilities in the airport domain are extensively discussed in the
literature, which emphasizes that both the basic IT information systems and infrastructure,
and the range of applications and add-on systems that rely in part on this basic infras-
tructure, are potentially vulnerable to cyberattacks. Network connectivity in airports may
be prone to cyberattacks, and network designs that incorporate predefined cybersecurity
requirements are of critical importance [25]. Murphy et al. [28] also highlights the risk
of misconfiguration of the intrusion and malware detection systems and firewalls, and
insufficiencies in Wi-Fi security measures.

Spaniel and Eftekhari [29] researched several airport cybersecurity attack scenarios
and the vulnerabilities of the systems used in airports that are likely to be targeted by those
criminals. Avionics software, baggage handling systems and smart devices used in airports,
and systems connected to ground operations such as de-icing systems, aircraft tugs, and
heating, ventilation and air conditioning (HVAC) systems, etc., were all examined in terms
of the vulnerabilities that these systems may possess. In addition, airline operational
systems for reservations, departure control, flight planning, and cargo operations can
also be included. Goudge [30] reported that all these applications counted among the
vulnerability points for airline operations, being targets for DDoS and spoofing attacks,
thereby creating security and data privacy concerns.

Amongst the interviewees, a dominant perspective was the vulnerability of legacy IT
and OT (operational technology) platforms. Six of the ten practitioners (P2, P3, P5, P6, P8,
P10) described critical assets running on operating systems as old as Windows XP or on
vendor-locked avionics that have never been patched. Because certification cycles are slow
and upgrade paths uncertain, these platforms cannot accommodate modern controls such
as full-disk encryption or zero-trust segmentation.

As the digital systems used in airports increase in complexity, and the number of
smart devices used by passengers and employees grows, so aviation cyber-security is
challenged in new ways and through new pathways [31]. The prevalence of cloud-based
services constitutes a further risk, as does fog computing, which brings processing power
and data storage closer to the physical infrastructure (such as IoT devices) [32]. Cloud-
based services and fog computing rely on the internet, and thus data transferred between
airport information systems and the cloud providers’ servers may be exposed to third
party intrusion. In addition, there are constraints on data localization in which laws block
adoption of secure cloud platforms, forcing on-premises legacy stacks.

Whilst the adoption of IoT technologies in smart airports may significantly enhance
operational efficiency and control through real-time monitoring, it also escalates the cyber
threat landscape. By enlarging the attack surface, critical systems are more vulnerable
to sophisticated cyber threats like Advanced Persistent Threats (APTs), emanating from
inherent vulnerabilities in both hardware and software [33]. Indeed, some of the intervie-
wees expressed concern that the rapid growth of IoT and AI workloads means that the
technology surface is expanding faster than governance can follow. The exposure of public
APIs and web services, and the constraints imposed by national data-localisation rules,
were amongst the issues highlighted. P7 summarised the dilemma succinctly: “Millions
of users connect through web APIs every day; we have no way to monitor the volume of
bot traffic”.
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3.2.2. People Dimension

In the context of people-related factors impacting airport cybersecurity, social engineer-
ing activities that target employees and managers, insufficiently designed personal device
(BYOD) policies, unregulated use of social media in the workplace, and malicious insiders
are considered to be the main sources of vulnerabilities related to human operators. Such
weaknesses can result in the proliferation of misinformation, viruses and malware. More
specifically, in the airport domain, the lack of cyber awareness of airport personnel and
operators constitutes a significant challenge for the industry in achieving higher security
standards. At the same time, the shortage of basic technical skills and insufficient com-
prehension of the cybersecurity landscape exacerbate the problem. ENISA [34] reported
that the constant increase in interconnectivity and interdependence of devices and systems
was the main cause of human related cybersecurity vulnerabilities. The need for educating
personnel and passengers was emphasised as a critical step in achieving the necessary level
of cybersecurity.

This was emphasized by the practitioner interviewees. Five interviewees (P2, P5, P6,
P8 and P10) judged security-awareness training programs to be inadequate; compulsory
e-learning is “quickly forgotten” and phishing simulations still catch out both frontline and
managerial staff. Maintaining effective cybersecurity processes and procedures requires
appropriate staff training on best cybersecurity practice. The absence of such training
can lead to increased susceptibility to social engineering attacks, phishing, or inadvertent
introduction of malware [35].

A related issue raised in the interviews was the acute shortage of aviation-savvy
cybersecurity professionals. Six respondents (P4, P6, P7, P8, P9, P10) reported problems
recruiting or retaining talent, noting that engineers with deep OT expertise are lured away
by better-resourced industries. This shortage not only slows remediation but also forces
airports to rely on external integrators whose own personnel may be under-trained, creating
a third human-centric risk: vendor staff as the new “weakest link” (P3). The 2023 Airport
Cybersecurity Insights report [36] concludes that one of the major challenges is retaining
and recruiting IT staff, emphasizing the need to find, train, and retain quality personnel,
transform organizational digital culture, and implement measures to prevent and mitigate
cyber threats. The risks involved in using outsourcing agencies and personnel are evident,
although the experience and aviation knowledge of these external service providers can
be of value from a security viewpoint. On balance, a lack of in-house knowledge and
understanding is likely to increase vulnerability to cyber threats.

3.2.3. Organization Dimension

Organizational issues that impact the airport domain include weaknesses within the
management structures and related operational procedures that can be exploited, leading
to potential security incidents. There are several aspects here. Firstly, inadequate risk
management occurs when there is a failure to properly identify, assess, and mitigate risks
associated with cybersecurity threats to aviation systems. One interviewee depicted the
airport as an “uncontrollable ecosystem” in which hundreds of suppliers, concessionaires
and ground-handling agents operate semi-autonomously. Two-thirds of the interviewees
(P3, P5, P6, P7, P8, P10) argued that uneven vendor security postures open back-door
pathways into mission-critical systems. Third-party supply-chain exposure was raised
as a key issue by five practitioners (P3, P5, P6, P8, P10), who warned that a breach in a
passenger-service system, flight-information display, or catering partner could propagate
laterally and compromise airport command centres within minutes.

A more specific concern raised by interviewees was the lack of corporate data own-
ership and the implications for data integrity. Two respondents (P3, P7) raised this point
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explicitly, both arguing that without clear data ownership, classification and architectural
mapping, even well-engineered controls can be circumvented. A broader concern is the
reactive posture that still dominates policies and metrics development and implementation,
with these measures often being appended after systems are deployed, reflecting what P3
called “old cultural behaviours”.

A further organizational issue raised in the interviews is the knock-on implications of
the industry’s mandate for uninterrupted, twenty-four-hour operations. Because a two-
hour outage can strand thousands of passengers, patch windows are continually deferred
and incident-response decisions become markedly conservative. In three interviews (P5, P8,
P10), the inability to reboot, even after severity-one alerts, was cited as a habitual trade-off.
In addition, procedural discipline is uneven: one expert (P7) linked several recent miscon-
figurations to weak change-management controls rather than to purely technical faults.

Poor communication across the airport organization may impede threat intelligence
sharing and collaborative response efforts. This reflects the lack of a multi-stakeholder
model at the international level for cybersecurity-related issues [37]. In this context,
ECCSA [9] advises that effective communication with both internal and external stakehold-
ers is essential to achieve a sufficient level of information security awareness, highlighting
the importance of comprehensive stakeholder engagement in enhancing the overall cyber-
security posture within the aviation sector. Finally, compliance with national, international,
and sectoral regulations and standards, such as those of the EU, Federal Aviation Adminis-
tration (FAA) [28], and ICAO, is an important aspect in maintaining required cybersecurity
levels at organization level.

In terms of data privacy and security, three of the interviewees (P6, P8 and P10)
pointed to overlapping aviation frameworks that impose duplicate audits and sometimes
contradictory control expectations. The resulting patchwork forces security teams to work
simultaneously under GDPR, ISO/IEC 27001, local data-retention mandates and evolving
sector guidance, stretching limited staff even further.

In summary, an analysis of the relevant literature and interviewee feedback captured
a systemic picture in which legacy technology, human limitations and organizational
complexity intersect with patchy governance, escalating risk and fragmented compliance
regimes. The prevalence counts shown in Table 2 show that no single vulnerability category
stands alone; rather, weaknesses in one dimension amplify vulnerabilities in the others.
This interdependence underscores the need for integrated mitigation strategies—technical
upgrades paired with skills development, vendor-management reform and regulatory
harmonisation—rather than piecemeal fixes aimed at individual symptoms. This is now
developed further in response to RO3.

3.3. RO3: To Establish an Operational Framework for the Governance of Cybersecurity in the
Airport Domain with an Associated Solutions Agenda

This section addresses RO3 and examines how governance and compliance initiatives
can be utilized to mitigate risk by addressing the vulnerabilities identified above with
a solution agenda based on interview evidence (Table 3). The enhancement of the PCFE,
providing a solution agenda, is also shown in Figure 4.
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Table 3. Solution agenda for aviation cybersecurity governance.

Implementation

Governance/Compliance . . Concrete Actions to Mitigate
Dimension Term

Objective Risk Priority

Interviewee Support

Defence-in-Depth

modernisation: upgrade

legacy HW /SW, robust

encryption, continuous

monitoring & resilient

back-ups (P1); Al &

Advanced Monitoring:

Deploy API bot-mitigation, Critical Short to Medium P1, P5, P6, P7, P8, P9,
Zero-Trust controls, and Term P10
Al-based SOC analytics (P5,

P7, P8, P10); Proactive Testing:

Conduct continuous

penetration testing,

vulnerability scanning, and

Red/Purple Teaming

exercises (P8, P9, P10)

Secure the expanding

digital surface Technology

Integrate cyber scenarios into
Safety Management System &
Treat cyber risk as a Technology/ run joint tabletops (P3, P7);
flight-safety hazard Organisational continuous third-party risk
scoring & right-to-audit (P6,
P10).

Scenario-based drills &
run-books (P1);
micro-learning & phishing
simulations (P2, P10); bonded
scholarship /apprenticeship

People-related pipeline (P6, P8). Implement High Immediate P1, P2, P5, P6, P8, P10
phishing simulations and
awareness campaigns and
policy regarding
“uncontrolled social media
usage” (P5, P8)

Specialised OT
change-control procedures
(P1); change windows tied to
Safety Risk Matrix, patch

High Immediate/Ongoing  P3, P6, P7, P10

Institutionalize practical,
role-specific training

Embed procedural Organisational / rollback rehearsals (P5, P10);
discipline & 24 x 7-safe Technology/People- tier-1 SOC with safety-critical ~Medium Medium Term P1, P5, P7, P8, P10
change related playbooks (P7, P8). OT

Mindset Shift: Transition OT
management from TCO focus
to a full security lifecycle
approach (P10)

Aviation Cyber
Threat-Intelligence Network:
Establish a sector-wide
intelligence sharing network
to eliminate information
asymmetry (P1, P3, P5, P8);
board-level Cyber
Governance Council with
safety-linked KPIs (P3, P6);
data-integration inventory &
owner assignment (P7).
Unified Leadership: Establish ~ Strategic
a board-level Cyber
Governance Council and
address weak management
structures by unifying
disjointed protocols across
stakeholders (P10); Al & Data
Governance: Enforce trusted
Al environments, formalize
data ownership, and
implement data classification
(P4, P7)

Elevate cyber governance  Organisation/
& shared intelligence Technology

Medium to Long P1, P3, P4, P5, P6, P7,
Term P8, P10
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Table 3. Cont.

Governance/Compliance Dimension Concrete Actions to Mitigate Priorit Implementation Interviewee Support
Objective Risk y Term PP
Update standards & create
independent global audit
Modernize and bodies (P1); ICAO/EASA
harmonize oversieht Organisation binding cyber-certifications Strategic Long Term P1, P6, P7, P8, P10
& (P7); recognise secure-cloud
equivalence, streamline
audits (P6, P8, P10).
Implement Governance
Technology/People- - P -
. . Scenario-based Measures & Policies
related/Organizational drills
. Formalise data Upgrade legacy
:gnnove:)twe slchemes ownership hardware and
or cyber-talent
.Q reten‘ion Embed procedural software
Identify . E“ discipline Zero-Trust policy for
Vulnerabilities o = 5 :
oo “ °o ;mmerswet Ietarfrfung Tailored change- legacy OT segments
A L«% orcurrent sta control Resilient back-up
o % Phishing Implement tier-1 procedures
* ‘74, simulations security- Exploit Al-driven
Airport " Q‘ Social media usage operations centre analytics
Cybersecurity “ awareness & policy Data integration Apply u_blqmtous
“ mapping/cross- encryption
) . sector data trust Vendor risk
e “ models scoring/contractual
T, ® Inter- right to audit

COMPLIANCE

Institutionalize
practical, role

tspc_ac_ific Modernize & harmonize
raining oversight
Monitor & Apply
Regulatory & Data security: Adhere to ISO/IEC
Legislative 27001
Requirements Monitor ICAO cybersecurity platform

Elevate cyber governance &
shared intelligence

organizational
cyber threat

intelligence in Safety

network Management

Treat cyber risk as System

flight-safety hazard Secure the

Al governance & expanding digital
surface

trusted Al
environments
OT mindset shift:
security lifecycle
vs TCO

Incorporate cyber-
attack simulations

Proactive testing:
continuous pen-
testing & red/purple
teaming

Figure 4. Aviation cybersecurity governance and compliance: key aspects, factors and issues.

3.3.1. Technology Dimension

The expanding digital surface in the airport domain constitutes a major technology
management challenge. P1 frames the strategic baseline as a defence-in-depth modernisa-
tion programme: legacy hardware and software must be upgraded, encryption must be
ubiquitous, and continuous monitoring as well as resilient back-ups are non-negotiable. P6,
P7 and P10 reinforce this by calling for a Zero-Trust policy around legacy OT segments and
specialised bot-mitigation at the API layer, while P5 and P8 add that Al-driven analytics
are essential to cope with log volumes which no human team can review in real time. The
convergence of these viewpoints shows that the sector regards technology renewal and
granular perimeter control as inseparable parts of the same objective.

Some interviewees suggested measures to elevate the significance of ransomware
or PLC-manipulation (control logic manipulation attack) scenarios. P3 and P7 suggested
folding ransomware or PLC-manipulation scenarios into the Safety Management System
and rehearsing them in joint table-top exercises. P7 asserted that “cyber security risks
should be considered the same as safety risks”. As regards third-party exposure, P6 and
P10 recommend continuous vendor-risk scoring and insisting on a contractual right to
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audit suppliers, thereby addressing third-party exposure. One implication here is that
treating cyber events as safety hazards aligns them with existing operational doctrines and
unlocks established funding and accountability mechanisms.

3.3.2. People-Related Dimension

P1 argues that conventional awareness presentations must give way to scenario-based
drills that mirror time-critical air-traffic operations; this plea resonates with P2’s frustra-
tion with “tick-box” training, and with P10’s call for more phishing simulations. Both
P6 and P8 cite the need for a bonded scholarship or apprenticeship pipeline to retain
scarce cyber-talent, thereby tackling the recruitment problem identified above. The inter-
viewees propose a blend of immersive learning for current staff and structural incentives
for future staff, underscoring that awareness and talent retention are complementary, not
alternative, remedies.

3.3.3. Organization Dimension

Organizational governance can be enhanced through the embedding of procedural
discipline without jeopardising twenty-four-hour service continuity. P1 recommends
tailoring change-control to OT and air-traffic systems rather than grafting generic ITIL-
based solutions onto them. P5 and P10 elaborate on this by insisting that every patch
window be linked to a Safety Risk Matrix and rehearsed with a rollback plan, while P7 and
P8 see a tier-1 security-operations centre with safety-specific playbooks as the operational
engine that makes such discipline reproducible. At the same time, choosing an effective
risk assessment methodology is a necessary pre-requisite [38,39] to effectively managing
cyber risk, as there are often different perceptions of cybersecurity risks, and airport
management may interpret guidelines in different ways, resulting in inconsistencies in the
application of cybersecurity practices in different airports [38]. Together these comments
articulate a pragmatic path for reconciling availability imperatives with responsible change
management. Other participants allude to the need for inter-organizational measures. P1,
for example, calls for a sector-wide aviation cyber-threat-intelligence network, arguing
that information asymmetry is fatal in a hyper-connected industry. P3 and P6 advocate
a board-level cyber-governance council, whereas P7 highlights the need for a complete
map of data integrations and formal data ownership. The thread running through these
statements is that strategic awareness must be both shared horizontally across the sector
and elevated vertically to senior leadership.

Compliance with national, international, and sectoral regulations and standards, is
an important organizational aspect in maintaining required cybersecurity levels in the
airport domain (see Appendix A). Data protection is one key aspect in this context, and
the ISO/IEC 27001 standard [40] outlines guidelines to secure data. It ensures that only
authorized people can access and update data and make it available when needed. In
addition, since the early 2000s, ICAO has provided a platform for the international air
transport community to collaborate on cybersecurity. This aims to foster a consistent,
comprehensive, and unified approach that aligns with the priorities of civil aviation.

The significance of compliance is brought to the fore by regulatory fatigue and ob-
solescence. P1 urges an update of international standards together with independent
global audit bodies. P6, P8 and P10 extend the argument to cloud adoption and duplicate
audits, recommending mutual recognition frameworks to avoid redundant effort. These
comments converge on the idea that regulation should be forward-looking, harmonised
and outcome-based, reducing overheads while raising the security bar.

Evidence from the interviews shown in Table 3 and Figure 4, allied with literature
analysis, suggests a coherent programme is required. Technological renewal must be
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accompanied by skilled people and disciplined processes; governance and shared intelli-
gence create the visibility required for risk-model integration; and modernised compliance
provides the external incentives and benchmarks that sustain progress. Table 3 sets out
a solutions agenda for practitioners working with the cybersecurity challenges of the
airport domain. This builds upon the key governance issues identified above and the
corresponding compliance actions. Six key objectives are distilled from the above analysis
with concrete actions linked to each one. Because each initiative is underpinned by multiple
independently voiced recommendations, the agenda captures practitioner consensus rather
than individual preference, making it a defensible blueprint for sector-wide action. A
priority ranking is provided, based on flight-safety impact. Specifically, “Critical” and
“High” priorities are assigned to actions that mitigate immediate technical vulnerabilities or
the “human link”, while longer-term structural changes are categorized by their implemen-
tation timeframe and complexity. This allows practitioners to distinguish between “quick
wins” and longer-term measures probably requiring more significant capital investment.

As a form of validation, the PCF (Figure 2), the final framework (Figure 5) and the
solutions agenda (Table 3) were emailed (as part of a summary validation form) to five of
the participants and to two additional experts, as noted above in Section 2. They were asked
to study the project information and assess seven statements about these findings on a 5-
point Likert scale. The results (Table 4), and the accompanying comments, indicate a strong
agreement with the statements indicating a positive perception by participants. The only
reservations came from P8, who gave a neutral assessment of statement 7 (Implementing
the framework is feasible in typical airport operating conditions, and the framework
provides sufficient guidance to prioritize actions over time) and from P11, who similarly
gave a neutral view of statement 6 (The framework adequately covers key third-party
and supply-chain dependencies that materially influence airport cybersecurity risk). Here
P11 requested that Supply Chain Governance be added as an important governance and
compliance measure. P1 also noted that “given that Internet Service Providers (ISPs) are a
critical point of dependency for airport infrastructure and play a central role in elements
such as cyber threat defense, line redundancy, and the transmission of cyber intelligence, it
is considered beneficial to include ISPs under ‘Supply Chain’ or as a separate heading with
a more specific emphasis”.

P5 suggested that “focusing on ‘Continuous Service” alone is no longer enough. It
must shift to ‘Cyber Resilience and Continuity’. .. It changes this strategy from trying to be
‘unhackable’ to being ‘unbreakable” when faced with problems”. P11 also suggested Al
governance (including shadow Al) should be included as a further governance measure,
citing the use of generative Al as “enabling highly convincing phishing campaigns” and
the dangers of “unauthorized or unmonitored use of Al tools within organisations”. P5
also suggested that “Mapping data integration is just a technical task. To truly secure
our ecosystem, we need to expand this into Cross-Sector Data Trust Models. . .ensuring
that data sharing is secure and compliant across different institutions”. P8 highlighted
the need for proactive threat modeling, using ‘Red Team’ and ‘Purple Team’ exercises to
find vulnerabilities before they are exploited, and P10 similarly highlighted the need for
regular penetration testing to proactively find and fix vulnerabilities. These suggestions
have been incorporated into the final framework discussed below in Section 4. P5 sum-
marised his perspective thus: “Airports are not ideal technology labs; they are complex
operational environments with legacy systems and heavy reliance on outsourcing. . .. This
framework acknowledges these real-world constraints as manageable risks rather than
insurmountable obstacles”.

https:/ /doi.org/10.3390/info17020177


https://doi.org/10.3390/info17020177

Information 2026, 17, 177

22 of 28

Technology Aspects
People-related Factors

Organizational Issues

Data security: Adhere
to ISO/IEC 27001

Monitor ICAQ
cybers ecurity platform

Proactive s ecurity
operations & testing

Institutionalize
practical, role
specific training

Monitor & Apply Regulatory
& Legislative Requirements

-
Elevate cyber governance -'“\-

& s hared intelligence \‘\‘
Modernize & harmonize \'\‘Q.____
oversight

Identify Vulnerabilities

Legacy ITIOT
weakness es

Cloud services

shortcomings

Unregulated social
media use

Poor cyber
awareness levels

Skills shortage &
retention problems

AlloT attack surface
growth

API&
web-application
exposure

RISK

Need for proactive
security operations &
testing

Insufficient threat
intelligence &
information sharing

Lack of corporate data
owners hip

Reactive security posture
Weak management
structures
Overlappingfinconsistent
regulations

Uneven vendor/third-party
security postures
Continuous service
requirements (vs. cyber
resilience)

Change management &
procedural weaknes ses
Lack of Al governance &
defens ive integration

OMPLIANCE>

Scenario-based drills

Innovative schemes for cyber-talent
retention

Immersive learning for current staff
Phishing simulations

Training and policy for uncontrolled
social media usage

Implement Governance
Measures and Policies

Formalise data ownership
Embed procedural discipline
Tailored change-control
Implement tier-1 security-
(Ii)?(r}[ ions centre

Data integration
mapping/cross-sector data
trust models
Inter-organizational cyber
threat intelligence network
Treat cyber risk as flight
safety hazard

Supply chainISP
governance

Al governance & trusted Al
environments

OT minds et shift: security
lifecycle vs TCO

Upgrade legacy hardware
and software

Zero-Trust policy for legacy
OT segments

Resilient back-up
procedures

E xploit Al-driven analytics
Apply ubiquitous encryption
Vendor risk
scoring/contractual right to
audit

Incorporate cyber-attack
simulations in Safety
Management System
Secure the expanding digital
surface

Proactive testing:
continuous pen-testing &
redipurple teaming

Figure 5. Aviation cybersecurity governance framework for the airport domain: summary figure
(post validation enhancements are in italics).

Table 4. Findings validation: statement assessment by participants. (SA = Strongly Agree; A = Agree;

N = Neutral; D = Disagree; SD = Strongly Disagree).

Statement

P1

P2 P5

P8 P10

P11

P12

1. Overall, the framework provides a realistic assessment

of current cybersecurity vulnerabilities and related

SA

governance and compliance issues in the airport domain

A SA

SA

2. The Risk-Governance-Compliance perspective is

appropriate for a comprehensive assessment of

cybersecurity in the airport domain.

SA

SA SA

SA

SA

3. The classification of issues around the three change

dimensions of technology—process—people provides a

SA

logical basis for developing appropriate solutions.

SA SA

SA

4. The framework can be used in practice as a guide to

support the monitoring and analysis of cybersecurity

issues in the airport domain.

SA

SA

SA

5. The governance objectives and concrete actions are clear,
actionable and aligned with the operational framework.

SA

SA

6. The framework adequately covers key third-party and
supply-chain dependencies (e.g., airlines, ground handlers,
OT vendors, regulators) that materially influence airport
cybersecurity risk.

SA

7. Implementing the framework is feasible in typical
airport operating conditions (legacy OT, outsourcing,
budget/skills constraints), and the framework provides
sufficient guidance to prioritize actions over time

SA
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While the solutions agenda is primarily focused on technology and organizational
issues, it also requires a set of people-related change management capabilities to be suc-
cessfully implemented. These include:

A holistic, multi-faceted approach: to balance technical advancements, human factors,
regulatory coherence, and international collaboration.

Collaborative efforts among stakeholders: the aviation industry is not an isolated entity
but part of a broader ecosystem that includes regulatory bodies, technology providers,
airline operators, and, importantly, the flying public. Each stakeholder plays a vital role in
fortifying the sector against cyber threats.

A cultural shift towards cybersecurity awareness and education: the aviation indus-
try’s commitment to such strategies, coupled with a clear vision for future research to
explore uncharted territories of cybersecurity, will not only enhance resilience but also
ensure the sustained safety and trust in global air travel. A recent industry report [41] high-
lights the current low level of awareness of cybersecurity threats amongst industry staff.

A transition from reactive to proactive cybersecurity: This entails not only the imple-
mentation of robust technological defenses but also a clear vision for future research to
explore uncharted territories of cybersecurity, which will not only enhance resilience but
also ensure sustained safety and trust in global air travel.

International cooperation and standardised protocols: The interconnected nature
of global aviation demands a harmonized approach to ensure that security measures
are not just localised solutions but part of a global shield against cyber threats. In this
context, the Airports Council International (ACI) has developed the Airport Excellence
(APEX) in Cybersecurity Assessment program [42] to help airports of all sizes conduct
a thorough evaluation of their cybersecurity environment [42]. This structured program
can be aligned with established standards and regulatory frameworks, including ISO/IEC
27001:2022 [40], the CER Directive [43], the NIS 2 Directive [44], the Cyber Resilience
Act [45], and ICAQ cybersecurity culture guidance [46], ensuring both relevance and depth
in its approach. At the same time, as cybersecurity becomes increasingly important in civil
aviation, national authorities such as Tiirkiye and Qatar [25,47] have started to introduce
their own sector-specific regulations and technical guidance. For instance, in Tiirkiye, the
Directorate General of Civil Aviation has released the Instruction on Cybersecurity for
Civil Aviation Enterprises [47]. This document outlines the cybersecurity requirements,
organizational responsibilities, and incident response procedures for all licensed civil
aviation operators [47]. The key aviation cybersecurity authorities, organizations, and
regulatory instruments are outlined in Table Al.

4. Conclusions

This article builds upon previous research to develop and validate an overarching
framework for the management of cybersecurity in the airport domain in the digital era
(Figure 5). First the article pinpoints the key cybersecurity concerns shared by multiple
stakeholders in the aviation sector. Second, research findings are used to evolve and vali-
date a model based on Governance Risk and Compliance principles which can provide a
viable framework for the future management of aviation cybersecurity. Third, the frame-
work is validated via interviews with ten industry practitioners and expanded to provide
a solutions agenda. It is imperative for airport organizations to continuously evaluate
and adapt their cybersecurity strategies to address evolving threats. As the number of
partners operating at airports to provide different services has increased, so the need for
interconnectivity and interdependence of the systems, networks and applications, and data
sharing between stakeholders has grown accordingly. Digital systems have become in-
creasingly integrated into airport communication and management systems in recent years.
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This has amplified the risk of cyberattacks, necessitating rigorous cybersecurity measures
and frameworks, and the cybersecurity implications have become increasingly complex.
This article synthesizes the key cybersecurity vulnerabilities in this environment and puts
forward an overarching framework and solutions agenda for addressing these challenges.

At the same time, international regulations and agreements play a vital role in the
standardization of cybersecurity practices in the airport domain and across the aviation
industry as a whole. Carefully structured regulations and standards play a key role in
achieving consistent and coherent implementation of cybersecurity practices across the
air transportation industry on an international level. The lack of metrics and standards to
measure the effectiveness of cybersecurity practices in the airport domain is an area that
requires attention from authorities. An integrated global effort is required to strengthen
the aviation sector, emphasizing the application of ICAO-recommended practices and
aligning national regulations with international cybersecurity standards [11-13,46], as also
highlighted in the literature [48].

A GRC-based cybersecurity governance framework for the airport domain, utilizing
the PCF, is illustrated in Figure 5. This framework highlights technology, people-related and
organizational elements, based on a continuous improvement cycle of identify, implement
and monitor. A summary of key aspects, factors and issues is provided in Table 5.

Table 5. Vulnerabilities, governance and compliance: an identify-implement-monitor cycle (post-

validation enhancements are in bold).

Identify Vulnerabilities

Implement Governance Measures &
Policies

Monitor & Apply Regulatory &
Legislative Requirements

Technology Aspects

Legacy IT/OT weaknesses

Cloud services shortcomings
Al/IoT attack surface growth
API & web-application exposure
Need for Proactive Security
Operations & Testing
Insufficient Threat Intelligence &
Information Sharing

Upgrade legacy hardware and
software

Zero-Trust policy for legacy OT
segments

Resilient back-up procedures

Exploit Al-driven analytics

Apply ubiquitous encryption
Vendor risk scoring/contractual right
to audit

Incorporate cyberattacks simulations
in safety management system

Secure the expanding digital surface
Continuous Proactive Testing
(Red/Purple Teaming)

Data security: Adhere to ISO/IEC
27001

Monitor ICAO cybersecurity
platform

Proactive Security Operations &
Testing

People-related Factors

Unregulated social media use
Poor cyber awareness levels
Skills shortage & retention
problems

Scenario-based drills

Innovative schemes for cyber-talent
retention

Immersive learning for current staff
Phishing simulations

Policy for uncontrolled social media
usage

Institutionalize practical, role
specific training

Organizational Issues

Lack of corporate data ownership
Reactive security posture

Weak management structures
Overlapping/inconsistent
regulations

Uneven vendor/third-party
security postures

Continuous service requirements
(vs. cyber resilience)

Change management &
procedural weaknesses

Lack of AI Governance &
Defensive Integration
Budget-driven (TCO) vs.
Security-driven mindset

Formalize data ownership

Embed procedural discipline
Tailored change-control

Implement tier-1 security-operations
centre

Data integration
mapping/cross-sector data trust
models

Inter-organizational
cyber-threat-intelligence network
Treat cyber risk as flight-safety hazard
Supply chain/ISP governance

Al Governance & Trusted Al
environments

OT Mindset Shift (Security Lifecycle
focus)

Elevate cyber governance &
shared intelligence
Modernize & harmonize
oversight

https:/ /doi.org/10.3390/info17020177


https://doi.org/10.3390/info17020177

Information 2026, 17, 177

25 of 28

This study has its limitations, as it relies on secondary sources and evidence from
ten industry professionals. Given the relatively small sample size, the potential for social-
desirability bias was critically assessed, notably because participants held senior roles that
might encourage overly positive reporting. To assess this, brief notes were taken after
each interview, and the responses from individuals in different roles were compared to
determine if anyone was providing overly positive answers. In fact, instead of empha-
sizing compliance, interviewees spoke frankly about, for example, unpatched Windows
XP machines, deferred patching during 24 /7 operations, and an “uncontrollable” vendor
ecosystem, suggesting minimal desirability distortion. Regarding interview language,
English was chosen because cybersecurity terminology is largely English-based and all
interviewees work in English-speaking technical environments. However, it is acknowl-
edged that certain cultural or idiomatic nuances may have been lost during the interviews,
but the authors believe the findings provide a sound basis for further research and can act
as an effective framework for conceptualizing and managing a wide array of cybersecurity
issues in a rapidly evolving technology environment.

Such research could advance this field of investigation by further developing the GRC
framework proposition in specific areas of the aviation ecosystem. Individual airports and
operators could be studied and analyzed, and the perspectives of different stakeholders
assessed through further primary interviews. This may provide further inductive develop-
ment of the framework and solutions agenda presented here, which could also be extended
to include the aircraft and air traffic control domains. However, cybersecurity in the airport
domain alone remains a problematic of ever widening scope, rapidly evolving in its mani-
festation, and with many moving parts. It is hoped this article has been of some value in
charting the current status quo and in providing a framework of value to practitioners and
other researchers in this field of study.
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Appendix A. Civil Aviation Cybersecurity Landscape: Authorities and
Industry Organizations, and Regulatory Instruments

Table Al. Main civil aviation authorities, organizations, and regulatory instruments referenced in

the text.
Related References Authority/Agency/Institute Standard/Regulation/Act/Document Subject Area
IATA (International Air . . -
[37] Transport Association) Air Transport Security Airlines
FAA (Federal Aviation
Administration) . . US-based airlines and
[28] Transportation Research Airport Cooperative Research Program airports
Board
Société Internationale de Airlines and
[10] Télécommunications Air Transport IT Insights Airports
Aéronautiques (SITA): p
Directive on the Resilience of Critical
Entities
[43-45] EU Network and Information Systems EU member states
Yy
Directive 2
Cyber Resilience Act
European Centre for
Cybersecurity in Aviation Companies, Organizations
(ECCSA) Easy Access Rules for Information panies, Lrge !
[9] . . and Institutions in EASA
of the European Union Security Member States
Aviation Safety Agency
(EASA)
[15] gjl;glgi )AVIathl’l Authority g\}:il:gosnecurlty Oversight Process for UK airlines and airports
ICAO (International Civil Aviation Cybersec.unty Strategy .
[11-13,46] .. .. Cybersecurity Policy Guidance Countries
Aviation Organization) .
Cybersecurity Culture
nternational Standards : nformation .
[40] I ional Standard ISO/IEC 27001:2022 Inf i Countries
Organization Security Management Standard
ENISA (the European Union . .
[34] Agency for Cybersecurity) Securing Smart Airports EU member states
. . . . L. Airlines, airports, and Air
[47] Turkish Directorate General of  Instruction on Cybersecurity for Civil Traffic Control services in
Civil Aviation Aviation Enterprises (SHT-SIBER, 2022) o
Tirkiye
. - Airlines, airports, and Air
[25] Sﬁ:ﬁ)g?ﬂ Aviation Aviation Cyber Security Guidelines Traffic Control systems in
y Qatar
. . . . . Airports (cybersecurity
Airports Council International ~ Airport Excellence (APEX) in .
[42] . assessment; airports of all
(ACI) Cybersecurity Assessment Program sizes)
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