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Abstract

Small- and Medium-sized Enterprises (SMEs) play a crucial role in the global economy, ac-
counting for approximately two-thirds of global employment and contributing significantly
to the GDP of developed countries. Despite the availability of various cybersecurity stan-
dards and frameworks, SMEs remain highly vulnerable to cyber threats. Limited resources
and a lack of expertise in cybersecurity make them frequent targets for cyberattacks. It is
essential to identify the challenges faced by SMEs and explore effective defensive strategies
to enhance the implementation of cybersecurity measures. The study aims to bridge the
gap and help these organizations in implementing cost-effective and practical cybersecurity
approaches through a systematic mapping study (SMS) conducted, where 73 articles were
thoroughly reviewed. This research will shed light on the current cybersecurity approaches
(practices) posture for different SMEs, along with the threats they are facing, which have
stopped them from deciding, planning, and implementing cybersecurity measures. The
study identified a wide range of cybersecurity threats, including phishing, social engineer-
ing, insider threats, ransomware, malware, denial of services attacks, and weak password
practices, which are the most prevalent for SMEs. This study identified defensive practices,
such as cybersecurity awareness and training, endpoint protection tools, incident response
planning, network segmentation, access control, multi-factor authentication (MFA), access
controls, privilege management, email authentication and encryption, enforcing strong
password policies, cloud security, secure backup solutions, supply chain visibility, and
automated patch management tools, as key measures. The study provides valuable insights
into the specific gaps and challenges faced by SMEs, as well as their preferred methods
of seeking and consuming cybersecurity assistance. The findings can guide the develop-
ment of targeted defensive practices and policies to enhance the cybersecurity posture of
SMEs for successful software development. This SMS will also provide a foundation for
future research and practical guidelines for SMEs to improve the process of secure software
development.

Keywords: cybersecurity; small and medium-sized enterprise; SMEs; threats and defensive
approaches; systematic mapping study

1. Introduction
In today’s business world, cybersecurity plays a critical role in safeguarding orga-

nizations. It involves implementing strategies, technologies, and measures to protect
systems, networks, data, and software from cyber threats. As technologies become central
to business operations, ensuring cybersecurity has become essential for protecting digital
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resources, maintaining operational continuity, and building customer trust in an aseasingly
interconnected digital landscape. However, SMEs often lag behind larger organizations
in adopting digital tools and robust cybersecurity measures. The digital divide has been
exacerbated by the COVID-19 pandemic, with SMEs cutting back on IT spending while
larger companies continue to invest in it (Arroyabe et al., 2024b). This disparity has left
SMEs more vulnerable to cybersecurity risks compared to their larger counterparts. Against
this backdrop, it becomes important to explore the connection between cybersecurity and
SMEs, focusing on the specific threats they face and the strategies they can adopt to safe-
guard their operations. In Small- and Medium-Sized Enterprises (SMEs), integration with
ICT is incredibly productive since it has changed the way SMEs do business, providing
much better connectivity, efficiency, and market exposure. However, with the growing shift
to digital operations for most companies, SMEs are also more vulnerable to cybercrimes
(Arroyabe et al., 2024b; Chidukwani et al., 2022). While large companies can afford to put
up an elaborate security system, SMEs are generally disadvantaged in their capacity to
prevent cyber incidents because of inadequate finances, human resources, and technology
(AlDaajeh & Alrabaee, 2024; Tam et al., 2021) Despite this, SMEs are an essential segment
of the global economy, and their susceptibility to cyber risks constitutes specific threats to
their performance and to other aligned business systems, such as supply and customer
chains (Wong et al., 2022).

Today, threats like data leaks, malware, and ransomware attacks are more complex,
posing severe consequences for organizations lacking adequate defences (Tanimu & Abada,
2025). These cyberattacks can lead to future losses of data and assets, legal consequences,
reputational losses, and interrupted business processes (Fotis, 2024a). Furthermore, it is
equally or even more essential to elaborate on the economic and operational consequences,
which can be ten times more damaging to SMEs, many of which lack the financial and
technical resources to recover quickly (Chaudhary et al., 2023; Nanda et al., 2024; W. Alhakami,
2024). As more firms realize the importance of cybersecurity, most SMEs continue to suffer
from poor cybersecurity measures. Some of the reasons for this are a lack of funding, a lack
of cybersecurity awareness amongst the staff, inadequate identification of risks, and core
problems in placing security in other business activities (Erdogan et al., 2023). As a result,
SMEs tend to use readily available and unsuitable software applications that do not solve
their cybersecurity issues. Otherwise, they apply security solutions randomly, making them
more vulnerable to cyber threats (Al Aamer & Hamdan, 2023; Arroyabe et al., 2024a).

The main objective of this paper is to present a precise mapping of cybersecurity
threats and protection measures for SMEs in secure software. By synthesizing the existing
literature and industry reports, the study identifies the most common cyber threats faced
by SMEs. It examines the various defence mechanisms that have been suggested or
implemented in response to these threats. This work aims to fill the identified gap in
understanding the existing cybersecurity threats faced by SMEs and provide a framework
that can be used to facilitate the process of determining the right cybersecurity solution
for SMEs. This mapping divides the threats in terms of their characteristics, effects, and
occurrences and assesses the protective actions of technologies, policies, structures, and
training for organizational security. Therefore, this research helps the existing literature
on cybersecurity in SMEs by presenting an up-to-date state and analysis of cybersecurity
practices, threats, and countermeasures.

1.1. Research Objectives

The study has several key research objectives:

• To identify and categorize the types of cybersecurity threats most faced by SMEs.
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• To evaluate and classify the defensive practices currently employed by SME to mitigate
cybersecurity threats.

• To know the critical areas of focus in the existing literature on cybersecurity within
SMEs and how these areas have evolved.

• To identify research methodologies and approaches used to study cybersecurity in
SMEs and how they contribute to understanding SME-specific cybersecurity threats.

• To compare different regions and industries regarding the focus and findings of
research on SME cybersecurity.

• To know about the critical gaps in the current research on SMEs cybersecurity needs
to be addressed in future studies.

1.2. Significance of the Study

The findings from this study will be of significance to a variety of stakeholders, in-
cluding SME owners, IT professionals, policymakers, and cybersecurity service providers.
As SMEs increasingly become targets for cybercriminals, understanding the specific cy-
bersecurity challenges they face and the most effective defence strategies will be crucial
in helping them protect their operations. Additionally, the results of this mapping study
will offer insights into the gaps in current cybersecurity practices and the need for tailored,
affordable solutions for the SME sector. By addressing these gaps, SMEs can enhance their
preparedness against cyber threats, thereby contributing to the broader goal of building a
more secure and resilient digital economy.

The remainder of the paper is organized as follows: Section 2 gives a comprehensive
overview of the existing literature on the topic of cybersecurity threats and countermeasures
for SMEs. Section 3 details the systematic mapping approach that was employed to
determine and categorize the studies. Section 4 offers the mapping study’s results: the
categorization of cybersecurity threats and defensive measures. Section 5 emphasizes the
summary of the paper and recommends areas of further research. Implications of the
study are explained in Section 6, while Section 7 contains the findings of the limitations of
the study.

2. Literature Review
Small and medium-sized enterprises play crucial roles in the economy across the world,

depending on them to provide a substantial number of employment opportunities and
contribute a significant part of the GDP. However, these businesses remain one of the most
susceptible to cyber threats because of poor financial conditions, a lack of awareness, and
resources. This mapping study synthesizes existing research on the types of cybersecurity
threats faced by SMEs, the defensive practices implemented, and the challenges in achieving
cybersecurity resilience (Novelli et al., 2024).

2.1. Cybersecurity Threats to SMEs

SMEs face a wide range of cybersecurity threats, which can change dynamically.
Studies have identified a range of threats that disproportionately impact SMEs.

Phishing and Social Engineering Attacks: Phishing is one of the most common cyber
threats targeting SMEs, as indicated in (Waelchli & Walter, 2025). Previous research (Junior
et al., 2023) has highlighted how cybercriminals exploit human vulnerabilities through
deceptive emails and messages to gain unauthorized access to sensitive information. SMEs,
often lacking robust email security solutions, are prime targets for these attacks.

Ransomware: The new trend in ransomware attacks has been especially terrible for
SMEs. Djenna et al. (2024) have estimated that ransomware attacks rose by over 150%
between 2023 and 2024, and many of the victims were SMEs. Accordingly, Djenna et al.
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(2024) underscore that SMEs are in danger since there are no proper backup solutions and
incident response plans to mitigate the effects caused by ransomware attacks.

Data Breaches: The leakage of data represents a significant threat to SMEs that collect
and store customer and financial information. Numerous studies have reported that
SMEs frequently experience data breaches within their organizations (Al-Dalati, 2023;
Chidukwani et al., 2022)

Insider Threats: Despite the fact that insider threats are either intentional or accidental,
they have been proven to be dangerous for SMEs. Works, like those of Chidukwani et al.
(2022); Moneva and Leukfeldt (2023), reveal that the risk is even higher for SMEs because of
the lack of proper training of the employees and the inadequate implementation of access
management practices.

Supply Chain Attacks: SME continues to be the favourite of cybercriminals because
they are suppliers to large firms and can act as a gateway to penetrating large enterprises.
Finally, a paper by Wong et al. (2022) examines supply chain security threats and the
problems that SMEs encounter when trying to protect third parties’ relationships.

2.2. Defensive Approaches for SMEs

The following are the defensive measures undertaken by SMEs to counter cyber threats
in a vertically integrated industry. However, the success of these measures depends on the
size and existing awareness of the organization.

Technical Solutions: SMEs have increasingly turned to off-the-shelf security solutions,
including firewalls, antivirus software, and endpoint protection (Moneva & Leukfeldt, 2023;
Yin et al., 2020). Studies by Zadeh and Jeyaraj (2022) conclude that although these tools
imply a certain amount of security, they fail to prevent such threats as Zero-day ones.

Employee Training and Awareness: There is general agreement about the fact that
employee training is one of the most effective ways to address human risk factors, such as
phishing and social engineering, that can be implemented at a relatively low cost (Beuran
et al., 2023; Sushma et al., 2023).

Adoption of Cybersecurity Frameworks: Frameworks, such as the NIST Cybersecurity
Framework and ISO 27001, have been recommended for SMEs to address cybersecurity
risks (Daim et al., 2024; Ding et al., 2021). However, according to research by Radanliev
et al. (2023) the adoption of such frameworks is still relatively rare because it is thought to
entail high complexity and expenses.

Cloud-based Security Solutions: The given solutions predict the continued growth
of utilization for security solutions hosted by the cloud, which can be effective for SMEs
with a cost-saving perspective (Qamar, 2022). Studies by Furfaro et al. (2018) provide a
comparison of cloud-based services with their overall benefits, like software updates and
centralized control. Still, the author notes that using the service of a third party requires
extra vigilance.

Incident Response and Recovery Plan: It is important to build and sustain incident
responses regarding cybersecurity threats since they happen frequently. Research by
(Dawson et al., 2019; Geach, 2021) reveals that SME firms that have developed response
plans return to normal operations and spend less than SME firms without such measures.

2.3. Challenges in Cybersecurity for SMEs

However, several challenges plague SMEs, which affect their cybersecurity posture
even when protective mechanisms are available. Key barriers include:

Resource Constraints: SMEs’ lack of investment in cybersecurity is caused by their
constant inability to procure more funds to purchase sophisticated security technologies.
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Fotis (2024b) demonstrates that organizations implementing preventive security measures
may reduce the probability of a successful cyberattack by up to 70%.

Lack of Expertise: SMEs frequently do not possess an internal cybersecurity specialist,
so they are forced to pay for a consultant or turn to MSPs. However, previous research (Al
Aamer & Hamdan, 2023) shows that SMEs face a problem in selecting reliable vendors and
assessing the quality of outsourced services.

Low Awareness and Prioritization: Cybersecurity is frequently perceived as a low-
priority issue among SME owners and managers. Studies by Chidukwani et al. (2022)
highlight the need for increased awareness campaigns to emphasize the importance of
cybersecurity as a business enabler.

Regulatory Compliance: Compliance with regulations, such as the General Data
Protection Regulation (GDPR), and other local policies poses significant challenges for
SMEs (Chaudhuri et al., 2025; Wang et al., 2024; Wong et al., 2022). Research by Antunes
et al. (2022) identifies a lack of understanding of compliance requirements as a critical
barrier to implementation.

2.4. Research Gaps and Opportunities

Although significant progress has been made in understanding cybersecurity chal-
lenges and solutions for SMEs, several gaps remain unaddressed.

i. To conduct a systematic mapping study to identify cybersecurity threats and the
defensive practices employed by SMEs to address the identified cybersecurity threats.

ii. To conduct an empirical survey to identify the most prevalent cybersecurity threats
and their mitigation practices identified through real-world industries that impact
SMEs.

iii. To determine the gap between the findings of the literature review and real industry
security threats that affect SMEs.

iv. To design a tailored cybersecurity mitigation model to address the cybersecurity
threats facing SMEs. From the literature review, it is clear that SMEs require a more
proactive approach to issues of cybersecurity. Despite several defensive strategies
having been proffered, issues relating to resource concerns and awareness have not
been addressed. This systematic mapping study (SMS) will fill the gap by presenting
a systematic review of the existing cybersecurity threats and protective measures
specifically for SMEs, thereby contributing to the development of practical, scalable
solutions for enhancing their cybersecurity resilience.

3. Research Methodology
In this research, the authors used a systematic mapping study (SMS) (Petersen et al.,

2008, 2015) approach, which is systematic and enables authors to categorize and analyze
the existing literature. This research will seek to give an outline of cybersecurity threats to
and defensive practices at SMEs (Laato et al., 2020). The SMS was chosen because it can
offer a systematic map of a broad research field, outline research gaps as well as trends,
and classify the literature for future use (Khan et al., 2021, 2022).

The research follows the PRISMA guidelines, which provide rigour and transparency
to systematic review (Supplementary Table S1). The risks and practices were identified
through thematic coding of the included studies, not limited solely to keyword occurrence
during the search phase.

The goal is to make sure the criteria and procedure for the selection of all published
articles are unbiased and relevant to our study scope. The transparency inherent to the
SMS process forms the foundation for achieving high-quality standards in both the process
and the results. Figure 1a,b presents the steps in SMS and PRISMA Flowchart.
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(a) 

(b) 

Figure 1. (a) Systematic Mapping Study process. (b) Systematic review flowchart (Page et al., 2021).
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3.1. Research Questions

The main objective of the SMS is to identify the cybersecurity threats and defensive
practices for small- and medium-sized firms. We outline the research question in a so-
phisticated way to collect mature work and identify trends which are directly related
to the domain. In Table 1, the research questions (RQs) are discussed along with their
key motivations.

Table 1. Research Questions and Motivation.

ID Mapping Questions Motivations

RQ1 What is the state of the art of cybersecurity in SMEs?

The main goal of this research question is to find
out the most recent research in SMEs related to
cybersecurity threats. The results can be used as a
reference guide for the future direction of
research. To answer RQ1, we have analyzed the
literature based on the following questions.

RQ1.1
What are the critical areas of focus in the existing
literature on cybersecurity within SMEs, and how
have these areas evolved?

To find out the critical areas of focus in the
existing literature on cybersecurity within SMEs
and how these areas have evolved.

RQ1.2
What are the most prevalent cybersecurity threats
identified in the literature review that impact small-
and medium-sized organizations?

To identity from the literature what are the most
common threats which highly impact small- and
medium-sized organizations.

RQ1.3

What are the defensive approaches (practices), as
identified through the literature review, for
addressing the cybersecurity threats that impact
SMEs?

To explore, evaluate, and classify the currently
cyber-defensive approaches employed by SMEs
to mitigate cyberattacks.

RQ1.4

What research methodologies and approaches are
predominantly used to study cybersecurity in SMEs,
and how do they contribute to understanding
SME-specific cybersecurity threats?

To know what the most common research
methods are adopted to study cybersecurity,
specific to the SME.

RQ1.5
How do different regions and industries compare
regarding the focus and findings of research on
SME cybersecurity?

To identify how different industries, as well as
demographic changes, impact the research
findings on SME cybersecurity.

3.2. Search String Development

The search strings were designed using Boolean operators and keywords related to
the research questions. The following search strings were designed and shown in Table 2.

Table 2. Search strings.

Main Concepts
“Cybersecurity Threats” “Cybersecurity Challenges” “Cybersecurity Practices”
“Cybersecurity Approaches” “Cybersecurity Tools” “Cybersecurity Models”
“Cybersecurity Frameworks” “Small Medium-sized Enterprise” “SMEs” “Small Business”

Groups of terms

((“Cybersecurity Threats” OR “Cybersecurity Challenges” OR “Cybersecurity Practices”
OR “Cybersecurity Approaches” OR “Cybersecurity Tools” OR “Cybersecurity Models”
OR “Cybersecurity Frameworks”) (“Small Medium-sized Enterprise” OR “SMEs” OR
“Small Business”))

Search String

((“Cybersecurity Threats” OR “Cybersecurity Challenges” OR “Cybersecurity Practices”
OR “Cybersecurity Approaches” OR “Cybersecurity Tools” OR “Cybersecurity Models”
OR “Cybersecurity Frameworks”) AND (“Small Medium-sized Enterprise” OR “SMEs”
OR “Small Business”))
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3.3. Data Extraction

The selected articles were found from the well-known databases, which were based
on the following inclusion and exclusion criteria.

Inclusion Criteria: The search parameters were narrowed down to target only publi-
cations published in English from 2015 to 2025, including peer-reviewed journal articles,
conference papers, and high-quality white papers. “High quality” refers to white papers
published by reputable institutions, government agencies, or recognized research organiza-
tions that demonstrate methodological rigour, transparency, and relevance to the research
objectives (De Cassai et al., 2025), focusing on cybersecurity threats or defensive approaches
for SMEs.

Exclusion Criteria: The articles which are not in the English language and do not focus
on SMEs cybersecurity, articles that are not peer-reviewed papers, blogs, and publications
that lack empirical or theoretical contributions.

Figure 2 presents the comparison of the initial and final selection of articles in this
study. The final sample size is 73 articles.

Figure 2. Comparison of initial and final selection articles.

3.4. Search Execution

In total, 671 articles related to cybersecurity for SMEs were found from the different
databases (see Table 3). After the implementation of the inclusion and exclusion criteria,
the duplicate articles were removed, and the articles which do not relate to cybersecurity
specifically to SMEs were excluded. We selected 73 research articles as the final studies.

Table 3. Articles found.

Digital Libraries Initial Selection Final Selection

IEEE Xplore 123 16
ACM Digital Library 88 12

Scopus 150 15
Web of Science 110 11
Google Scholar 200 19

Total 671 73
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3.5. Mapping Process

The extracted data were organized into a systematic mapping framework consisting
of three dimensions:

• Focus of Research: Categorized as either threats or defensive approaches.
• Research Contribution Type: Theoretical, empirical, or solution proposals.
• Research Type: Conceptual framework, empirical studies, or case studies.
• Area of Focus: Categorize as early and evolution focus.
• Region and Industries: The focus and findings of research on SME cybersecurity across

different regions and industries.

3.6. Primary Data Selection

The selection process was carried out in three steps:

• Title and Abstract Screening: All retrieved studies were screened for relevance based
on their titles and abstracts.

• Full-Text Review: Studies passing the initial screening were reviewed in full to ensure
they met the inclusion criteria.

• Quality Assessment: The following systematic quality assessment criteria were adopted:

i. Relevance (Weight: 30%)

# How closely does the article address cybersecurity threats or defensive
practices for SMEs?

# Scored as:

■ High (3): Directly relevant to both SMEs and cybersecurity
■ Medium (2): Relevant to cybersecurity, but in general, not

SME-focused
■ Lower (1): Limited or tangential relevance

ii. Scientific Rigour (Weight: 25%)

# Does the article use a validated methodology, theoretical framework, or
empirical analysis?

# Scored as:

■ High (3): Strong methodology, data-backed findings
■ Medium (2): Moderate methodology, limited empirical data
■ Lower (1): Weak or absent methodology

iii. Innovation (Weight: 15%)

# Does the article propose novel threats, defensive practices, or frameworks?
# Scored as:

■ High (3): Strong innovation or unique perspectives
■ Medium (2): Moderately innovative
■ Lower (1): Lacks innovation

iv. Citation Impact (Weight: 10%)

# How widely is the article cited within its domain
# Scored as:

■ High (3): Frequently cited
■ Medium (2): Moderately cited
■ Lower (1): Rarely cited

v. Publication Quality (Weight: 10%)

# Was the article published in a reputable journal or conference?
# Scored as:
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■ High (3): Tier-1 journal or conference
■ Medium (2): Tier-2 or niche publication
■ Lower (1): Low-impact source

vi. Recency (Weight: 10%)

# Was the article published within the last 5 years?
# Scored as:

■ High (3): Published in the last 3 years
■ Medium (2): 3–5 years old
■ Lower (1): Older than 5 years

According to the above quality assessment criteria, the following data (see Table 4)
were evaluated accordingly.

Table 4. Quality assessment of final study sample (73 Articles).

Article ID Relevance
(30%)

Rigour
(25%)

Innovation
(15%)

Citation
(10%)

Publication
(10%)

Recency
(10%)

Total
Score

Article 1 3 3 3 2 1 3 2.7
Article 2 3 2 2 3 3 2 2.5
Article 3 2 1 3 1 1 2 1.7
Article 4 1 3 1 3 1 3 1.9
Article 5 1 1 3 2 1 3 1.6
Article 6 3 2 2 2 3 2 2.4
Article 7 3 3 1 1 2 2 2.3
Article 8 3 3 3 3 1 3 2.8
Article 9 3 1 2 3 2 3 2.25

Article 10 2 2 1 3 2 3 2.05
Article 11 2 2 3 3 1 1 2.05
Article 12 1 1 3 1 1 2 1.4
Article 13 2 3 1 3 1 1 2
Article 14 2 2 3 3 2 1 2.15
Article 15 2 2 1 1 3 1 1.75
Article 16 2 2 1 2 1 1 1.65
Article 17 3 3 3 3 1 2 2.7
Article 18 1 2 3 2 1 3 1.85
Article 19 1 2 2 1 2 2 1.6
Article 20 1 2 2 3 3 2 1.9
Article 21 1 3 2 2 1 1 1.75
Article 22 2 1 3 3 3 3 2.2
Article 23 2 3 2 3 2 3 2.45
Article 24 1 1 1 3 3 2 1.5
Article 25 1 3 1 3 3 2 2
Article 26 3 1 2 3 1 2 2.05
Article 27 3 2 2 1 3 3 2.4
Article 28 3 2 3 3 3 3 2.75
Article 29 2 3 3 3 3 1 2.5
Article 30 2 3 2 3 3 1 2.35
Article 31 1 2 1 2 3 2 1.65
Article 32 1 3 1 2 1 3 1.8
Article 33 2 1 1 3 2 3 1.8
Article 34 1 1 3 2 3 2 1.7
Article 35 1 1 3 3 1 1 1.5
Article 36 1 2 3 3 2 3 2.05
Article 37 3 3 3 3 3 1 2.8
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Table 4. Cont.

Article ID Relevance
(30%)

Rigour
(25%)

Innovation
(15%)

Citation
(10%)

Publication
(10%)

Recency
(10%)

Total
Score

Article 38 2 1 3 2 3 1 1.9
Article 39 2 3 2 2 2 2 2.25
Article 40 2 3 3 2 1 3 2.4
Article 41 1 3 2 1 1 3 1.85
Article 42 3 1 3 2 3 3 2.4
Article 43 3 1 3 1 2 3 2.2
Article 44 2 2 1 3 1 3 1.95
Article 45 1 3 1 2 2 3 1.9
Article 46 1 1 1 3 2 2 1.4
Article 47 2 3 1 1 1 2 1.9
Article 48 3 1 2 1 2 3 2.05
Article 49 2 1 2 1 1 2 1.55
Article 50 2 1 3 1 2 3 1.9
Article 51 2 2 3 2 1 2 2.05
Article 52 3 2 1 3 3 2 2.35
Article 53 2 2 3 3 1 1 2.05
Article 54 1 3 1 3 2 3 2
Article 55 1 3 1 1 1 1 1.5
Article 56 3 2 3 3 3 1 2.55
Article 57 3 1 3 1 3 2 2.2
Article 58 1 3 1 1 1 3 1.7
Article 59 1 1 1 1 1 2 1.1
Article 60 2 1 1 2 3 1 1.6
Article 61 2 2 1 2 3 3 2.05
Article 62 2 2 3 1 1 3 2.05
Article 63 2 2 2 2 3 2 2.1
Article 64 3 2 3 3 1 2 2.45
Article 65 1 2 3 3 3 3 2.15
Article 66 3 3 1 2 1 1 2.2
Article 67 2 3 2 1 3 3 2.35
Article 68 1 2 1 1 1 1 1.25
Article 69 3 2 3 2 3 1 2.45
Article 70 2 3 1 2 3 2 2.2
Article 71 1 2 2 3 1 2 1.7
Article 72 1 3 2 3 1 3 2.05
Article 73 2 1 1 1 1 3 1.5

4. Results and Analysis
The systematic mapping process identified a comprehensive range of cybersecurity

threats faced by SMEs and corresponding defensive practices. The findings are categorized
into the following six main themes: critical areas of focus, most prevalent cybersecurity
threats, defensive practices, research methodologies and approaches, different regions and
SME industries, and the critical gaps in the current research on SMEs.

4.1. Critical Areas of Focus in Cybersecurity Within SMEs and How These Areas Evolved

The existing literature on cybersecurity within small- and medium-sized enterprises
(SMEs) primarily focuses on several critical areas, which have evolved in response to the
growing sophistication of cyber threats and the increasing dependence of SMEs on digital
infrastructure. The evolution in these areas reflects both a deep understanding of SMEs’
unique challenges in cybersecurity and the expansion of tools and strategies to address
them. Figure 3 presents the main areas of focus and their evolution.
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Figure 3. Evolution of Cybersecurity Focus Areas in SMEs.

1. Awareness and Education:

Early Focus: This refers to the initial stage of research emphasis, typically representing
the foundational studies or conceptual frameworks identified in the earlier years of the
reviewed literature. Early studies emphasized the limited cybersecurity awareness among
SME owners and employees, often noting that SMEs lacked a basic understanding of cyber
risks. The initial literature aimed to highlight the importance of cybersecurity and create
awareness about common threats.

Evolution: This denotes the subsequent development and expansion of research
themes, reflecting how the field has progressed over time through newer studies and
emerging perspectives. In the past years, this sector has evolved to focus on tabled training
and extensive awareness programmes tailored to SMEs, where emphasis is placed on
frequency, phishing emails, and cybersecurity basics. The current paper discusses the effect
of cybersecurity education on enhancing organizational security and awareness.

2. Budget Constraints and Resource Limitations:

Early Focus: The first trends showed that money is a crucial factor, as most SMEs
could not afford to invest special funds for cybersecurity. Several smaller organizations
were discouraged or indeed unable to afford to implement high-cost protection measures.

Evolution: Previously, the emphasis in this area was transitioning towards searching
for affordable and mass-fit security solutions for SMEs, for example, cloud-based security
products, open-source solutions, and MSPs, which include MSSPs. There is also emerging
material on where and how SMEs can apply security investment to drive the most overall
change, such as where budgets should go, but resources are constrained.

3. Risk Perception and Prioritization:

Early Focus: The early literature described the general observation that most SME
managers lacked appreciation for cybersecurity, either dismissing it outright or considering
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themselves immune to such attacks. The study’s objective was to call attention to the
problems and costs of failing to address cybersecurity.

Evolution: Present research focuses on risk mapping approaches specific to SMEs,
and with the awareness that these companies require uncomplicated, easy-to-use tools
to identify and rank their risks. There is also much more emphasis placed on identifying
why SMEs are forced towards specific cybersecurity measures. Within this, regulatory
compliance needs, customer expectations, and past incidents have been highlighted.

4. Regulatory Compliance:

Early Focus: Compliance was at first covered as an afterthought, while the literature
predominantly revolved around highly developed companies. SMEs were always thought
to be less relevant to complex compliance requirements.

Evolution: You need only look at the best practices for SMEs to protect their data, in the
wake of the GDPR and CCPA, to note the increase in emphasis on compliance without the
resources of larger companies. The scholarly literature increasingly discusses frameworks,
checklists, and guidelines to help SMEs realize compliance with regulatory requirements,
while avoiding overburdening their operations.

5. Threat Landscape and Vulnerability Identification:

Early Focus: During the early stages of research, the threats that are faced by SMEs
were identified primarily, including phishing, ransomware, and social engineering attacks,
with little regard for advanced attack vectors.

Evolution: There has been a concentration on comprehensive risk evaluations and
risks of IoT, working remotely, and cloud computing in SMEs. The more recent papers
focus on understanding the unique threats that affect SMEs and how SMEs can handle
them without employing professionals with advanced security knowledge.

6. Adoption of Cybersecurity Technologies and Solutions:

Early Focus: The first literature recommended conventional IT security solutions,
which were developed for large enterprises and failed to adapt to SME contexts.

Evolution: This has led to an increasing focus on designing and recommending
cybersecurity solutions targeted at SMEs, including, but not limited to, EDR solutions,
affordable firewalls, and simple MFA. Unlike fixed-priced and fixed-contracted services that
are geared toward becoming a company’s exclusive technology partner in implementing
its managed services and cloud computer-based solutions, flexibility and scalability are
now pointed to as the virtues that make them particularly appropriate for SMEs.

7. Incident Response and Recovery:

Early Focus: Cyber incident response was, in the past, primarily overlooked, and few
resources were available explaining how SMEs could protect themselves, and respond and
recover from cyber incidents they had not deemed themselves likely to suffer from.

Evolution: The current literature is centred on the development of lean and efficient
incident response strategies for SMEs, key areas of predesigned response models, guidelines
for backup and disaster recovery, and the use of managed security service providers for
incident response as a service. Current work shows that, for resilience, it is now essential
for firms, including smaller ones, to always be prepared for an incident.

8. Integration of Cybersecurity in Business Strategy:

Early Focus: The first few studies that were conducted did not consider how cyberse-
curity must be incorporated into the business plans of SMEs, mainly because cybersecurity
was always perceived as a standalone problem.
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Evolution: Based on these outcomes, there is now increased emphasis on the need
to integrate cybersecurity into an SME’s strategic plans with suggestions for leadership
engagement, business as well as cybersecurity objective alignment, and the use of cyberse-
curity as an enabler of business sustainability and customer confidence.

9. Role of Government and Public–Private Partnerships:

Early Focus: The earlier literature did not pay much attention to the role of government
because cybersecurity was formerly regarded as the affair of the business entity.

Evolution: The rise in new threats led to more attention being given to government-
led efforts, joint industry sectors, and support structures to help SMEs enhance their
cybersecurity posture. This comprises such things as funds, grants, and intellectual support
services that assist SMEs in improving their security.

10. Cybersecurity Culture and Human Factors:

Early Focus: Much of the existing literature focused on the technical aspects of cyber-
security and did not consider users and the organizational context.

Evolution: This is where human factors come into play and are now understood, with
much focus being laid on creating awareness of cybersecurity among SMEs. Academic
work investigated what training, leadership, and organizational practices contribute to
cybersecurity outcomes and enactment.

4.2. Most Prevalent Cybersecurity Threats That Impact SMEs

SMEs face a range of cybersecurity threats due to limited resources, insufficient security
awareness, and often outdated infrastructures. Literature reviews commonly identified the
following prevalent threats impacting SMEs (See Table 5 and Figure 4):

1. Phishing and Social Engineering Attacks:

Figure 4. Cybersecurity threats impacting SMEs.

SMEs are vulnerable to social engineering attacks, specifically phishing, where fraud
artists attempt to trick users over the phone or email into divulging account information
on computer systems. Inadequate cybersecurity insight and knowledge at the workplace
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typically fall victim to hackers, who use them as a means to penetrate restricted areas or
obtain valuable information or login information.

Table 5. Cybersecurity threats impacting SMEs.

Code # Cybersecurity Threats CSTs Impact Percentage (%) Importance for SMEs

CST1 Phishing and Social
Engineering Attacks 30 High

CST2 Ransomware 25 High
CST3 Insider Threats 15 Medium
CST4 Malware 20 High

CST5 Business Email Compromise
(BEC) 10 Medium

CST6 Weak Passwords and
Credential Theft 15 Medium

CST7 Data Breaches 18 High
CST8 Supply Chain Attacks 12 Medium

CST9 Denial of Service (DoS) and
DDoS Attacks 08 Low

CST10 Lack of Patch Management 14 Medium

Impact: Identity theft, violation of privacy, and perversion of funds.
Literature Insights: The literature review notes that phishing is still the most prevalent

form of cyberattack because of its ease and ineffaceable impact.

2. Ransomware:

Malicious software encrypts critical business data, demanding ransom payments
for decryption.

Impact: Lost time, lost work, and lost money.
Literature Insights: SMEs are generally at significant risk due to poor backup strategies

and low resource capability for restoration.

3. Insider Threats:

Executives or normal computer users, either negligently or intentionally, cause attacks
on systems.

Impact: Losing data and their reputations.
Literature Insights: The insider threat is more apparent due to failed or reduced

employee training, coupled with failed monitoring.

4. Weak Passwords and Credential Reuse:

Inadequate password management results in risks; SMEs have a relaxed password
policy as compared to large organizations.

Impact: Account and system control breakouts.
Literature Insights: Another reason why credential-stuffing attacks work as planned

with SMEs is that there is always the repeated use of the same password across platforms.

5. Software Vulnerabilities:

Unpatched or outdated software means the opening of security gaps.
Impact: The other vulnerability to be exploited by attackers to gain unauthorized

access and install malware on a target computer.
Literature Insights: One of the key issues affecting SMEs is always related to the lack

of IT skills needed to provide frequent updates(Budde et al., 2023).

6. Supply Chain Attacks:
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SMEs are regarded as the entry points in large organization networks.
Impact: Compromise of business partners and cascading vulnerabilities.
Literature Insights: There is growing concern as SMEs are considered the “weakest

link” in supply chains.

7. Distributed Denial of Service (DDoS) Attacks:

A condition in which a network or system is flooded with traffic until it becomes
virtually inaccessible.

Impact: Loss of operating time and revenue.
Literature Insights: Small businesses, conversely, are ransomed to launch DDoS attacks

because they cannot prevent them from happening.

8. IoT Vulnerabilities:

The security of IoT devices in SMEs is still relatively poor.
Impact: Cyber espionage and botnet development.
Literature Insights: As IoT adoption grows, so does the attack surface, with poorly

secured devices being exploited (H. Alhakami, 2024; Shaffique, 2024).

9. Cloud Security Risks:

Misconfigurations and insufficient safeguards in cloud platforms.
Impact: Data exposure, service disruptions, and account hijacking.
Literature Insights: SMEs increasingly rely on cloud services but often overlook

securing them properly.

10. Business Email Compromise (BEC):

Cybercriminals impersonate executives or trusted partners using compromised or fake
email accounts to manipulate employees into transferring funds or sharing sensitive data.

Impact: Financial losses, reputation damage, operational disruptions, and legal conse-
quences

Literature Insights: Limited resources, inadequate training, lack of cybersecurity
infrastructure, third-party risks for each cybersecurity threat (CST), we calculate the “Impact
Percentage (%)” and determine its “Importance for SMEs”. Below is the breakdown of
the data:

i. Number of Threats (N): N = 10
ii. Total Impact Percentage: (Σ Impact Percentage)

Σ Impact Percentage = 30 + 25 + 15 + 20 + 10 + 15 + 18 + 12 + 8 + 14 = 167%

iii. Average Impact Percentage (µ):

µ = Σ Impact Percentage
N

µ = 167 = 16.7%
10

iv. Threat Categories by Importance for SMEs:

• High Importance: 5 threats (CST1, CST2, CST4, CST7)
• Medium Importance: 4 threat types (CST3, CST5, CST6, CST8, CST10)
• Low Importance: 1 threat (CST9)

v. Weighted analysis by importance level:
To better understand the distribution, we assign weights to importance levels:
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• High Importance = 3
• Medium Importance = 2
• Low Importance = 1

Each threat-weighted contribution to impact is:

Weighted contribution = (Impact percentage) × (Weight)

To find out the relative figure of merit and distribution analysis based on Table 6, the
total weighted contribution and then the relative merit of each entry was calculated.

Table 6. Importance and weight of cybersecurity threats in SMEs.

Code Impact (%) Importance Weight Weighted Contribution

CST1 30 High 3 30 × 3 = 90
CST2 25 High 3 25 × 3 = 75
CST3 15 Medium 2 15 × 2 = 30
CST4 20 High 3 20 × 3 = 60
CST5 10 Medium 2 10 × 2 = 20
CST6 15 Medium 2 15 × 2 = 30
CST7 18 High 3 18 × 3 = 54
CST8 12 Medium 2 12 × 4 = 24
CST9 08 Low 1 08 × 1 = 08

CST10 14 Medium 2 14 × 2 = 28

• Step 1: Calculate the Total Weighted Contribution

Sum up all the Weighted Contributions from Table 7:

Total Weighted Contribution = 90 + 75 + 30 + 60 +20 + 30 + 54 + 24 + 8 + 28 = 419

• Step 2: Calculate the Relative Figure of Merit for Every Code

The relative figure of merit for each CST code is then obtained by dividing the
Weighted Contribution for a particular CST code by the Total Weighted Contribution
and multiplying it by 100 to obtain a percentage:

Relative figure of merit = Weighted Contribution of each CST × 100
Total Weighted Contribution

CST1: 21.5%

CST2: 17.9%

CST3: 7.2%

CST4: 14.3%

CST5: 4.8%

CST6: 7.2%

CST7: 12.9%

CST8: 5.7%

CST9: 1.9%

CST10: 6.7%
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• Step 3: Distribution Analysis

To analyze the distribution, we perform the following calculations:
High Impact (CST1, CST2, CST4, CST7):

Total Weighted Contribution: 90 + 75 + 60 + 54 = 279

Relative Contribution of High Impact: 66.6%
Medium Impact (CST3, CST5, CST6, CST8, CST10):

Total Weighted Contribution: 30 + 20 + 30 + 24 + 28 = 132

Relative Contribution of Medium Impact: 31.5%
Low Impact (CST9):
Total Weighted Contribution: 8
Relative Contribution of Low Impact: 1.9%
From the above analysis, there is a clear dominance of “High Impact CSTs,” with

“Medium Impact CSTs” being in the middle and “Low Impact CSTs” occupying the last po-
sitions.

Table 7. Cybersecurity risks and practices for SMEs.

Code
#

Cybersecurity
Risks to SMEs Ref

Practices for Addressing the Identified Cybersecurity Risks

Categories Sub-Categories

Employee Training and
Awareness

• Conduct regular training
• Simulate phishing attacks
• Promote a culture of caution

Email Security

• Implement email filtering
• Use SPF, DKIM, and DMARC to

authenticate incoming emails and
prevent spoofing.

• Warn about suspicious email addresses

Multi-Factor
Authentication (MFA)

• Enable MFA
• Require MFA for remote access

Access Control and Least
Privilege

• Limit access to sensitive data
• Implement user activity monitoring

CST1

Phishing and
Social

Engineering
Attacks

(Arroyabe et al., 2024a;
Hossain & Hasan, 2024;

Mmango & Gundu,
2023; Sushma et al.,

2023)

Incident Response Plan
• Develop and test an incident response

plan
• Establish a reporting mechanism

Network Security
• Use firewalls and intrusion detection

systems
• Regularly update software and patches

Data Encryption
• Encrypt sensitive communications
• Ensure data at rest and in transit is

encrypted

Social Media Awareness
• Limit information sharing
• Monitor and audit your company’s

social media presence

Regular Backups • Backup critical data regularly
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Table 7. Cont.

Code
#

Cybersecurity
Risks to SMEs Ref

Practices for Addressing the Identified Cybersecurity Risks

Categories Sub-Categories

Network Segmentation and
Access Control

• Implement network segmentation to
prevent ransomware

• Limit user privileges

Regular Data Backup
• Perform automated backups
• Ensure backup encryption
• Maintain offsite and cloud backups

User Awareness and Training
• Conduct phishing awareness
• Run simulation exercise

Endpoint Protection and
Security Software

• Use advanced antivirus and
anti-ransomware software

• Implement behavioural detection

Regular Software Patching and
Vulnerability Management

• Regularly perform automated patching
• Conduct vulnerability scanning

CST2 Ransomware

(Djenna et al., 2024;
Hossain & Hasan,
2024; Mmango &

Gundu, 2023)

Multi-Factor Authentication
(MFA)

• Enforce MFA for critical systems

Isolation of Infected System
• Perform quick containment
• Ensure network segmentation for

containment

Decryption Tools and
Collaboration with Law
Enforcement

• Maintain awareness of access to
decryption tools

• Perform collaboration with authorities

Cybersecurity Insurance

• SMEs should consider purchasing
cybersecurity insurance that covers
ransomware attacks

• Ensure incident remediation and
recovery

Application Safe listing
• Allow only known and trusted

application execution on systems

Email Filtering and Web
Security

• Use advanced email filtering to block
malicious attachments, links, or
phishing emails

• Employ web security tools

Do Not Pay Ransom • Avoid paying ransom

Threat Intelligence Sharing
• Collaborate with industry peers
• Subscribe to threat intelligence feeds

Outsource to Managed
Security
Service Providers (MSSPs)

• Manage detection and cybersecurity
response internally

• Partner with MSSPs to provide
round-the-clock monitoring and
immediate detection of ransomware
infections

Employee Screening and
Monitoring

• Conduct pre-employment background
checks

• Continuous monitoring

Role-Based Access Control
(RBAC)

• Implement least privilege principle
• Periodically conduct access reviews
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Table 7. Cont.

Code
#

Cybersecurity
Risks to SMEs Ref

Practices for Addressing the Identified Cybersecurity Risks

Categories Sub-Categories

Data Loss Prevention (DLP)
Solutions

• Use DLP tools for monitoring data
movement

• Automatically block unauthorized
transfers

CST3 Insider Threats

(Alahmari & Duncan,
2020; Moneva &
Leukfeldt, 2023;

Saeed et al., 2023;
Bukhari et al., 2024;
Soner et al., 2024)

Behavioural Analytics and
Anomaly Detection

• Employs tools that monitor user
behaviour to detect anomalies

• Use AI-powered detection systems

Incident Response Plan for
Insider Threats

• Assign a dedicated insider threat
response team

• Conduct post-incident reviews to
identify vulnerabilities and improve
mitigation strategies

Segmentation of Critical Data
• Classify and segregate sensitive data
• Ensure sensitive data is encrypted

Regular Audits and
Compliance Checks

• Regularly review system logs
• Ensure policy enforcement audits

Termination and Offboarding
Procedures

• Revoke system access immediately upon
employee resignation or termination

• Use exit interviews to gauge employees’
sentiment

Use of non-disclosure
Agreements (NDAs)

• Require employees to sign NDAs
• Clearly define intellectual property

ownership and employee obligations

Psychological and
Organizational Factors

• Addressing workplace grievances
• Employee assistance programme

Third-Party Vendor and
Contractor Management

• Restrict third-party vendor access
• Include specific security clauses in

contracts with third-party

Cybersecurity Framework
Adoption

• Adopt cybersecurity frameworks like
NIST Special Publication 800-171 or ISO
27001

Physical Security Measures
• Restrict physical access
• Use surveillance cameras and visitor

logs

Cybersecurity Insurance • Invest coverage for insider threats

Endpoint Protection and
Anti-Malware Software

• Install and regularly update
anti-malware software

• Set up automated systems to
continuously scan devices and networks
for malicious activity

Regular Software Updates and
Patches

• Implement timely patch management
• Configure the system to download and

update software automatically

Network Segmentation and
Firewalls

• Implement network segmentation
• Use firewalls

Backups and Recovery Plan
• SMEs should implement regular

backups
• Implement a disaster recovery plan
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Table 7. Cont.

Code
#

Cybersecurity
Risks to SMEs Ref

Practices for Addressing the Identified Cybersecurity Risks

Categories Sub-Categories

CST4 Malware

(Hossain & Hasan,
2024; Saeed et al.,

2023; Maraveas et al.,
2024)

Access Control and Privilege
Management

• Implement the least privilege principle
• Use role-based access control (RBAC)

Incident Response Planning
• Develop an incident response plan
• Regular conduct incident response

training

Security Audits and
Vulnerability Assessments

• SMEs should conduct routine security
audits

• Conduct penetration testing

Vendor and Third-Party Risk
Management

• Assess third-party security
• Establish contractual security clauses

Cloud Security Practices
• Ensure cloud provider security
• Use secure access to cloud services

Strong Password Policies
• Enforce complex passwords
• Promote the use of password managers

Employee Training and
Awareness

• Regular provide training for employees
on recognizing phishing emails

• Provide real-world examples or
simulations of BEC attacks to help
employees spot common red flags.

• Establish a clear procedure for reporting
suspicious emails

Email Filtering and Anti-Spam
Solution

• Use advanced email filters
• Implement Domain-based Message

Authentication, Reporting and
Conformance (DMARC), Domain Keys
Identified Mail (DKIM), and Sender
Policy Framework (SPF) to reduce email
spoofing risks.

CST5
Business Email
Compromise

(BEC)

(Alahmari & Duncan,
2020; Campos et al.,

2016; Mmango &
Gundu, 2023)

Email Authentication and
Encryption

• Use secure email communication
• Educate on ‘Reply-to’ verification

Role-Based Access Control and
Least Privilege

• Implement role-based access controls
(RBAC)

• Implement the least privilege principle

Internal Communication
Policies

• Establish verification procedures for
financial requests

• Implement a policy where financial
requests or sensitive business decisions
are never made solely via email

Vendor Risk Management

• Establish third-party verification
• Work with suppliers and vendors to

ensure they follow shared security
standards

Regular Audits and
Monitoring

• Regularly audit email traffic analysis
• Monitor financial transactions
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Table 7. Cont.

Code
#

Cybersecurity
Risks to SMEs Ref

Practices for Addressing the Identified Cybersecurity Risks

Categories Sub-Categories

Enforcing Strong Password
Policies

• Implement minimum password length
and complexity

• Mandating regular password changes
• Enforcing the use of a blocklist password

Multi-Factor Authentication
(MFA)

• Implement MFA
• Use authenticator apps like Google

Authenticator, Microsoft Authenticator,
or other time-based OTP solutions for
accessing critical systems

Password Manager Tools
• Encourage SMEs to adopt password

manager tools like LastPass and
Dashlane

Credential Monitoring and
Detection

• Monitor data breaches
• Implement anomaly detection

CST6
Weak

Passwords and
Credential Theft

(Chidukwani et al.,
2024; Saeed et al.,

2023)

Limit Access and Privilege
Management

• Ensure least privilege access
• Implement RBAC

Secure Password Storage
• Perform hashing (crypt, Argon2) and

salting to secure passwords
• Adopt a trust architecture model

Network Security Measures

• Ensure all sensitive data, including
passwords, is transmitted over secure
channels using HTTPS, TLS, or similar
encryption protocols

• Use a VPN to access the company
network remotely

External Security Audits and
Penetration Testing

• SMEs should conduct regular
vulnerability assessments and
penetration testing to identity
weaknesses in passwords

• Perform third-party risk management

Patch Management and
Software Updates

• Ensure that all systems, software, and
applications are regularly patched and
updated

Regular Data Encryption • Encrypt sensitive data

Strong Authentication
Mechanisms

• Implement MFA (e.g., password + OTP)

Regular Software Updates and
Patch Management

• Keep all software, including operating
systems, applications, and security tools,
up-to-date

CST7 Data Breaches

(Campos et al., 2016;
Tanimu & Abada,

2025; Mantha et al.,
2021)

Data Backup and Disaster
Recovering Planning

• Regular data backups stored in secure,
offline locations can help SMEs recover
from data breaches

Network Security Measures
• SMEs should implement firewalls, IDS,

and IPS

Cloud Security and Secure
Backup Solutions

• Secure cloud backup solutions provide a
safeguard against data loss from
breaches or ransomware attacks

Advanced Threat Detection
Technologies

• SMEs should consider advanced threat
detection technologies like AI-based
anomaly detection systems
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Table 7. Cont.

Code
#

Cybersecurity
Risks to SMEs Ref

Practices for Addressing the Identified Cybersecurity Risks

Categories Sub-Categories

Supply Chain Visibility
• SMEs should implement real-time tracking and

monitoring
• Use secure collaboration tools

Cybersecurity Hygiene
and Training

• Implement basic cybersecurity practices like
strong password policies, MFA, regular patch
management, and network segmentation

• Install antivirus software and endpoint detection
and response (EDR) tools

Risk Diversification and
Redundancy

• SMEs should avoid relying on a single supplier or
vendor

• Use cloud and hybrid models with built-in
security measures

CST8 Supply Chain
Attacks

(Alahmari &
Duncan, 2020;
Campos et al.,

2016)

Secure Software
Development and
Patching

• SMEs should develop supply chain software
security

• Regularly patch and update all systems

Government and
Industry Standards
Compliance

• Adhere to cybersecurity frameworks like NIST
Cybersecurity Framework, ISO 27001, or GDPR

Collaboration with
Information Sharing
Platforms

• SMEs should collaborate and participate in
information sharing

Network Traffic
Monitoring Tools

• Implement real-time monitoring tools and
techniques for traffic profiling

Firewalls and Load
Balancers

• Use next-generation firewalls (NGFWs) to
provide deep packet inspection (DPI) and block
malicious traffic before it impacts systems

• Ensure load balancing

Rate Limiting
• Ensure rate limiting to control traffic within a

specific time frame
• Setting up connection throttling

Cloud-based DDoS
Protection Services

• Leverage cloud-based DDoS protection services
such as Cloudflare, Akamai, and Amazon AWS
Shield

Content Delivery
Networks (CDNs)

• Ensure CDNs to absorb traffic spikes

CST9

Denial of
Service (DoS)

and DDoS
Attacks

(Hossain &
Hasan, 2024)

Redundancy and
Failover Systems

• Establish a redundant system
• Ensure geographic redundancy

IP Blocklisting and
Geofencing

• Use IP blocklisting to block traffic from specific IP
addresses

• Use geofencing to restrict access from certain
geographic regions

Web Application
Firewalls (WAFs)

• Use WAFs to protect web applications

Multi-layered Defence
Strategy
(Defence in Depth)

• Incorporate a multi-layered security approach
• Integrate various technologies, such as DDoS

detection and anti-bot measures

Collaboration with ISPs
• SMEs can partner with their Internet Service

Providers (ISPs) to monitor and mitigate DDoS
attacks

Contingency Planning
and Business Continuity

• SMEs should establish business continuity plans
(BCPs)
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Table 7. Cont.

Code
#

Cybersecurity
Risks to SMEs Ref

Practices for Addressing the Identified Cybersecurity Risks

Categories Sub-Categories

Automated Patch
Management Tools

• SMEs should invest in automated patch
management tools

• Use affordable solutions that can
automatically download, test, and apply
patches across all systems

Regularly Patch Audits and
Assessments

• SMEs should implement regular patch
audits to identify and assess any missed
or outdated patches

• Ensure patches are tested before
deployment

CST10 Lack of Patch
Management

(Antunes et al., 2022;
Chae et al., 2022)

Prioritization of Critical
Patches

• SMEs should prioritize patches based on
the criticality and severity of the
vulnerabilities they address

• SMEs should also be aware of zero-day
vulnerabilities

Cloud Services with Built-in
Patch Management

• Transitioning to cloud services that offer
managed patching

Collaboration with Managed
Services Providers (MSPs)

• SMEs can partner with managed service
providers to outsource patch
management

• MSPs may also offer ongoing
monitoring and incident response
services

4.3. Defensive Practices for Addressing Cybersecurity Threats That Impact SMEs

Defensive cybersecurity threats in SMEs are crucial as these organizations often face a
disproportionate number of cyberattacks but lack the resources and expertise to manage
sophisticated threats. According to a literature review, several best practices can help SMEs
address cybersecurity, as presented in Table 7.

4.4. Research Methodologies, Approaches and Their Contribution to SMEs-Specific Cybersecurity
Threats

Studying cybersecurity in SMEs requires specific research methodologies and ap-
proaches, as SMEs face unique challenges compared to larger organizations. The methods
employed often address the resource constraints, limited expertise, and different risk envi-
ronments that SMEs experience. Here are the predominant research methodologies and
their contributions:

1. Qualitative Research. (Fotis, 2024a; Ismail et al., 2024; Knight & Nurse, 2020; Nautiyal
& Rashid, 2024; Waelchli & Walter, 2025)

Interviews and Case Studies: Researchers often conduct in-depth interviews with
SME owners, IT managers, and employees to understand their cybersecurity practices, risk
perceptions, and challenges. Case studies of specific SMEs or industry sectors also provide
detailed insights into the decision-making processes and threat management in SMEs.

Contribution: This approach focuses on SME vulnerabilities like the absence of profes-
sional staff qualified in cybersecurity, constrained financial and recognition problems, and
presents a more complex outlook on SME cybersecurity organizational culture and prac-
tices.

Focus Groups: Host a focus group of SME stakeholders (such as SME owners and
professionals in IT and cybersecurity) for an open-air concern-sharing session.
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Contribution: Furnishes an enhanced perspective of ongoing matters by other institu-
tions and organizations about cybersecurity. Furthermore, it construes misconceptions or
knowledge deficiencies that could be incurred in SMEs’ security plans.

2. Surveys and Quantitative Research. (Alqudhaibi et al., 2025; Ismail et al., 2024)

Surveys: Questionnaires are administered to SMEs in large numbers to collect infor-
mation on perceptions of their cybersecurity, current trends, normal and abnormal security
threats, and their preparedness. This typically comprises questions on the application of
security technologies, security policies and security training of employees.

Contribution: Useful for understanding how often specific security equipment is
utilized, how exposed small and medium businesses are, and the most typical cyberattack
patterns. It also enables researchers to generalize the results of the study to the remaining
SME population.

Statistical Analysis: This includes analyzing patterns in the frequency and types
of cyberattacks experienced by SMEs, as well as assessing the effectiveness of specific
cybersecurity strategies.

Contribution: Provides quantifiable insights into the relationship between cybersecu-
rity practices and outcomes (e.g., breach rates, financial losses), allowing for evidence-based
recommendations for SMEs.

3. Action Research. (Liang et al., 2023)

Action Research: In this methodology, researchers work directly with SMEs to help
them implement cybersecurity improvements and assess the impact of these challenges.
This involves iterative cycles of problem identification, intervention, and evaluation.

Contribution: This hands-on approach not only helps SMEs improve their cybersecu-
rity practices but also provides actionable insights into the practical challenges they face in
applying security measures. It bridges the gap between theory and real-world application.

4. Comparative Research. (Erbas et al., 2024)

Comparative Studies: Analysts make cross-sectional (between different sectors of
SMEs, for instance, the healthcare and the retail sector(s)) or cross-country between SMEs
and large firms’ comparison of cybersecurity measures.

Contribution: By comparing and distinguishing the cybersecurity strategies in the
context of SMEs and other types of business entities, which involves the comparison
of SMEs’ cybersecurity risks and cybersecurity risks in large companies or comparing
cybersecurity risks within SMEs, the researcher is able to identify specific risks that SMEs are
exposed to while doing business but may not necessarily be exposed to by large companies.

5. Cybersecurity Maturity Models. (Erbas et al., 2024; Nautiyal & Rashid, 2024)

Maturity Models: Various models are available to evaluate the cybersecurity level of
SMEs. These models give SMEs an assessment of their cybersecurity condition on aspects
such as policies, processes, technologies, and awareness.

Contribution: Maturity models help categorize SMEs based on their cybersecurity
readiness and identify areas that need improvement. These models also enable researchers
to benchmark cybersecurity practices against industry standards.

6. Scenario-based and Threat Modelling

Scenario-based Studies: These include conducting constructive as well as actual
cyber threat simulation exercises that SMEs might encounter (like phishing, ransomware,
insider threats).
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Contribution: Enables SMEs to gain an understanding of the nature of threats likely to
face their businesses and the effect of these threats. It enables the researchers to explain
how SMEs are weak in the use of specific attack types.

Threat Modelling: Threat modelling is applied by researchers to determine threats,
weaknesses and the consequences that are possible in case of a cyberattack in SMEs.
Sometimes, this involved drawing a plan of what relates to IT and where the problematic
areas are most likely to be found.

Contribution: Enables SMEs to gain a better insight into the threats they face and
design a better cybersecurity approach, as well as find out about vulnerabilities that the
SME would never have known were issues.

7. Longitudinal Studies. (Zhang & Malacaria, 2025)

Long-term Observational Studies: It is essential to capture the evolution of cybersecu-
rity practices of SMEs over a long period to capture their dynamics regarding their security
profile and experience new threats.

Contribution: Offers multidimensional analysis regarding the state and development
of cybersecurity measures and how internal and external conditions influence SMEs’ cyber-
security approach and measures in the long run.

8. Behavioural Research. (Ismail et al., 2024; Kiran et al., 2025)

Human Factors Research: There are not enough acceptable works on the human angle
of cybersecurity, such as employees’ behaviour, consciousness, and training. This might
entail a desire to know how employees engage with phishing trials or receptiveness to
security measures or policies.

Contribution: SMEs do not perform well when it comes to cybersecurity, and hu-
man error is ranked among the chief culprits. Analyzing behavioural patterns makes it
easier to develop training, awareness, and other activities and policies that respond to
these weaknesses.

9. Literature Reviews and Meta-Analysis. (Alqudhaibi et al., 2025; Fotis, 2024b; Jada &
Mayayise, 2024)

Systematic Literature Reviews: Researchers aggregate and analyze existing studies on
SME cybersecurity to identify trends, gaps, and best practices.

Contribution: This paper integrates the findings outlined across several different works
to offer an overview of SME cybersecurity threats, approaches, and issues. This makes it
easier to establish broad trends and even present a research-based set of conclusions.

10. Risk Assessment Frameworks. (Alqudhaibi et al., 2025; Knight & Nurse, 2020; Zhang
& Malacaria, 2025)

Risk Analysis and Assessment: Using frameworks such as NIST, ISO 27001, or cus-
tomized models, researchers assess the cybersecurity risks SMEs face based on their specific
business context, size, and industry.

Contribution: These frameworks assist SMEs in risk recognition, evaluation, and
ranking. Thus, SMEs can allocate more efforts to the protection of the areas which they are
most sensitive to.

Table 8 presents research methodologies’ impact on SMEs’ basic objectives, such as
Risk Identification, Risk Mitigation, Compliance and Regulatory, Long-Term Strategy, and
Employee Awareness.

Figure 5 visualizes the correlation between the SMEs’ objectives. Correlation coef-
ficients were calculated using Pearson’s correlation method to identify the strength and
direction of relationships among the main variables. This approach follows standard statis-
tical procedures described by Cohen and Pallant (Dufera et al., 2023; Sedgwick, 2012). The
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intensity of the colours and numerical values represents the strength and direction of these
correlations, ranging from 1.0 (perfect positive correlation) to 0 (no correlation).

Table 8. Research methodologies’ impact on SMEs’ basic objectives.

S.
No

Research
Methodology Risk Identification Risk Mitigation Employee

Awareness
Compliance and

Regulatory
Long-Term

Strategy

01

Qualitative Research
(Interviews, Case

Studies, Focus
Groups)

■ ■ ■ ■ ■ ■ ■ ■
■ ■ (8) ■ ■ ■ ■ ■ ■ (6) ■ ■ ■ ■ ■ ■ ■

■ ■ (9) ■ ■ ■ ■ (4) ■ ■ ■ (3)

02

Surveys and
Quantitative

Research (Survey,
Statistical Analysis)

■■■■■■■■■
■ ■ (11) ■ ■ ■ ■ ■ ■ ■ (7) ■ ■ ■ ■ ■ ■ (6) ■ ■ ■ ■ ■ ■ (6) ■ ■ ■ (3)

03
Action Research

(Practical
Implementation)

■ ■ ■ ■ ■ ■ ■ ■
■ ■ (8)

■ ■ ■ ■ ■ ■ ■ ■
■ ■ (10)

■ ■ ■ ■ ■ ■ ■
■ ■ (9) ■ ■ ■ ■ ■ (7) ■ ■ ■ ■ ■ ■ ■

■ ■ (9)

04

Comparative
Research

(Comparing SMEs
with Large Firms)

■ ■ ■ ■ ■ ■ ■ (7) ■ ■ ■ ■ ■ (5) ■ ■ ■ (3) ■ ■ ■ ■ (6) ■ ■ ■ (3)

05

Cybersecurity
Maturity Models
(Frameworks for

Assessing Maturity)

■ ■ ■ ■ ■ ■ (6) ■ ■ ■ ■ ■ ■
■ ■ (8) ■ ■ ■ (3) ■ ■ ■ ■ ■ ■ ■

■ ■ (9) ■ ■ ■ ■ ■ ■ (8)

06

Scenario-based and
Threat Modelling

(Simulating Attacks
and Modelling

Threats)

■■■■■■■■■
■ ■ (11)

■ ■ ■ ■ ■ ■ ■ ■
■ ■ (10) ■ ■ ■ ■ (4) ■ ■ ■ ■ (6) ■ ■ ■ (3)

07

Longitudinal Studies
(Tracking

Cybersecurity
Progress Over Time)

■ ■ ■ ■ ■ ■ ■ (7) ■ ■ ■ ■ ■ ■ (6) ■ ■ ■ ■ (4) ■ ■ ■ ■ (6) ■■■■■■■ (11)

08

Behavioural
Research

(Human Factors,
Training, Awareness)

■ ■ ■ ■ (4) ■ ■ ■ ■ ■ ■ ■ (7) ■■■■■■■■■
■ ■ (12) ■ ■ ■ (3) ■ ■ ■ (3)

09

Literature Reviews
and Meta-Analysis

(Synthesis of
Previous Research)

■ ■ ■ ■ (4) ■ ■ ■ (3) ■ ■ ■ (3) ■ ■ ■ (3) ■ ■ ■ (3)

10

Risk Analysis and
Assessment

(Identifying and
Assembling Cyber

Risks)

■■■■■■■■■
■ ■ (11)

■ ■ ■ ■ ■ ■ ■ ■
■ ■ (10) ■ ■ ■ (3) ■ ■ ■ ■ ■ ■

■ ■ (10) ■ ■ ■ ■ ■ ■ (6)

Key Observations:

1. Strong Positive Correlations:

There is a high correlation between Risk Mitigation and Compliance and Regulatory
(0.86), as well as between Long-Term Strategy and Compliance and Regulatory (0.89).
This suggests these objectives are strongly interconnected, likely because effective risk
mitigation and regulatory compliance are foundational for long-term planning.

Risk Identification correlates significantly with both Compliance and Regulatory (0.72)
and Long-Term Strategy (0.73), reflecting that recognizing risks is critical for maintaining
compliance and ensuring sustainable strategies.

2. Moderate Positive Correlations:
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Risk Mitigation has a notable correlation with Risk Identification (0.69) and Long-Term
Strategy (0.85), indicating that managing risks supports broader strategic objectives.

3. Low OR Negligible Correlations:

Employee Awareness shows weak correlations with most other objectives:

• Risk Identification (0.08)
• Compliance and Regulatory (0.12)
• Long-Term Strategy (0.15)

This suggests that employee awareness initiatives are not strongly aligned with these
strategic objectives in the dataset represented.

Figure 5. Correlation between various SME Factors/Objectives.

4.5. Focus and Research on SME Cybersecurity by Region and Industry

Figure 6 was developed based on a comprehensive literature review and data synthesis
of previous studies on cybersecurity in small- and medium-sized enterprises (SMEs). The data
underlying this figure were derived from secondary sources, including peer-reviewed journal
articles, industry reports, and conference proceedings published between 2015 and 2025.
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Figure 6. Focus and research findings on SME cybersecurity by region and industry.

Each region (North America, Europe, Asia, Australia, Africa, and South America) and
industry category (Retail, Healthcare, Technology, Manufacturing, and Other Industries)
was evaluated according to the relative research emphasis or focus level observed in the
literature. The focus levels were quantified on a 1–10 scale, representing the extent to which
each sector and region has been addressed in SME cybersecurity research:

• 1–3 indicates low research attention,
• 4–7 indicates moderate attention, and
• 8–10 indicates high attention.

Scores were computed through a frequency-weighted averaging method, where the
number of studies focusing on each industry–region pair was counted and normalized to
fit the 1–10 scale. This approach provided a comparative visualization of the intensity of
academic and applied research focus across global regions and key industries.

Key Observations:

1. Regional Trends:

# North America and Europe demonstrate the highest focus across all industries,
indicating these regions lead in SME cybersecurity research.

# Asia shows strong research efforts, particularly in the Technology and Health-
care industries.

# Africa and South America exhibit comparatively lower levels of focus, with
only modest efforts across industries.

2. Industry-Specific Insights:

# The Technology Industry consistently receives the highest focus across all
regions, reflecting its critical need for robust cybersecurity measures.

# The Healthcare Industry also receives significant attention, especially in North
America and Europe, likely due to increased digitalization and regulatory
requirements.

# Retail and Manufacturing industries see moderate levels of focus, with a
stronger emphasis on developed regions.
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# Other Industries, such as agriculture or small-scale services, tend to receive
the least attention overall.

3. Global Disparities:

# Developed regions (North America, Europe) show a more balanced and high-
level focus

# across all industries, while developing areas (Africa, South America) lag, par-
ticularly in sectors outside of healthcare and technology.

Implications:

# Policymakers and researchers in developing regions should prioritize cybersecu-
rity awareness and solutions in industries like Manufacturing and Retail to ensure
equitable growth.

# Industries like Technology and Healthcare require sustained investment in cybersecu-
rity due to their critical vulnerabilities.

# Collaboration between regions with advanced research (e.g., North America and
Europe) and those with lower focus levels could help address global cybersecurity
challenges.

4.6. Critical Gaps in SMEs Cybersecurity Research

Figure 7 illustrates the critical gaps in SME cybersecurity research, categorized by key
challenges and their percentage representation. The graph prioritizes gaps that require
urgent attention, highlighting the areas where current research and practices fall short.

Figure 7. Critical gaps in SME cybersecurity research.

Analysis:

1. Lack of Awareness and Training (25%):

This is the most significant gap, indicating that SMEs lack sufficient knowledge about
cybersecurity risks and best practices (Zhao et al., 2024). Employees and leadership often
underestimate the impact of cyber threats, leading to vulnerabilities.
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Training programmes and awareness campaigns are essential for equipping SMEs
with the knowledge to identify, mitigate, and respond to threats (Burská et al., 2022).

2. Limited Resource Allocation (20%):

SMEs often lack the financial and human resources to invest in robust cybersecurity
measures (Almahmoud et al., 2025). This gap reflects a need for cost-effective solutions
tailored to SMEs, such as subsidized cybersecurity tools or government-funded initiatives.

3. Insufficient Policy Frameworks (15%):

Policies and regulatory frameworks designed explicitly for SMEs are inadequate
(Toftegaard et al., 2024). Current policies often cater to larger enterprises, leaving SMEs
without clear guidance or actionable compliance standards (McIntosh et al., 2023).

4. Outdated Technology Use (12%):

SMEs frequently rely on outdated software and hardware, which increases their
exposure to cyber risks (Chidukwani et al., 2022). This is often due to budget constraints or
a lack of understanding of modern technologies.

5. Focus on Reactive vs. Proactive Measures (10%):

Many SMEs only implement cybersecurity measures after experiencing an attack.
This gap highlights the need for proactive strategies, such as regular risk assessments,
penetration testing, and threat intelligence systems (Gunes et al., 2021).

6. Poor Incident Response Plans (8%):

SMEs often lack structured response plans for cybersecurity incidents (Geach, 2021).
This can result in delayed recovery, financial losses, and damage to reputation after an at-
tack.

7. Ineffective Vendor Solutions (5%):

Cybersecurity products and services are often designed for large organizations, making
them unsuitable for SMEs (Naseer et al., 2021). Vendors need to develop scalable, affordable,
and user-friendly solutions tailored to the unique needs of SMEs.

8. Underrepresentation of SME Needs in Studies (5%):

Research on Cybersecurity predominantly focuses on large enterprises, neglecting
the specific challenges faced by SMEs (Medeiros et al., 2023). More studies are needed to
understand their unique vulnerabilities and develop targeted strategies.

Implications:

# Prioritizing Awareness and Resources:

The graph highlights the importance of increasing awareness and resource allocation
as the foundational steps to improve SME cybersecurity.

# Proactive vs. Reactive Approaches:

A shift in mindset from reactive to proactive measures is critical. SMEs must prioritize
investments in preventive technologies and processes rather than waiting for breaches
to occur.

# Customized Solutions for SMEs:

The gaps suggest that both policymakers and technology vendors need to address the
unique requirements of SMEs. Tailored frameworks, cost-effective solutions, and specific
research for SMEs can significantly reduce their cybersecurity risks.

# Collaboration Opportunities:
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Collaboration between governments, the private sector, and research institutions could
bridge these gaps. For example, partnerships could provide SMEs with subsidized access
to cybersecurity training, tools, and incident response expertise.

The gaps identified in Figure 7 provide a roadmap for future research and action in
SME cybersecurity. By addressing these critical challenges, the overall resilience of SMEs to
cyber threats can be significantly improved.

5. Summary and Conclusions of the Study
This paper systematically identified cybersecurity threats to SMEs and assessed defen-

siveness strategies addressing their constraints and risks. The listed threat types included
phishing, ransomware, insider threats, supply chain threats, denial of service (DoS), and
other attacks. SMEs are most vulnerable to these threats because of the restricted funds,
the lack of professional IT protection, and the insufficient defensive measures that were
grouped into training interventions, endpoint protection tools, cloud services, network
protection, and access-regulation regimes. Of all of them, the training option was found
to be the most effective and the most recommended measure, especially for combating
phishing and insider threats. At the same time, it is necessary to note deficiencies in the
follow-up of the stated defensive measures’ uninterrupted application and long-term em-
ployment. Some of the observations made were that SMEs perhaps engage in reactive
approaches to cybersecurity rather than planning appropriately for it. Therefore, the study
finds that SME cybersecurity is a threat that requires a comprehensive response to counter.
Mitigating measures like training, endpoint protection, and cloud-based solutions are
important; all the aversion measures mentioned above are helpful and applicable, but they
have constraints and a lower utilization priority.

To address these challenges, the study emphasizes the need for:

1. Proactive Measures: Regarding cybersecurity, businesses should transform from
simply responding to threats to a more strategic approach to the problem that includes
constant risk analysis and future planning.

2. Sustainability of Training Programmes: This is why awareness must be constant and
frequently reinforced through the culture set up in the company.

3. Resource Optimization: SMEs can, therefore, improve the security of their organiza-
tions by building on affordable solutions and adopting threat intelligence sharing
services from the cloud across organizations at a fractional cost of exclusive control so-
lutions.

4. Policy and Vendor Collaboration: Leaders in government and technology industries
should, therefore, offer policies and products that will enhance the cybersecurity
frameworks in SMEs.

The results should prove useful to policymakers, academics, and SMEs to formulate
prevention and management measures. The future research direction in the subject area is
to investigate the viability of AI-based solutions, the influence of governmental incentives
on SMEs, and the effects of international cybersecurity standards on the SME sector. By
addressing these areas, the SMEs would be better placed to overcome challenges that come
with the cyberspace environment.

6. Implication of the Study
The findings from this SMS of cybersecurity threats and defensive approaches for

SMEs present several significant implications:

1. Enhanced Awareness of Threat Landscape: This paper for SMEs summarizes the
current top-level threats that this sector faces in terms of cybersecurity. Because SMEs
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are aware of the kind of threats and threat vectors that dominate their environment
while operating, they can allocate resources and attention appropriately.

2. Guidance for Resource Allocation: Since most SMEs operate under tightly controlled
financial and technical resource environments, these mapped-out defensive strategies
can point to where to deploy these scarce resources. The threats identified make it
easier for SMEs to concentrate on cost-efficient solutions that can provide adequate
security to the companies.

3. Policy and Training Development: The research findings can help policymakers
and industry regulators to launch the relevant programmes and policies, such as
cybersecurity training and local regulatory frameworks, that address the significant
hurdles to SMEs. This could motivate the adoption of the proper practices and
technologies at various political stages.

4. Foundation for Future Research: The discussed SMS is the prerequisite for future
research on SME cybersecurity. The breakdown of the issues highlighted in the
case allows the researchers to find out the directions in which new technologies and
methodologies can be applied to mitigate specific risks in SMEs.

5. Customized Cybersecurity Solutions: Most of the existing works call for the develop-
ment of more generalized as well as more organization-specific security solutions that
are more appropriate for SMEs. Businesses with limited technological expertise may
adopt these findings to potentially develop cost-effective tools and services that are
simple to implement using available software tools.

6. Collaborative Cybersecurity Ecosystem: The benefits are not limited to promoting
cooperation between SMEs and large companies and cybersecurity service providers.
This approach suggests that the development of a mutual threat database and syn-
chronized defensive measures can help SMEs increase their overall security levels.

7. Encouragement for Cybersecurity Investment: This study makes the need for proper
cybersecurity infrastructure investments transparent by providing examples of how
cybersecurity breaches can affect an organization. It can be used as an argument for
SME leadership to put their money where their protection is.

8. Benchmarking and Standards: The SMS is helpful as it paints a picture of the state
of the identified best practice that an SME has implemented to determine its cy-
bersecurity posture. It also creates a foundation of best practices for the growth of
field-specific cybersecurity benchmarks and policies.

9. Impact on SME Competitiveness: When SMEs implement better cybersecurity, they
reduce their risk of threats while, at the same time, creating more credibility in the
market. It can give competitive advantages in fields that require data security for
clients and partners because of its nature.

10. Long-term Sustainability: Considering the study, the timely implementation of defen-
sive measures explained above guarantees long-term functional flexibility to SMEs,
reducing risks of financial and reputational loss due to cyber threats.

When these implications are taken as a means of implementing policies and activities,
they will help stakeholders improve SMEs’ cybersecurity position and protect their jobs
within the global economy.

7. Limitations of the Study
This SMS clarifies the state of the cybersecurity threats and countermeasures for SMEs

at present. However, several limitations, which in some ways are self-imposed, need to be
highlighted to situate the present research and its results properly.

1. Scope of Data Sources: The study mainly depended on scholarly articles, business
materials, and data accessible to the public. Although these sources present strong
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and reliable information, some of the practices and threats faced might not be fully
reflected, particularly in minority sectors of SMEs or some geographic areas.

2. Publication Bias: The inclusion of rich sources of published documents poses the
danger of publication bias into the equation. A large number of positive research
results or remarkable cases of work may be published, which may distort the picture
of adequate protective measures or the share of threats.

3. Generalizability: This SMS is primarily directed at the SME and its maturing cyber-
security concerns and guard mechanisms. It is also important to note that although
some of the findings may refer to larger organizations or other sectors, the results are
specific to the SME population and should not be generalized outside of this setting.

4. Methodological Constraints: Despite this, the SMS process entails rigorous activity,
which ultimately limits it owing to the selection criteria and frameworks in question.
As a result of comparing the proposed empirical criteria, some relevant studies or
other innovative approaches might have been filtered out because of poor fit.

5. Rapid Evolution of Threats and Defensive Approaches: This sort of threat and activity
changes frequently, so commemorative defensive strategies are a necessity. The very
characteristic of an SMS is static, which means it trails real-life developments in
the field.

Mitigating these limitations in future research will ensure that there is a better appreci-
ation of the cybersecurity issues facing SMEs, as well as enhance the creation of effective
protective mechanisms. First, future research could use a broader range of source data
to support this type of analysis; second, it could add actual verification to the proposed
models. Finally, future research could expand the investigations of the specific sector and
the region, and analyze the difficulties that relate to it in view of the outcomes provided by
this work.
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