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Abstract

This article presents a practical guide for developing a cybersecurity strategy that integrates
COBIT 2019 with the ISO/IEC 27000 series of standards. Although COBIT 2019 provides
strong frameworks for IT strategy and governance, it does not specifically prescribe a
cybersecurity strategy. This article addresses this gap in the strategy literature by building
upon the ISO/IEC 27000 series, which is designed to be adaptable for organizations of
all types and sizes, as well as being suitable for various regulatory and technological
environments. First, a synthesis of COBIT 2019 and the ISO/IEC standards (particularly
27014, 27001, 27036, and 27701) identifies six key themes for a cybersecurity strategy. A
more specific qualitative content analysis of ISO/IEC 27014 (which focuses on board-level
information security governance) and COBIT 2019 (which outlines execution mechanics)
confirms the validity of these themes with traceability at the clause and objective levels.
To operationalize these themes, a three-step method is put forward: setting alignment
objectives and scope; translating these into IT strategy decisions using COBIT governance
and management objectives and practices; and establishing a cybersecurity strategy through
ISO/IEC 27001. Additionally, ISO/IEC 27701 for privacy and ISO/IEC 27036 for supplier
governance are incorporated where relevant. An illustrative example is provided using
anonymized data from public sources, and the applicability and limitations of the research
findings are discussed.

Keywords: IT strategy; cybersecurity strategy; digitalization; business objectives; IT
governance; COBIT; strategy alignment; ISO 27001; ISO 27014; ISO 27036; ISO 27701

1. Introduction

The development and deployment of digital technologies continue to expand in
business, as well as in wider society. These advancements offer significant benefits but also
introduce new vulnerabilities that should be proactively addressed. The potential impact
of such threats was illustrated in September 2025, when Jaguar Land Rover (JLR), Britain’s
biggest car maker, suffered a cyberattack that halted production at three UK factories.
The UK government has made a £ 1.5 billion rescue fund available to the company “after
hackers breached the company’s IT systems” [1] (p. 2). Developing a robust cybersecurity
strategy has now become a strategic necessity to safeguard against such potential threats,
which can severely threaten an organization’s business continuity. Data breaches damage
a company’s reputation, and considerable costs can be incurred by the infrastructure
works carried out to recover from such events and then prevent them from happening
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again. Cybersecurity is now not only an IT issue but is increasingly accepted as a broader
business concern, prompting organizations to develop and implement a cybersecurity
strategy. As the pace and impact of digitalization accelerate, almost all organizations will
face cyberattacks and need to protect their critical data, supply chain operations, and IT
infrastructures. This requires the alignment of a cybersecurity strategy with business and
IT objectives to optimize the use of IT resources and comply with internal and external
business regulations. This article focuses on one possible approach to meeting this challenge,
which is the application of the Control Objectives for Information and Related Technology
(COBIT) [2] framework in conjunction with the adoption of specific ISO standards.

The need for an alignment of business objectives with IT strategy is well docu-
mented [3-5] and can be traced back to Earl’s [6] classic model of IT and IS strategy
development, and more recent studies have highlighted the requirement for an aligned
cybersecurity strategy [7]. However, there are few sources that directly set out a compre-
hensive approach to cybersecurity strategy development, and it is this gap that this article
addresses. More specifically, the article answers the following research questions (RQs):

RQ1. How do COBIT and the ISO 27000 [8] series of standards relate to cybersecurity issues?

R(Q2. How can these standards be combined and utilized in the strategy development process?

While COBIT 2019 excels at IT strategy and governance, it does not prescribe a cyber-
security strategy. This is addressed by integrating ISO/IEC 27014 [9] with COBIT’s gover-
nance/management objectives and operationalizing the result—together with ISO/IEC
27001/27036/27701 [10-15]—into a three-step, evidence-based method that is applied
using an illustrative company IT strategy (Appendix A: Table A1l).

The article comprises six sections. Following this brief introduction, the research
methodology is set out in Section 2. Section 3 then reports on relevant literature sources,
examines the COBIT and ISO 27000 texts, and identifies the key concepts for subsequent
analysis. In Section 4, the two RQs are addressed, and some emergent issues are briefly
discussed in Section 5. Section 6 provides a conclusion to the study, summarizes the key
issues raised in the article, and points out future areas for related investigation and analysis.

2. Research Method

This study utilizes a qualitative, inductive research design to ensure both academic
rigor and practical applicability in developing a cybersecurity strategy approach that inte-
grates COBIT and ISO standards. There were two phases in the research process (Figure 1).
In Phase 1, a narrative literature synthesis was conducted to set the organizational and
governance context [16,17], and a directed qualitative content analysis (QCA) was applied
to a coded corpus comprising COBIT 2019 (Governance & Management Objectives) and
ISO/IEC 27014:2020. In addition, ISO/IEC 27001:2022, ISO/IEC 27036 (supplier relation-
ships), and ISO/IEC 27701:2025 (PIMS) were used contextually to inform interpretation
but were not part of the coded corpus unless explicitly noted. This Phase 1 work resulted
in a provisional conceptual framework for a more detailed assessment and integration of
existing standards. In Phase 2, this outline framework was applied in an illustrative exam-
ple, where a three-step process was set out to assess usability and coherence in practice.
These two phases are discussed in more detail below.
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Figure 1. The two-phase research process.

2.1. Phase 1: Narrative Synthesis and Qualitative Content Analysis

Narrative synthesis is a qualitative approach that involves carefully examining and
integrating findings from multiple studies. This methodology places an emphasis on the
interpretative aspects of research, typically involving case studies, documented standards
and regulations, and firsthand data as well as the recent literature of relevance. According to
Popay et al. [18], “narrative synthesis relies on the use of words and text to summarise and
explain the findings of multiple studies, rather than relying solely on numerical data”. It
allows researchers to investigate patterns, relationships, and themes that are present across
a variety of sources, engendering a thorough understanding of the research challenge. Here,
the narrative synthesis facilitated the interpretation of complex findings from the extant
literature, regulations and standards. This is accomplished by structuring the synthesis
through the use of concept mapping and textual descriptions. Petticrew and Roberts [19]
point out that “narrative synthesis is particularly valuable when studies vary in design,
population, or intervention, as it enables researchers to construct a coherent story from
fragmented evidence”.

Narrative literature synthesis focuses on the integration and interpretation of find-
ings rather than on reporting database search strings; accordingly, the scope and selection
logic (inclusion/exclusion criteria; purposive/theoretical sampling with snowballing) are
set out here rather than search strings. Inclusion criteria were: enterprise-level gover-
nance/strategy relevance; explicit links to performance, risk/compliance, or stakeholder
accountability; and standards with organization-wide scope. Exclusion criteria were:
academic studies other than widely adopted standards and authoritative best-practice
documents (e.g., ISO/IEC, ISACA) (such materials were used only contextually where
needed). The selection approach was purposive/theoretical sampling informed by the
authors’ practitioner experience, complemented by backward /forward snowballing.

Building on this synthesis, directed qualitative content analysis (QCA) was applied
to a coded corpus comprising COBIT 2019 (Governance & Management Objectives) and
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ISO/IEC 27014:2020 (Governance of Information Security) to derive and stabilise the cate-
gories used. COBIT 2019 and ISO/IEC 27014:2020 were selected for the QCA specifically
because both are governance-centric; furthermore, ISO/IEC 27014:2020 provides a prin-
cipled bridge to relate the strategy and governance concepts to other standards in the
ISO/IEC 27000 series. ISO/IEC 27001:2022, ISO/IEC 27036 (supplier relationships), and
ISO/IEC 27701:2025 (PIMS) were used contextually to inform interpretation and the case
study and were not part of the coded set unless explicitly noted.

The coded corpus comprises COBIT 2019 (Governance & Management Objectives) and
ISO/IEC 27014:2020. ISO/IEC 27001/27036/27701 are used contextually but are not coded.
The codebook, rules, and example excerpts are provided in Appendix B (Tables A2-A4),
with per-category coding counts in Table A5. The QCA findings are reported in Section 4.1.

The literature review focused on key themes such as IT strategy alignment, cyberse-
curity, and the security vulnerabilities introduced by digitalization, as well as an analysis
of the complementarities and differences between the COBIT 2019 framework [2] and a
number of ISO standards, but notably the ISO/IEC 27014 standard. This provided the basis
for the development of a provisional conceptual framework, outlined below in Section 3.4.

To systematically explore the complementarities and gaps between the COBIT frame-
work and the ISO 27000 series standards, a qualitative content analysis was conducted.
Utilizing Mayring’s structured approach [20] and Schreier’s practical guidelines [21], this
analysis was applied to a carefully defined set of governance documents. The selection of
these documents was based on their direct relevance to governance. More specifically, the
integration of COBIT 2019 (focusing on IT governance) with ISO/IEC 27014 (centered on
information security governance) was to facilitate a comprehensive and practical approach
to cybersecurity strategy development.

For COBIT 2019, the Governance and Management Objectives document formed the
primary corpus, as it comprehensively outlines 40 governance and management objectives
structured across five areas of activity (called “domains”). These domains provide detailed
guidance on how IT governance supports business objectives and are directly relevant to
the development of a cybersecurity strategy. Supporting COBIT documents, such as the
Design Guide and Implementation Guide, were used as contextual references but were not
subjected to systematic coding to maintain analytical focus.

For ISO/IEC 27014, the entire document was included in the analysis, since its scope
is focused exclusively on governance of information security and it is relatively concise,
with well-defined objectives (e.g., entity-wide information security, risk-based decision
making, conformance, fostering a security culture, and performance monitoring) and
processes (evaluate, direct, monitor, communicate). Its principles, processes, and role
definitions provide a normative foundation for information security governance, making a
comprehensive analysis both necessary and feasible.

Key concepts were identified in the PCF derived from the COBIT framework and the
ISO/IEC 27000 series standards noted above. Segments from COBIT and ISO/IEC 27014
were coded against these categories, enabling systematic comparison and synthesis.

2.2. Phase 2: Illustrative Case Example

A documented and anonymized case example was used to illustrate the integrated
cybersecurity strategy governance model developed in phase 1. The example is derived
from public sources, including investor reports and press releases from a publicly listed
quick service restaurant (QSR) group, as well as a published success story on cloud mod-
ernization. These sources were cross-referenced for consistency. The artifacts noted in
Appendices A and B were constructed by the authors to demonstrate how the framework
can be operationalized. They are not internal company documents, and no claims are
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made regarding the company’s implementation of the framework during the observed
period. This is in line with the similar use of case examples used for both teaching and
research [22,23].

The case study company is an international business operating on a global scale
in the fast-food sector. It provides employment for approximately 7500 people at its
headquarters and restaurants in Turkey. In addition, the company operates with more than
700 restaurants in the Turkish market, generating estimated annual sales of approximately
USD 240 million. Digital channels account for 70% of all orders, with online delivery
representing 85% of delivery sales, reflecting a technology-driven and customer-centric
operational model.

The company maintains a streamlined yet strategically focused IT function of ap-
proximately 30-35 full-time professionals. The Head of Technology reports directly to the
CEO and works in close alignment with the Chief Marketing & Digital Officer to drive a
customer-centric digital agenda. The IT organization is structured around core capabilities:
application development (including mobile, web, and CRM systems), cloud infrastructure
on Azure Kubernetes Service (AKS), data analytics, and cybersecurity. While strategic
architecture and product innovation are managed internally, infrastructure operations,
DevOps pipelines, and real-time monitoring (via Prometheus, Grafana, Alertmanager, and
New Relic) are supported through a partnership with a national managed services provider.

Cybersecurity responsibilities are embedded within the IT team, with an internal
security lead handling day-to-day operations and compliance for privacy, while strategic
oversight and risk governance rest with the technology executive and are reviewed at
the executive committee level, consistent with the company’s obligations as a publicly
listed entity.

3. Relevant Literature and Standards

This section reports on an analysis of the literature and relevant standards based on
the inclusion and exclusion criteria noted above, complemented by backward /forward
snowballing. The reported literature is covered in three main sections: Section 3.1 discusses
issues of relevance regarding digitalization and cybersecurity. Then, in Section 3.2, strategy
alignment and integration are examined. This is followed in Section 3.3 by a review of the
relevant IT governance frameworks and standards. Finally, the emergent themes from the
assessment of relevant standards and frameworks are brought together in Section 3.4 in a
provisional conceptual framework for the subsequent research phase.

3.1. Digital Technologies and Cybersecurity (Contextual Background)

The benefits and threats associated with different digital technologies (Figure 2) vary.
For example, Internet of Things (IoT) devices, especially those embedded in smartphones,
are widely used in our daily and corporate lives and contain the data of both employees
and customers. With the growth of 5G networks, a new era of interconnection with IoT
devices is emerging. The integration of 5G technology and IoT is set to expand the realm of
fog computing, occupying the conceptual space between the cloud and edge computing.
This is of significance, for example, for Industry 4.0 developments: the improvement in
data processing speed and efficiency will bring cloud capabilities closer to where data
is generated and analysis is performed, thus reducing latency and improving overall
system performance [24]. This communication between multiple devices renders them
open to security vulnerabilities from outside influences, attacks, or unknown software bugs.
Effective management of such assets is a necessary aspect when considering cybersecurity
culture [25].



Standards 2025, 5, 33

6 of 26

AUGMENTED

Rosortics

DIGITAL
TECHNOLOGIES

INTERNET of
THINGS

Ebce
COMPUTING

3D PrinTING

COMPUTING

CLroup
COMPUTING

T g

COMPUTING ARTIFICAL
INTELLIGENCE

Figure 2. The digital technologies (based on [26]).

Artificial intelligence (AI) and its deployment via machine learning have cross-
company implications for cybersecurity. The recent emergence and rapidly expanding
use of ChatGPT illustrates just how quickly and significantly Al technology can enter our
daily lives [27]. It also provides an example of how digital technologies can be used to
bypass the latest security protocols to create smart malware and control data to conduct
cyberattacks. In the US, the National Institute of Science and Technology (NIST) has de-
veloped a framework to better manage risks associated with Al as regards individuals,
organizations, and society. The NIST Al Risk Management Framework (Al RMF) aims
to improve the integration of credibility concerns into the design, development, use, and
evaluation of Al products, services, and systems [28]. Also, the EU Al Act is poised to be a
pivotal piece of legislation, shaping the Al regulation landscape in the EU. As technology
continues to evolve rapidly, concerns surrounding ethical Al development, data privacy,
and algorithmic transparency have come to the fore. In this context, the EU Al Act purports
to be a comprehensive framework designed to address these concerns, while fostering
innovation and ensuring the responsible use of Al technologies [29].

Quantum computers will continue to evolve rapidly and facilitate high-level, complex
computations that have new implications for IT governance [30]. This technology has
a processing power that can solve many cryptographic algorithms by brute-force attack,
especially in the short term. In the long run, however, quantum computers will likely make
data more secure by enabling organizations investing in this space to reconsider existing
encryption algorithms and processes [31].
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Nevertheless, the net overall increase in potential cybersecurity threats resulting from
rapid digitalization highlights the need for appropriate policies as well as skilled cybersecu-
rity IT professionals within organizations [32]. From financial transactions to professional
networking, organizations will increasingly use and rely upon digital technologies to
support their business operations. Furthermore, since the COVID-19 pandemic, remote
working has become significantly more important for businesses, but it has also introduced
new cybersecurity risks that organizations must address [33]. Regulatory compliance is
another key aspect of the challenge facing businesses, which must comply with a range of
regulations and laws, including those concerning data privacy and the use of Al [34,35],
some of which in-house IT departments may not be fully aware of [36].

3.2. Strategy Alignment and Integration (Contextual Background)

Organizations can more effectively recognize, evaluate, and control these risks by
integrating their business, IT and cybersecurity strategies and plans. The benefits of ef-
fective business—IT strategy alignment are well documented, maximizing returns from
IT investments and adding business value [37]. For example, research conducted by Poe-
len [38] on an SAP platform of a globally operating financial organization indicated that
business-IT alignment had a positive effect on the business value of IT regarding commu-
nication, data sharing, and productivity (at local business unit level) and cost reduction (at
central IT level). More specifically, Kocu [39] (p. 60) concluded that “business—IT alignment
positively affects six dimensions of business agility: agile values, technology workforce,
change management, collaboration and coordination, and flexible infrastructure”. On the
other hand, a Harvard Business Review Analytic Services survey reported that lack of
Business-IT alignment becomes a barrier to digital transformation, productivity, and value
management [40]. However, the digital era has brought a new rationale for such alignment.
The heightened risks associated with rapid digitalization, and ensuring the organization’s
technology investments comply with the prevailing regulatory requirements, necessitate
the alignment of business, IT and cybersecurity strategies.

In terms of how to approach this alignment, a number of models and frameworks have
been put forward in recent decades. The Strategic Alignment Model (SAM) of Henderson
and Venkatraman [41] is often seen as the standard from which several subsequent models
and frameworks have been developed. There are two main dimensions—strategic fit and
functional integration—in a four-quadrant model. A subsequent framework was developed
by Aversano et al. [42] for measuring the degree of alignment between business processes
and software systems, and de Castro et al. [43] developed a tool to analyse and enable
alignment, using a Model Driven Architecture approach. The balanced scorecard [44] has
also been used in this context. Bricknall et al. [45], for example, used the balanced scorecard
to align IT strategy with business strategy in a pharmaceutical company, whilst Balafif
and Haryanti [46] used an IT balanced scorecard for assessing the impacts of Business
Strategy-IT alignment.

Building upon a number of these frameworks and models, Wynn and Weber [47] put
forward a matrix model for strategy development and implementation, in which alignment
of technology infrastructure, IT systems and business objectives was a key driver. It also
suggested other frameworks and methods could operate under and within their umbrella
model, including, for example, project management and IT Governance methods.

3.3. IT Governance: The COBIT and the ISO 27000 Standards

IT governance ensures compliance with laws and standards, and promotes a risk-based
perspective, not ignoring the vulnerabilities that may arise from the use of technology.
When the need for IT governance first emerged in the 1980s, there was no established
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framework or method that organizations could use to manage their IT infrastructure. The
ITIL (Information Technology Infrastructure Library) framework was then developed in
the UK in the late 1980s, describing IT service management processes in detail and of-
fering recommendations on how to design, plan, implement, operate, and continually
improve these processes. ISACA (Information Systems Audit and Control Association)
adapted ITIL’s approach for IT service management to IT governance and released the
COBIT (Control Objectives for Information and Related Technology) framework in 1996. In
parallel, COSO (Committee of Sponsoring Organizations of the Treadway Commission)
released an internal control and enterprise risk framework for corporate governance in
1992 [48]. In the first version of COBIT, an appropriate control framework for IT auditing
was introduced based on COSO’s internal control framework. In summary, COBIT is an
IT governance framework that aligns information technology objectives with business
objectives and processes by providing a risk perspective. COBIT provides customiz-
able, comprehensive, and practical management to help organizations better manage
their IT assets. COBIT 2019 consists of an extensive documentation set produced by
ISACA, which covers governance and management objectives, design methodology, and
implementation practices.

COBIT 2019: Governance and Management Objectives [2] and ISO/IEC 27014:2020
represent the most authoritative frameworks for IT governance and information security
governance, respectively. As noted above, the COBIT 2019, the Governance and Manage-
ment Objectives document details 40 governance and management objectives structured
across five domains, including “Evaluate, Direct and Monitor” (EDM), “Align, Plan and
Organize” (APO), “Build, Acquire and Implement” (BAI), “Deliver, Service and Support”
(DSS), and “Monitor, Evaluate and Assess” (MEA). ISO/IEC 27014:2020 represents the core
international standard specifically addressing the governance of information security. Its
principles, processes, and role definitions provide a normative foundation for information
security governance, making a comprehensive analysis both necessary and feasible. While
COBIT 2019 offers updated guidance that reflects the latest trends and practices in IT
governance, their predecessors COBIT 4.1 (dating from 2007) and COBIT 5 (dating from
2012) [49] remain important due to their established presence, familiarity, and alignment
with existing organizational frameworks

In addition to ISO 27014, there are other standards of relevance that together pro-
vide a comprehensive framework for managing information security risks. ISO 27001, in
particular, offers a standardized approach for implementing and managing information
security management systems (ISMS). It requires organizations to identify, assess, and
treat information security risks, ensuring a continuous improvement cycle. ISO 27005 [50]
complements ISO 27001 by providing specific guidance on risk assessment and treatment.
It outlines a systematic approach to risk management, from identification and assessment
to treatment and monitoring. This standard helps organizations prioritize risks and allocate
resources effectively. For organizations dealing with personal data, ISO 27701 offers valu-
able guidance on privacy management. It provides recommendations on how to identify,
assess, and treat privacy risks, ensuring compliance with privacy laws and regulations like
GDPR. This standard helps organizations protect sensitive information and maintain trust
with their customers.

By adopting the ISO 27000 series of standards, organizations can potentially bene-
fit in several regards. These include enhanced credibility, reduced risk of data breaches,
improved operational efficiency, and enhanced compliance with industry-specific regula-
tions. By following these standards, organizations can demonstrate their commitment to
information security whilst protecting their valuable assets.
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3.4. Provisional Conceptual Framework for Cybersecurity Strategy

A systematic analysis of the core governance framework (COBIT 2019) and security
ISO/IEC 27000 series standards, as examined in Section 3.3, identified six critical themes for
an integrated cybersecurity strategy, which also builds upon the emergent themes from the
literature review. These six themes reflect the multi-dimensional risk landscape, including
wider supply chain challenges. These are: IT Strategy and Digitalization; Cybersecurity
Governance and Culture; Integrated Risk and Compliance Management; Performance Mon-
itoring and Assurance; Strategic Alignment of Business, IT, and Security; and Stakeholder
Engagement and Third-Party Risk (Figure 3).

Aligns cybersecurity with
business strategy,

ensuring it is a core part of
corporate governance.

Manages both security risks
and privacy compliance,
particularly for customer
data.

IT Strategy &
Manages security risks Digitalisation
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Business, IT, and
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Ensures that security functions
as an enabler for business
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Figure 3. Provisional conceptual framework for cybersecurity strategy: six key themes (based on
COBIT 2019 and ISO 27000 series standards).

The proposed framework integrates core principles from ISO/IEC 27001 (information
security), ISO/IEC 27014 (governance), ISO/IEC 27701 (privacy), and ISO/IEC 27036
(supply chain security). To demonstrate the relevance of these themes and their traceability
to the analyzed standards, the specific linkages to COBIT and ISO principles are mapped
in Table 1.

Table 1. Provisional conceptual framework (PCF) themes: alignment and description.

PCF Themes

Aligned ISO 27000

COBIT 2019 Basis Standards

Description/Key Activities

1. IT Strategy &
Digitalization

This theme addresses the dual
opportunities and threats of

APO02—Managed
Strategy

ISO/IEC 27014:2020 (Clause
7.2.3—Set the direction of
acquisition) Clause
7.3.3—Direct)

digitalization (Al IoT, etc.)
discussed in Section 3.1. COBIT
APOQ2 provides the IT strategy
framework, while ISO 27014
guides the risk assessment of
new technology adoption.

2. Cybersecurity
Governance &
Culture

EDMO01—Ensured
Governance Framework
Setting and
Maintenance

ISO/IEC 27014:2020 (Clause
7.2.1—Entity-wide
governance; Clause
7.2.5—Security-positive
culture)

COBIT provides the general IT
governance structure, while
ISO/IEC 27014 provides the
specific information security

governance principles, including
the promotion of a
“security-positive culture”.
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Table 1. Cont.

PCF Themes

COBIT 2019 Basis

Aligned ISO 27000
Standards

Description/Key Activities

3. Integrated Risk &
Compliance
Management

EDMO03—Ensured Risk
Optimization
APO12—Manage Risk
MEAO3—Managed
Compliance with
External Requirements

ISO/IEC 27014:2020 (Clause
7.2.2—Risk-based approach)
ISO/IEC 27001 (Clause 6.1.2
risk assessment), Clause 6.1.3
(risk treatment)
ISO/IEC 27701:2025 (PIMS)

This responds to the need to
manage both security risks
(ISO/IEC 27001/27014) and
privacy/regulatory compliance
(ISO/IEC 27701, GDPR) in a
single, integrated framework.

4. Strategic Alignment
of Business, IT, &
Security

EDMO02—Ensured
Benefits Delivery

ISO/IEC 27014:2020 (Clause
7.2.6—Ensure the security
performance meets current
and future requirements of
the entity) ISO/IEC
27001:2022 Clause 6.2
(Information security
objectives)

The value of alignment is
discussed in the extant literature
(see Section 3.2). COBIT EDMO02
links IT investments to business

strategy. ISO/IEC 27014
explicitly links security
performance to organizational
performance.

5. Performance
Monitoring &
Assurance

MEA(O1—Managed
Performance and
Conformance
Monitoring
MEA02—Managed
System of Internal
Control
MEA(03—Managed
Compliance with
External Requirements

ISO/IEC 27014:2020 (Clause
7.3.4—Monitor)
ISO/IEC 27001:2022 Clause 9
(Monitoring, measurement,
analysis and evaluation),
Clause 10 (Continual
improvement)

There is a need to be able to
measure the effectiveness of
cybersecurity. This theme is
derived from COBIT’s MEA
(Monitor, Evaluate and Assess)
domain, ISO/IEC 27014’s
“Monitor” process, and ISO/IEC
27001’s clauses on performance
evaluation.

6. Stakeholder
Engagement &
Third-Party Risk

EDMO05— Ensured
Stakeholder
Engagement

ISO/IEC 27036 Series
(Cybersecurity—Supplier
relationships); ISO/IEC
27036-2:2022 (Requirements
for supplier relationships);
ISO/IEC 27036-3:2023
(Guidelines for hardware,
software, and services for
supply chain security);
ISO/IEC 27014:2020 (Clause
7.3.5—Communicate).

This theme integrates COBIT’s
focus on stake-holder
Engagement with ISO/IEC
27014’s Clause 7.3.5
“Communicate” process and,
critically, the specific
third-party/supply chain risk
focus of the ISO 27036 series.

4. Results

4.1. RQ1. How Do COBIT and the ISO 27000 Series Standards Relate to Cybersecurity Issues?

This section addresses RQ1 using Qualitative Content Analysis as described in Sec-

tion 2.1. In COBIT 2019 [2], cybersecurity strategy is not integrated within the broader
framework of the governance and management of enterprise IT. The framework does not
prescribe a specific cybersecurity strategy. Still, it suggests aligning cybersecurity with
business objectives and ensuring it is managed effectively as part of the overall governance
system. COBIT 2019 outlines 40 governance and management objectives and five domains
that provide practical guidance for cybersecurity. Among these, EDM03: Ensure Risk Opti-
mization is designed to help organizations identify, assess, and manage cybersecurity risks
in alignment with their risk tolerance levels. At the same time, APO13: Manage Security
supports the establishment and maintenance of strong information security and cyberse-
curity policies, processes, and controls to protect enterprise information and technology.
Additionally, DSS05: Manage Security Services focuses on operationalizing the cybersecu-
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rity strategy through the implementation of essential security services such as vulnerability
management, incident response, and access controls. These objectives collectively guide
organizations in building and maintaining effective cybersecurity practices.

However, they do not directly mention a cybersecurity strategy. This absence of
a cybersecurity strategy framework can be addressed by the incorporation of ISO/IEC
27014, which provides guidance on the governance of information security, emphasizing
that senior management should develop an information security strategy aligned with
organizational objectives, ensuring that entity and information security requirements are
harmonized to meet the current and evolving needs of stakeholders.

Key elements of COBIT and ISO/IEC 27014 can be mapped against the six themes
established in the PCF as shown in Table 2, which consolidates the themes derived from
the QCA. This analysis illustrates that while COBIT 2019 offers robust support for IT
strategy formulation and governance, it does not specifically address cybersecurity strat-
egy. ISO/IEC 27014 complements COBIT by providing governance principles that focus
explicitly on information security (also known as cybersecurity), including risk-based
decision-making, promoting a security culture, and enhancing stakeholder communication.

Table 2. COBIT and ISO/IEC 27014 references to PCF themes based on QCA.

Cybersecurity COBIT 2019 Reference & ISO/IEC 27014:2020 Reference & Comment/
Strategy Theme/Code Extract Extract Relevance
7.2.3 Set the direction of
APO02—Managed Strategy: acquisition: “The impact of
“Provide a consistent approach  information security risk should T
IT Strateey & integrated with enterprise be adequately assessed when Il))llc;gclltaclﬁeza?:llorrrl{e ﬁaz;elfsz’
Di italizft}il on strategy management to undertaking new activities, as em,er ‘N
& ensure IT enables and including adoption of new risks/o orgtu rﬁ ties
supports the achievement of technology, outsourcing PP '
enterprise objectives”. arrangements and contracts with
external suppliers”.
COBIT covers IT governance . . .
broadly but is not a dedicated 7,,’ 2.1 Entlty-Wlde.governa.n ce:
. Governance of information .
cybersecurity strategy. security should ensure that Developing a robust
Cybersecurity Example: EDM01— Ensured in format}i,on security obiectives cybersecurity strategy;
Governance & Governance Framework . Y o) ISO fills COBIT’s gap
. . . are comprehensive and integrated .
Culture Setting and Maintenance: at the entity level” at security governance
“Evaluate, direct and monitor T y -y level.
the governance system and 7.3 Processes: “Evaluate, Direct,
practices” Monitor, Communicate”.
APO12—Managed Risk: . .
“Establish and maintain a risk ,,7'2'2 Rlsk—baseq approa(?h.
Governance of information
management framework that .
o . . security should be based on
is integrated with enterprise . o . .
Risk & Compliance risk management”. MEA03— compliance obligations and Compliance issues
Integration Managed Com li;mce with risk-based decisions”. and IT security risks
& Extfrnal Re EirementS‘ 7.2.4 Conformance: “Ensure that  as central challenges.
“Evaluate a dhgrence to la\‘/vs policies and practices conform to
regulations and contractual 1r1terr1a1. and exteﬂrnal
requirements”. requirements.
EDMO02—Ensured Benefits 7.2.6 Ensure performance: “The Alienment of
Strategic Alignment Delivery: “Ensure that governing body should link busir%ess IT and
of Business, IT & IT-enabled investments information security performance c berse,cu;‘it
Security deliver the expected benefits to the performance of the ys trategies Y

in line with business strategy”.

organization and of the entity”.
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Table 2. Cont.
Cybersecurity COBIT 2019 Reference & ISO/IEC 27014:2020 Reference & Comment/
Strategy Theme/Code Extract Extract Relevance
MEAOL— Managed 7.3.4 Monitor: “The governing F.ra.m ework usa.blhty
Performance and . is illustrated via an
Performance o body should receive the report on .
o Conformance Monitoring: . . anonymised example,
Monitoring & " . the effectiveness of the operation d
Collect, validate and evaluate .. showing performance
Assurance . of each ISMS and evaluate it in L
business, IT and process goals . e monitoring in
. the context of entity priorities”. .
and metrics”. practice.
7.2.5 Security-positive culture:
“Top management should require,
EDMO05— Ensured prom ot'e and suppqrt Stakeholder
coordination to establish a
Stakeholder Engagement: N . . engagement, user
Stakeholder " positive information security
Ensure that stakeholders are V . awareness, and
Engagement & culture”. 7.3.5 Communicate:

Third-party Risk

informed about the
governance system’s
performance and results”.

cultural adaptation in
digitalized

environments.

“Report to external interested
parties that the entity practices a
level of information security
commensurate with the nature of
its activities and priorities”.

A coherent cybersecurity strategy can be developed using the ISO standards in a
layered approach: ISO/IEC 27014 provides the governance intent and direction at the
top—clarifying the governing body’s role to evaluate, direct, monitor, and communicate
so that security objectives are aligned with business goals and risk appetite (ISO/IEC
27014:2020). ISO/IEC 27001 operationalizes that intent through an ISMS: defining scope
and context, establishing risk criteria, setting measurable security objectives, selecting
and implementing controls, and running continuous Plan-Do—Check-Act improvement so
strategy becomes an auditable management system (ISO/IEC 27001:2022). Finally, ISO/IEC
27036 broadens the strategy beyond the organization’s boundary by incorporating supplier
and ICT supply chain security into sourcing and contracts. This requires the implementation
of a supplier relationship strategy, risk-based acquisition decisions, assurance, performance
monitoring, and cloud-specific responsibilities. where relevant (ISO/IEC 27036-1:2021;
ISO/IEC 27036-2:2022; ISO/IEC 27036-3:2023; ISO/IEC 27036-4:2016). Together, 27014
(govern), 27001 (manage), and 27036 (extend to third parties) can translate leadership intent
into enterprise-wide and supply chain-aware cybersecurity strategy, tightly coupled to
business value, risk, compliance, and continuous improvement.

The directed QCA applied to ISO/IEC 27014:2020 and COBIT 2019 establishes trace-
ability at both the clause and objective levels, providing the basis for evidence-based
integration. It demonstrates how the governance intent of ISO/IEC 27014—encompassing
Evaluate, Direct, Monitor, and Communicate, along with risk-based decision making, strat-
egy approval, organizational culture, and stakeholder communication—correlates with
COBIT’s governance mechanisms (Evaluate, Direct, and Monitor) and execution processes
(Align, Plan, and Organize/Build, Acquire, and Implement/Deliver, Service, and Sup-
port). This mapping leads to the identification of the six strategic themes summarized in
Table 2. Appendix B contains the codebook, examples, guidelines, and counts that support
these themes.
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4.2. RQ2. How Can These Standards Be Combined and Utilized in the Strategy
Development Process?

The six strategy themes (Table 2) underpin a three-step development process, serv-
ing as design constraints and levers, and encompassing business, IT and cybersecurity
strategies. These steps incorporate components of COBIT 2019, and the ISO/IEC 27000
series standards.

In Step 1 (Review & Align Business and IT Objectives), the themes frame board-level
alignment: set or confirm measurable IS/IT objectives against enterprise goals (Strate-
gic Alignment), define risk appetite and conformance expectations (Integrated Risk &
Compliance), identify stakeholder/supplier expectations (Stakeholder & Third-Party),
articulate cultural/role mandates (Governance & Culture), confirm digitalization prior-
ities (IT Strategy & Digitalization), and agree performance indicators/review cadence
(Performance & Assurance).

In Step 2 (Develop or Revise IT Strategy), each theme is translated into IT strategic
choices and portfolios using COBIT 2019 governance/management objectives and practices
(EDM/MEA for oversight; APO/BAI/DSS for plan-build-run)—e.g., APO02 for strategy,
APO12 for risk, APO10/DSS with 27036 cues for suppliers, EDM01/EDMO05 for governance
and stakeholder Engagement, and MEA01-03 for performance and assurance.

In Step 3 (Define the Cybersecurity Strategy integrating COBIT 2019 and ISO/IEC
27000 series), the themes are instantiated as security objectives and controls using
ISO/IEC 27014 for governance direction and ISO/IEC 27001 for ISMS objectives/risk
treatment/controls, with ISO/IEC 27701 (privacy) and ISO/IEC 27036 (supplier) as con-
textual extensions; monitoring/communication obligations loop back into the perfor-
mance and stakeholder themes. Thus, the themes are not labels but the operational back-
bone that drives Step 1 objectives, Step 2 IT strategy choices, and Step 3 cybersecurity
strategy definition.

Building on the above process template, an exemplar case study was conducted to
illustrate an integrated approach to cybersecurity strategy development, following this
three-step process. This case study is an author-generated artefact and is for illustrative
purposes only.

4.2.1. Step 1. Review and Align Business and IT Objectives

An essential building block for an effective cybersecurity strategy is the alignment
of IT objectives with overall business strategy. This has been much discussed in business
and IT literature [6,40-42,47] and is integral to COBIT 5 [49] and COBIT 2019 [2]. Table 3
presents an author-constructed analytical artifact derived from public sources and reported
as an anonymized illustrative example.

Table 3. Alignment of business and IT objectives (illustrative example).

Business Objectives IT Objectives
Increase system-wide sales by Ensure 99.9% uptime and sub-second response
maintaining high digital penetration time for mobile/web ordering platforms
(70%+ of all orders) and growing during peak hours; scale Azure Kubernetes
online delivery share (currently 85% Service (AKS) infrastructure dynamically to
of delivery) handle traffic surges without degradation.
Optimize end-to-end order fulfilment cycle
Maintain customer satisfaction time via real-time monitoring
through fast, reliable, and seamless  (Prometheus/Grafana/New Relic); reduce app
digital experiences crash rate to <0.1% and improve average page

load time to under 1.5 s.
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Table 3. Cont.

Business Objectives

IT Objectives

Ensure secure, compliant processing
of payment transactions and
customer data (PCI-DSS, privacy
regulations)

Implement and maintain a formal Information
Security Management System (ISMS) with
annual third-party audits; enforce
least-privilege access controls across all systems
handling PII and payment data.

Support rapid product innovation
and promotional agility (e.g., new
menu launches, pricing experiments)

Enable CI/CD pipelines for zero-downtime
deployment of new features and promotions;
provide API-driven integration between CRM,
POS, and marketing automation tools for
targeted campaigns.

Optimize operational cost per order
while scaling the store network (700+
locations)

Leverage cloud cost optimization tools (Azure
Cost Management) to reduce infrastructure
spend by 15% YoY; automate store-level
technology provisioning via
Infrastructure-as-Code (IaC).

Maintain executive and regulatory
confidence as a publicly listed entity
with significant third-party
dependencies

Deliver quarterly cybersecurity risk reports to

the Executive Committee; ensure documented

SLAs and incident response coordination with
the national managed services provider.

4.2.2. Step 2. Develop (or Revise) IT Strategy

Before considering a cybersecurity strategy per se, the existing IT strategy should be
revisited and revised as necessary. COBIT 2019 (and previous COBIT versions) provide
clear guidance on developing IT strategy, including APO02 (Figure 4).

Understanding enterprise context and direction

N2

Assess current capabilities, performance and digital maturity of the enterprise

N

Define target digital capabilities

\Z

Conduct a gap analysis

\

Define the strategic plan and road map

A4

Communicate the IT strategy and direction

Figure 4. Defining an IT strategy in accordance with COBIT 2019 APOO02 practices (top line).

Establishing an IT portfolio can be a useful approach in developing and aligning
IT strategy. An IT portfolio can be seen as a set of managed technology assets, process
investments, human capital assets, and project investments allocated to business strate-
gies according to an optimal mix based on assumptions about future performance [51].
Managing the IT portfolio as a whole provides an effective way of ensuring technology
investments are in line with overall business objectives. The company can make better
choices about where to invest resources if it has a greater grasp of how technology supports
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business goals. It offers a thorough overview of a company’s technological architecture,
making it easier to spot areas that require investment and set priorities for resources. A top-
line example of IT strategy, based on the case study company, is provided in Appendix A,
by way of illustration.

4.2.3. Step 3. Define the Cybersecurity Strategy Integrating COBIT 2019 and ISO/IEC
27000 Series

A cybersecurity strategy, aligned with IT and business strategies, should be sponsored
by senior management and communicated between business, IT, and security staff. Up-
coming changes, projects, challenges, and other concerns need regular review [52]. Table 4
extends the illustrative example contained in Table 3 to show alignment of business, IT, and
cybersecurity objectives with initiatives/controls, ownership, and metrics for a cybersecu-
rity strategy. This is an author-constructed analytical artifact, derived from public sources,
of an anonymized exemplar company.

Table 4. Alignment of business, IT, and cybersecurity objectives with initiatives/controls, ownership,

and metrics for cybersecurity strategy (illustrative example).

Accountable
. . g Owner &
Business ITObjectives  CyPersecurity Key Initatives/Control  ineling with
jectives jectives ets efs KPI/KRI
(MEA-Aligned)
Implement availability
Ensure 99.9% uptime  controls aligned with . s
Increase and sub-second ISO/IEC 27001:2022 High-availability

system-wide sales
by maintaining

response time for
mobile/web

Clause 8.2 information
security risk

architecture reviews;
capacity /run-book tests;

CIO & CISO;
Q2-Q3. KPI: %

high digital ordering platforms assessment. Ensure WAF & D[.)OS tuning; availability vs.

. N . i . o change gating for peak e
penetration (70%+  during peak hours; service continuity campaigns. 190 /IEC SLA; failover
of all orders) and scale Azure under load; embed paighs. 1547 MTTR. KRI:

. ) . ) 27001 8.3; A.5.1, (info sec .
growing online Kubernetes Service =~ DDoS protection and olicy), A.8.6 (capacit capacity breaches
delivery share (AKS) infrastructure  application-level WAF POUCy), 3.6, pactty at peak. Review:
management) A.5.30. (ICT
(currently 85% of dynamically to within AKS ingress to readiness for bu.sir;ess MEAO1.
delivery) handle traffic surges  prevent disruption of continuity)
without degradation.  revenue-generating y
channels.
Threat-model &
Enforce secure SAST/DAST in pipeline;
Optimize end-to-end 4 SBOM + dependency
. software development .
o order fulfillment . scanning; blue-green Head of AppDev
Maintain lifecycle (SSDLC)
customer cycle time via practices to prevent releases with rollback. & CISO; Q2
. . real-time monitoring NESR ISO/IEC 27001 A.8.25 pilot/Q3 rollout.
satisfaction vulnerabilities in . A .
through fast (Prometheus/Grafana/New user-facing (Secure development life KPI: % services
’ Relic); reduce app cycle), A.8.26 (Application ~with SSDLC gates;

reliable, and
seamless digital
experiences

crash rate to <0.1%
and improve average
page load time to
under 1.5 s.

applications; align
with ISO/IEC
27001:2022 for secure
development and
testing.

security requirements),
A.8.27 (Secure system
architecture),
A.8.28.(Secure coding),
A.8.29 (Security testing in
development)

defect escape rate.
KRI: P1 vulns age.
Review: MEAO1.




Standards 2025, 5, 33

16 of 26
Table 4. Cont.
Accountable
. . o Owner &
gllljs.mi.s S IT Objectives g)l;l.)er:'ecurlty Is<ety g‘slt(l)aﬁvfs)/ Control Timeline with
jectives jectives ets efs KPI/KRI
(MEA-Aligned)
RoPA (Record of
Processing Activities),
Establish a Privacy DPIA (Data Privacy
Implement and Information Impact Assessme'nt) DPO & CISO; Q2
Enstre secure maintain a formal Management System where needed; gap analysis/Q3
. * Information Security ~ (PIMS) per ISO/IEC tokenisation and key 7
compliant M S 27701:2025 . . PCI DSS remediation. KPI:
rocessing of anagement System : , ensuring management; % systems with
p avment (ISMS) with annual lawful processing of attestation workflow; RoPA: % PCI
tranrs)a(}t,tions and third-party audits; customer data; least-privilege controlgs Oasse d
enforce integrate PCI-DSS P '

customer data
(PCI-DSS, privacy

least-privilege access
controls across all

controls into cloud

enforcement. ISO/IEC

27701; 1SO/IEC 27001 KRI: privacy

incidents per 10k

regulations) architecture (e.g., A.8.10-13 (information bx. Review:
& systems handling PII tokenization, deletion, data masking, ME A03 '
and payment data. encryption at rest/in ~ data leakage prevention, '
transit). information backup);
A.5.34 (privacy and
protection of PII)
Apply
Enable CI/CD iierfgng:z-gi;%n S Automated Vulnerability
pipelines for PHRCIp. . P scanning; secrets .
. . pipelines; ensure . . DevOps Lead;
Support rapid zero-downtime automated detection; container Q2-04 phased
product deployment of new . . baseline hardening; s phasec.
. . vulnerability scanning . : KPI: % pipelines
innovation and features and and secrets feature-flag kill-switches. with securit
promotional promotions; provide y

ISO/IEC 27001 A.8.25-29

agility (e.g., new API-driven management are (secure development life | sates;
. . integrated into . . time-to-restore.
menu launches,  integration between . cycle, application security  Jeak
ricin, CRM, POS, and Cl/CD—supporting requirements, secure KRI: leaked secret
ex IZrimegnts) me{rketirll ISO/IEC 27001:2022 system archi’;ecture events. Review:
P . 5 A.8.25-29 and 27014’s y . Y MEAOQL1.
automation tools for e . . secure codmg, security
targeted campaigns integration with testing in development)
' enterprise
architecture”.
Leverage cloud cost Iifii?;ggii?j
optimization tools management (CSPM) CSPM policies (qullc Cloud CoE Lead:
(Azure Cost storage, key rotation, .
.. to detect . Q2 baseline/Q3
Optimize Management) to . . ) MFA); asset inventory
. . misconfigurations that S enforcement.
operational cost  reduce infrastructure reconciliation; zero-trust o .
. . o could lead to breaches KPI: % compliant
per order while spending by 15% . . L1 network rules. ISO/IEC i
. or financial loss; align resources;
scaling the store YoY; automate . 27001 Clause 8.2 .
network (700+ store-level with ISO/IEC information security risk cost-avoidance.
. 27001:2022 Clause 8.2 Y KRI: critical
locations) technology

provisioning via
Infrastructure-as-
Code (IaC).

information security
risk assessment on
asset management and
protection.

assessment—A5.23
(information security for
use of cloud services)

misconfig count.
Review: MEAOQL.
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Accountable
: . o Owner &
Objectes 1T Objectives ey Set (150 Ref . Timeline with
J J KPI/KRI
(MEA-Aligned)
Head of
. . Procurement &
ljiosimrialig tz;::;ﬁarg Supplier tiering; due Vendor Risk
Deliver quarterly & P diligence & contract Manager with
o ISO/IEC 27036-3, .
N cybersecurity risk . . . clauses; continuous CISO; Q2 segmen-
Maintain including supplier S )
. reports to the monitoring; incident tation/Q3
executive and ) agreements, . 1SO /IEC K
regulatory Executive continuous notice terms. / contracts. Key
con figdence isa Committee; ensure monitorine. and ioint 27036-2/-3; ISO/IEC Performance
S documented SLAs .. & J 27014 Clause 7.3.5 Indicator: %
publicly listed and incident incident response Communicate. ISO/IEC critical suppliers
entity with plans; report security ' . a supp
L response . 27001 A5.21-22 (managing with 27036
significant S . posture to board using . . . O o s
: coordination with information security in clauses; % with
third-party . ISO/IEC 27014:2020 - .
; the national the ICT supply chain; evidence of
dependencies . Clause 7.3.4 (report on . . .
managed services . monitoring, review and  controls. Key Risk
. the effectiveness of the .
provider. . change management of Indicator:
operation of each . . .
supplier ser-vices) supplier
ISMS) -
non-conformities.
Review: MEAQ3.
The six cybersecurity strategy themes can be applied across the three-step process to
classify actions and ensure a comprehensive strategy outcome. An example is given in
Table 5, illustrating the relevance of the ISO/IEC 27000 series standards, notably ISO/IEC
27001, ISO/IEC 27701, ISO/IEC 27036, and ISO/IEC 27014, as well as COBIT 2019.
Table 5. Mapping the six cybersecurity strategy themes to the three-step strategy development
process with COBIT 2019 and ISO/IEC 27000 series integration.
Cybersecurity Aslgelr)‘ }B_u Is{ie:el:s‘fl"‘if)- Step 2—Develop/Revise IT Step 3—Define Cybersecurity
Strategy Themes gkey Actions ’ Strategy (via COBIT 2019) Strategy (via ISO/IEC 27000)
A Link IS/IT APOO02 (Managed strategy), 27014: Clause 7.3.3 Direct
Strategic Alignment oo : (approve IS strategy); 27001:
. objectives to APOO5 (Managed portfolio), : .
of Business, IT & . Clause 6.2 Information Security
. enterprise goals; APO06 (Managed Budget and . .
Security defi objectives, Clause 5 Leadership,
efine value targets Costs) .
annex A (alignment controls)
Integrated Risk & Setrisk APOI12 (Managed risk), MEAQ3 2/ 014 Clause 7.2.2 risk-based
. appetite/ criteria; . decisions; 27001: Clause 6.2/6.3
Compliance . . . (compliance), EDMO03 (Ensured . .
identify compliance . o risk assessment/treatment plan;
Management L risk optimization) o
obligations map key obligations
Performance Choose KPIs/KRIs; MEAO01 (perfprmance), MEAOQ02 27014: Clause 7.3.4'Mon1tor
o . (Managed internal control), Clause 7.3.5 Communicate; 27001:
Monitoring & review cadence; .
. MEAO03 (Managed Compliance Clause 9 (performance
Assurance accountability . . .
with External Requirements) evaluation)
. Define “tone from EDMO1 (Ensured governance 2.701.4: Clause 7.2 governance
Cybersecurity . objectives Inc. Clause 7.2.5 Foster
the top”; framework), APO07 (Managed . .
Governance & | dates: H R APOOS a security-positive culture; 27001:
Culture roles/mandates; uman Resource),

awareness goals

(Managed relationships)

Clause 7.2-7.4 (compe-
tence/awareness/communication)
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Table 5. Cont.

Step 1—Review &

Cybersecurity Align (Business-IT): Step 2—Develop/Revise IT Step 3—Define Cybersecurity
Strategy Themes key Actions Strategy (via COBIT 2019) Strategy (via ISO/IEC 27000)
APOQ2 (managed strategy),
BAIO1 (Manage all programs from
the investment portfolio in
Prioritise digital sii«lir;me)ngggohl e(ﬁil;lznseil 27014: Clause 7.2.3 (direction of
IT Strategy & adop- &Y . & acquisition); 27001: Cloud & ICT
ol . . ) operations: coordinate and .
Digitalization tion/retirement; . Supply Chain controls (A.5.21,
. . execute the activities and
sourcing choices . . A.5.23)
operational procedures required
to deliver internal and outsourced
1&T services), EDM04 (managed
resource optimization)
Stakeholder tion?if)le;’zcl::)sg:; for  enga IZE}ZEE it;éel}(l)o(lizla od 27014: report to interested parties;
Engagement & 595 ¢ 5 27036: supplier governance;

Third-Party Risk

stakeholders and
suppliers

vendors) DSS01-DSS04 (Deliver,
Service and Support domain)

27001: A.5.19-22 supplier controls

Figure 5 presents a practical governance model based on the findings from the QCA
of COBIT 2019 and ISO/IEC 27014, as well as insights gained from the narrative synthesis
of the mentioned standards. The ISO/IEC 27014 standard serves as the foundation for
governance, guiding the board and top management in their directing, monitoring, and

communication roles. COBIT 2019 specifies the execution of governance through defined
objectives and practices, with EDM and MEA focusing on oversight, and APO, BAI, and DSS
addressing planning, building, and operations. ISO/IEC 27001 establishes the Information
Security Management System (ISMS) as the framework for setting objectives, managing risks,
and implementing controls. Additionally, ISO/IEC 27701 integrates Privacy Information
Management System (PIMS) requirements to ensure stakeholder privacy. Finally, ISO/IEC

27036 addresses external parties, with supplier risk recognized as an external factor managed

through clear communication of expectations and relevant governance controls.

Internal
Factors (e.g.,
organizational
goals)

Top Management

Evaluate
—>

Communicate

Performance

Monitor

Expectatipns

ISO/IEC 27036 (Cybersecurity
— Supplier relationships).

|
1 External Factors
€ | (Risk)

Outcomes|

Governing with COBIT 2019 I

ISO/IEC 27014 (Governance of information security)

ISO/IEC 27701 (Privacy of stakeholders )

Figure 5. Integrated cybersecurity strategy governance model from QCA (ISO/IEC 27014 and COBIT
2019), with ISMS (ISO/IEC 27001), PIMS (ISO/IEC 27701) and supplier context (ISO/IEC 27036).
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5. Discussion

The results presented above raise a number of issues worthy of brief discussion.

Firstly, the approach put forward here can be tailored to fit various regulatory and
technological environments. ISO/IEC 27000 series of standards, like other ISO standards,
is designed to be adaptable for organizations of all types and sizes. The derived framework
based on the ISO/IEC 27000 series is further integrated with COBIT 2019, which provides
mechanisms for execution and performance (including governance and management
objectives, roles, practices, and monitoring for assurance). In addition, COBIT 2019 is
specifically designed for tailored adoption through ISACA’s design-factor guidance and
supporting materials, which allows for applicability across various sectors, organizational
sizes, and regulatory contexts, as long as it is customized to fit local objectives, risk appetite,
sourcing models, and assurance requirements [53].

Secondly, there are a number of organizational change issues that need careful con-
sideration and appropriate action. Implementing this framework may reveal resistance
to change, gaps in skills and roles, and cultural frictions (such as low-risk ownership and
compliance fatigue). To address these challenges, the integration incorporates (i) ISO/IEC
27001 risk assessment initiatives to promote a security-positive culture and ensure effective
communication with stakeholders (including board-level sponsorship, clear accountability,
and transparent reporting), and (ii) COBIT 2019 execution mechanics—APO07 for com-
petencies and role design, BAIO1/BAI05 for structured program/change enablement and
stakeholder readiness, EDMO1 for establishing and maintaining the governance framework
and setting the “tone from the top”, and MEA01-03 for tracking performance, internal
controls, and compliance. In practice, these measures should involve a skills uplift plan that
includes training, hiring, and mentoring, as well as stakeholder mapping with a defined
communication schedule. A phased rollout with early quick wins and indicators for culture
and behavior (such as leadership messages, participation rates, and control adoption)
should be reviewed in management and board meetings. These measures aim to reduce
resistance, close capability gaps, and reinforce the culture needed for sustained execution.

Thirdly, the successful adoption of this approach requires a range of interrelated
capabilities and processes to be in place across the organization. There must be committed
senior management sponsorship, a programme to promote business understanding of the
concepts and procedures involved at all levels, transparent and effective communication,
and accurate inventories. The framework adds a structured governance layer that connects
these factors to achieve measurable outcomes. The absence of any one of these building
blocks may undermine this approach to cybersecurity strategy development and alignment
with business and IT objectives.

6. Conclusions

The existing literature emphasizes the importance of aligning IT strategies with busi-
ness processes and highlights the significance of cybersecurity strategies. However, there
is a lack of comprehensive, step-by-step guidance on developing a cybersecurity strategy,
which often leaves IT professionals unsure of where to start. This study has attempted to
address that gap by putting forward a practical approach and associated guidelines.

The content analysis of COBIT 2019 and ISO/IEC 27014:2020 shows that these two
frameworks provide complementary strengths for developing a robust cybersecurity strat-
egy. COBIT offers a solid foundation for aligning IT strategy, performance monitoring, and
integrating enterprise risk, but it does not address the specific requirements of cyberse-
curity governance. On the other hand, ISO/IEC 27014 explicitly focuses on information
security governance by defining organization-wide objectives, risk-based decision-making
processes, and mechanisms to promote a security-positive culture.
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This complementarity is especially clear in areas such as strategic alignment, risk
governance, compliance assurance, and stakeholder communication. COBIT provides the
operational and managerial details, while ISO/IEC 27014 contributes the governance-level
principles necessary to expand IT strategy into cybersecurity strategy. Together, the two
standards enable organizations to align business, IT, and cybersecurity strategies, effectively
bridging the gap between general IT governance and specific security governance.

The integrated framework promotes strategic alignment across business, IT, and cy-
bersecurity by linking ISO/IEC 27014’s governance objectives and processes to COBIT’s
EDM/MEA domains, facilitating execution through APO/BAI/DSS. The case example
demonstrates its practicality as organizations can make risk-based decisions regarding
emerging technologies (such as Al, blockchain, the metaverse, and decentralized finance),
meet compliance obligations more effectively, and monitor security performance at the
entity level—thus enhancing resilience, agility, and stakeholder trust. In the digital world
driven by these new technologies, emerging threats such as market manipulation necessi-
tate new capabilities, including real-time detection [54]. An effective cybersecurity strategy
can protect organizations against such threats.

The study clearly has limitations. It is grounded in an analysis and application of ex-
isting standards and frameworks, and application of results requires a degree of top-down
discipline and procedure that will not suit all company cultures. In addition, it includes
a single exemplar case for illustration based on publicly available sources, but does not
include interviews, reviews of internal documents, or any intervention or implementation
by the authors. As a result, the findings support analytic generalization (as described by
Yin [55]) related to feasibility and traceability, rather than providing insights into organi-
zational adoption outcomes, and empirical validation was not conducted. Nevertheless,
the authors believe the article provides both theoretical and practical contributions—a
standards-aligned governance bridge from IT strategy to cybersecurity strategy and an out-
line guide that practitioners can adapt to specific business-IT environments. It is one of the
first studies to integrate ISO/IEC 27014’s board-level governance intent with COBIT 2019’s
governance/management mechanics using a directed QCA, yielding six strategy themes
with clause/objective-level traceability. Future research could explore the framework across
different industries and further develop the integration of COBIT and ISO standards in
practical applications. Primary data, such as interviews, internal documents, and pre/post
measures, could be used to assess implementation and its effects. Organizational pilots
with expert validation via Delphi/focus groups and comparative studies would also be of
value. Additionally, future studies could focus on the ongoing need to evolve cybersecurity
strategies and methods in light of new technology developments, including the widening
application of Al in the corporate environment and advent of the metaverse, which involves
technologies and users operating in both physical and virtual spaces and will create new
and different challenges for IT governance and cybersecurity [56]. This will only reinforce
the need for strict alignment of business, IT and cybersecurity strategies within a rapidly
evolving business and technology landscape.
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Appendix A

Table Al. Illustrative IT Strategy based on the Case Study company (key components; author-

constructed, illustrative, anonymized, analytical artifact).

SECTION

CONTENT

OVERVIEW

The IT function enables the company’s digital-first, customer-centric strategy

through scalable cloud infrastructure, real-time data analytics, and secure, agile

delivery platforms.

MISSION STATEMENT

To deliver reliable, innovative, and secure technology solutions that support rapid
growth, operational efficiency, and exceptional customer experiences across 700+

locations in Turkey.

OBJECTIVES

Ensure 99.9% uptime for digital ordering platforms (mobile/web).

Reduce cost per order by 10% via automation and cloud optimization.
Maintain PCI-DSS and privacy compliance across all systems handling PII
and payment data.

Enable rapid product innovation through CI/CD pipelines and API-driven
architecture.

ASSESSMENT/AUDIT

Current state: Hybrid model with internal strategic IT team (30-35 FTEs) and
external managed services partner for infrastructure (Azure AKS, monitoring,

DevOps).

INVENTORY—CLOUD &
INFRASTRUCTURE

Azure Kubernetes Service (AKS).

Azure App Services, Blob Storage, SQL DB.
Prometheus, Grafana, Alertmanager (monitoring).
New Relic (application performance).

Global peering between legacy App Services and AKS.

INVENTORY—
APPLICATIONS &
PLATFORMS

Web applications, mobile app (i0OS/Android).

CRM & loyalty platform.

POS integration system.

Aggregator APIs (Trendyol Go by Uber Eats, Getir Yemek, Yemeksepeti).
Franchisee portal & reporting dashboard.

NETWORK COMPONENTS

Secure API gateway.

WAF (Web Application Firewall).
Zero-trust network access for remote teams.
DDoS protection layer.

PLAN—STRATEGIC ACTIONS

— e ® o @

N

Ll

Implement ISO/IEC 27001 ISMS and 27701 PIMS for formal security &
privacy governance.

Automate deployment pipelines using GitOps principles on AKS.

Enhance real-time fraud detection and anomaly monitoring via ML models.
Establish third-party risk management framework aligned with ISO/IEC
27036.

PROJECT BUDGET

60% infrastructure & cloud costs.

25% application development & maintenance.
10% cybersecurity & compliance.

5% training & innovation R&D.
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Table Al. Cont.

SECTION CONTENT
e  Application Development (12-15).
e (Cloud & Infrastructure (6-8).
o  Cybersecurity & Compliance (3-5).
DEPARTMENT STRUCTURE = ° o Analytics (4-6).
e IT Support & Operations (3—4).
e  External Partner Management (managed services provider).
APPROVAL DATE BY SENIOR
MANAGEMENT Q12025

Appendix B. Qualitative Content Analysis Illustrative Documents

Table A2. Coding frame with definitions and decision rules.

Code

Definition (What It

Inclusion Rules (Code

Exclusion Rules (Do

Typical Indicators in

Captures) When...) Not Code When...) the Coded Corpus
Direction for Mention:
ceton ot yonions , 27014: “set the
adopting/retiring acquisition/adoption Pure technical L
IT Strategy & ; S . direction of
L ¢ technologies (Al IoT, direction, governance features or tool lists e,
Digitaliza- o o . acquisition”; COBIT:
. cloud, etc.) and linking criteria for new tech, or ~ without governance
tion L . Lo APO02 Manage
such decisions to risk-aware direction.
. . . Strategy.
governance and risk. selection/outsourcing.
Security SP?CIf.l ¢ Mentions security ContrQI 27014: entity-wide
. governance principles o configuration or
Cybersecurity . governance principles, . - governance;
and fostering a training logistics . "
Governance . o roles/mandates, . security-positive
security-positive culture without
& Culture tone-from-the-top, culture. COBIT:
led by top governance/culture
culture/awareness. . EDMO1.
management/board. intent.
Integrated .. Risk b.a sed . Mentlo}'l S IjISk . 27014: risk-based
; decision-making at entity =~ appetite/criteria, ERM  Isolated operational
Risk & . . . ) approach; confor-
. level and integration, risks or checklists
Compliance . mance/assurance.
conformance/assurance  conformance/assurance without governance
Manage- . . . . . ; COBIT: APO12;
integration (including planning or evidence  of risk/conformance.
ment . ; MEAQ3.
privacy where relevant). requirements.

Strategic Linking IS/IT objectives Mentions alignment 27014: ensure
Alignment  and benefits to enterprise ~ with business strategy,  Technology selection performance;
of Business, goals; governance benefits delivery, without business evaluate/direct

IT, & approval of strategy and = measurable IS objectives,  linkage or metrics. strategy. COBIT:

Security measurable objectives. architecture fit. EDMO02.

e . Mentions KPIs/KRIs, . .
Performance Settlng mc.ilcators./ taITgets, dashboards, One Off. testing with 27014: “Monitor”
o monitoring/reviewing . no linkage to
Monitoring security performance. and management review erformance or process; COBIT:
& Assurance yPp ! cadence, p . MEAOQ01-MEAOQ3.
assurance over controls. . governance review.
audit/assurance.

Stakeholder
Engagement
&
Third-Party
Risk

Bi-directional
communication with
interested parties and
governance of
supplier/third-party
risks.

Mentions reporting to
stakeholders,
expectations/outcomes,
supplier require-
ments /assurance.

Internal team comms

only; vendor how-to

without governance
requirements.

27014:
“Communicate” to
interested parties;
COBIT: EDMO05;
(contextual link to
27036 in discussion,
not coded).

Coding policy: Single primary code per segment; allow one optional secondary code when the segment genuinely

spans two governance intents (mark as “secondary”).
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Table A3. Examples of coded text segments.

Short Excerpt (<25 Words,

Rationale (Why This Code/Strategy

Source Verbatim) Assigned Code Relevance)
Ties adoption/outsourcing choices to
ISO/IEC “Set the direction of IT Strategy & governance criteria; mandates
27014:2020,7.2.3 acquisition. . .” Digitalization risk-aware strategic direction for
Al/IoT/cloud decisions.
Frames 1&T strategy as subordinate
COBIT 2019, Manage 1&T strategy to IT Strategy & to }:.>u-s%ne-ss goals; ensures digital
APOO2 (purpose) support enterprise strategy Digitalization initiatives are governed for
and goals.” contribution and measurable
outcomes.
“Information security AT s I
SO/IEC  obctvesshould bereled SRS Al Forces vl nkageof 5 et
27014:2020,7.2.1 to. .. the overall goals of the L Prise & .7
. Security value, and performance orientation.
entity.
Strateeic Alienment Board-level accountability for
COBIT 2019, “Ensure benefits delivery from of Bl%sinessg IT & benefits realisation; governance
EDMO02 (purpose) I&T-enabled investments.” Securit, ! mechanism to track value and
y maintain alignment.
. Entity-level mandate to apply risk
ISO/IEC “Make decisions using a Intggol‘;teﬁaifg & appetite/criteria; integrates
27014:2020,7.2.2 risk-based approach.” P compliance/assurance expectations
Management . . .
into decision-making.
“Manage I&T-related risk in Integrated Risk & Integrates 1&T risk with ERM;
COBIT 2019, . : Lo . . . .
line with enterprise risk Compliance clarifies ownership, reporting, and
APO12 (purpose) ” .
management. Management control design under governance.
Performance Requires KPIs/KRIs and
ISO/IEC “Monitor performance of - management review; establishes
. . ] o Monitoring & )
27014:2020,7.3.4 information security. . . governance expectations for
Assurance .
performance oversight.
“Collect, validate and evaluate Performance Sets a full metrics cycle—collection,
COBIT 2019, : o 1 . .
business, 1&T and process Monitoring & validation, evaluation—and links to
MEAO1 (purpose) LI . .
goals and metrics. Assurance corrective actions and assurance.
Cvbersecurit Elevates culture to a governance
ISO/IEC “Foster a security-positive y Y objective; assigns top-management
. Governance & o
27014:2020,7.2.5 culture. Culture responsibility for roles, awareness,
competence.
“ . Establishes and maintains the
Ensure governance Cybersecurity .
COBIT 2019, . enterprise governance
framework setting and Governance &
EDMO1 (purpose) . - framework—structure to manage
maintenance. Culture .
culture and roles systematically.
Mandates bidirectional reporting to
ISO/IEC “Report to interested Ei?;(geehrﬁleietr& stakeholders; strengthens
27014:2020,7.3.5 parties. .. Third-Party Risk accountablhty and transparency of
security outcomes.
“Ensure stakeholder Stakeholder Requires stakeholder Engagement;
COBIT 2019, Eneasement for 1&T Encacement & frames expectation/outcome
EDMO5 (purpose) 835 838 reporting, relevant to

governance.”

Third-Party Risk

supplier/third-party contexts.
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Table A4. Coding rules and decision protocol.

Rule Description
ISO/IEC 27014 coded at clause/paragraph level;
Segmentation COBIT 2019 coded at objective “purpose” and

management practice paragraph level.

Assign exactly one primary code per segment; add
Primary vs. secondary codes one secondary only if the text genuinely reflects
two governance intents.

If a segment fits both alignment and performance,
prefer Strategic Alignment when it prescribes
Ambiguity rule direction/objectives; prefer Performance
Monitoring & Assurance when it prescribes
measurement/review mechanics.

If a segment states absence/shortcomings (e.g.,
Negative evidence “lack of metrics”), still code under the intended
category and flag as NEG.

Record coder notes and any inductive sub-codes in

Memoing a shared log (date, coder, rationale).

Resolve disagreements by consensus; if
Adjudication unresolved, the senior coder adjudicates. Maintain
version control for changes.

As a single-coder study, trustworthiness was ensured via an auditable memo trail, peer debriefing, negative-case
logging, and version control.

Table A5. Evidence of systematic application (counts).

Segments Coded Segments Coded

Code (Theme)— (COBIT 2019) (ISO/IEC 27014) Total
IT Strategy &
Digitalization 2 1 3
Cybersecurity 5 1 3
Governance & Culture
Integrated Risk &
Compliance 2 2 4
Management
Performance Monitoring 3 2 5
& Assurance
Strategic Alignment of 1 ’ 3
Business, IT, & Security
Stakeholder
Engagement & 2 2 4
Third-Party Risk
Total 12 10 22
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