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Abstract: Digitalisation has significantly increased cybersecurity risks in organisations,
notably for small to medium-sized enterprises (SMEs), in which IT departments often have
relatively small teams and limited resources. Cyber insurance enables SMEs to navigate cy-
bersecurity risks more economically, providing an essential risk transfer alternative to costly
reduction strategies. This article examines the antecedents, emergence, and application of
cyber insurance as a solution to cybersecurity concerns against the backdrop of increasing
digitalisation. The research adopts a quantitative deductive approach, with an analysis
of relevant literature providing the basis for the development of 12 hypotheses, which
are then tested via a survey of 168 SMEs in Turkey. Using the Technology–Organisation–
Environment–Individual (TOE-I) model as a top-line conceptual framework, the article
finds that cyber insurance policy adoption has facilitated a more rapid and secure digital-
isation process and that the mitigation of financial risk associated with cyberattacks has
allowed companies to invest more widely in information technologies and systems. The
article clearly has its limitations, in that it is based on primary research in one European
country, but the authors believe that it nevertheless provides some new insights into the
potential benefits of cyber insurance, and the key issues SMEs must consider when consid-
ering adopting a cyber insurance policy. The findings will be of practical relevance to SMEs
and other organisations reviewing their cybersecurity strategy and are also of relevance to
the wider debate around the costs and benefits of digitalisation.

Keywords: cybersecurity; digitalisation; risk management; cyber insurance; TOE; Technology–
Organisation–Environment–Individual model; TOE-I

1. Introduction
Digitalisation is the process of integrating digital technologies into business and society

for further efficiency and accessibility. Eling and Lehmann [1] defined digitalisation as
“the integration of the analogue and digital worlds with new technologies that enhance
customer interaction, data availability, and business processes” (p. 363). With digitalisation,
digital technologies are integrated with existing information systems to provide new data
capture, analytics, and functionality benefits across the supply chain. Digital transformation,
however, involves the incorporation of digital technologies into new or redesigned products
and services [2,3]. When this happens, the change process is at a different level and often
results in a new business model.

While both digitalisation and digital transformation can bring significant business
benefits, such significant changes in organisational processes and technology deployment
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will almost inevitably increase the cybersecurity vulnerabilities of an organisation. For
example, shop floor automation and programmable logical control (plc) data capture
devices have hitherto been seen as closed to the outside world and, therefore, were not
recognised as an information security concern in many organisations. However, with
the increased deployment of IoT devices and data residing in cloud and edge computing
environments, some of these systems have become prone to cybersecurity vulnerabilities.
The cyber attack surface that needs to be dealt with and defended is rapidly expanding,
and in-house IT teams are often lacking the required skills and resources to deal with
such challenges.

Small to medium-sized enterprises (SMEs) are one of the main targets of cyber attacks
on businesses, as they often have only a low level of cybersecurity awareness. A cybersecu-
rity incident is not only an issue for the company’s IT department or data centre but may
also have significant commercial consequences that affect a wide variety of stakeholders.
For example, ransomware attacks encrypt operating systems and stored data on computers
and servers and can affect both the integrity and accessibility of corporate data. Hackers
demand ransom for the recovery of data. Organisations experience business interruptions
until they try to recover the systems themselves or prefer to pay the ransom [4]. If financial
data cannot be accessed for a certain period of time, this can put manufacturers in a difficult
situation, because, for example, they cannot issue invoices to their customers. Such cyber
incidents can be particularly damaging to SMEs, where resources to manage such incidents
are usually limited. Globally, the scale and complexity of cyber attacks continue to increase.
The global cost of such attacks was estimated to grow to over USD 8 trillion in 2023 and
USD 9.5 trillion in 2024 [5].

Organisations are becoming increasingly aware of the potential impact of cybersecurity-
related risks on their businesses [4], and IT risk is now often viewed as part of a company’s
overall risk management [6]. Cybersecurity insurance, or cyber insurance, has emerged
in recent years as a viable approach to business risk mitigation. Cyber insurance includes
reimbursements for the costs of cybercrime, as well as guidelines and tools for advanced
cybersecurity. It remains, however, a relatively new form of insurance in the rapidly evolv-
ing cybersecurity environment and has not yet reached maturity, either globally or in the
Turkish market [7,8]. According to SNS Insider [9], the cybersecurity insurance market
is growing incrementally with a forecast Compound Annual Growth Rate of 16.4% over
the period 2024–2032, which is valued at USD 13.3 billion in 2023 and is expected to reach
USD 52.1 billion by 2032. However, there is relatively limited literature that focuses on the
rationale for adopting cyber insurance, notably for SMEs [10].

In Turkey, SMEs constitute 99.7% of all businesses, providing 70.6% of total employ-
ment [11]. As of 2021, more than 92% of SMEs had access to the Internet, with digital
technologies being used for digital marketing, e-commerce, business process change pro-
grammes, and Industry 4.0 initiatives [12]. According to industry reports, there was a 50%
increase in the global number of cyber attacks in 2021, compared to the previous year [13],
and in 2023, Turkey was one of the most targeted regions in the world for cybercrime, as
companies, government agencies, and organisations have increasingly adopted digital
technologies. On average, a cyber attack may lead a company to be out of business for the
following 6 weeks [14]. Cyber incidents, such as data breaches, can take up to 200 days to
identify and 75 days to contain [15].

Adopting cyber insurance will normally require companies to implement a certain
degree of self-protection against cyber attacks. As an indirect benefit, cyber insurance
adoption may engender further investment in digitalisation and digital tools deployment,
which in turn increases organisational security performance. However, as highlighted by
Adriko and Nurse [16] in their systematic literature review, there is a dearth of research
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that analyses the benefits of cyber insurance adoption in the digitalisation process. In a
similar vein, Hasani et al. [17] emphasised the lack of substantial empirical research on the
impact of cybersecurity adoption on organisational performance, despite its importance in
improving overall performance. Previous studies have not examined the constructs of the
adoption of cybersecurity technologies and their impact on organisational performance.
Accordingly, this research aims to fill this critical gap in the literature by exploring the
various factors influencing the adoption of cybersecurity insurance of SMEs in Turkiye.
Additionally, the study addresses the gap in the literature examining decision-makers’
capabilities in adopting cyber insurance in SMEs.

This study thus aims to contribute to addressing this gap in the cybersecurity literature
by investigating the key factors influencing cyber insurance adoption intention and the
impact of this adoption on digitalisation through ICT adoption and organisational secu-
rity performance. Using the Technology–Organisation–Environment–Individual (TOE-I)
framework to analyse the perspectives of SME practitioners, the research tests 12 related
hypotheses, which are assessed using a quantitative analysis of data from survey responses
from 168 Turkish SMEs.

The benefits of this research extend across multiple fronts. First, it provides a deeper
understanding of cyber insurance as a cybersecurity risk management tool that not only
transfers financial risk but also encourages a proactive cybersecurity culture within SME
management, fostering further investment in IT and security. By serving as a flexible risk
transfer tool, cyber insurance supports SMEs in balancing cybersecurity costs, particularly
when risk reduction methods can be prohibitively expensive. Second, the findings offer
valuable insights for policymakers focused on SME support by identifying drivers of cyber
insurance adoption, which could inform initiatives aimed at enhancing SME cybersecu-
rity readiness. Third, by using the TOE-I model in the context of cyber insurance, this
study demonstrates a further application of the model, providing the basis for future
research to explore the interaction of individual, organisational, and environmental factors
in similar contexts.

Following this introductory section, a brief assessment of relevant literature ensues.
This is followed in Section 3 by the formulation and explanation of 12 hypotheses related
to dimensions of the TOE-I framework, which are subsequently tested via survey-based
data analysis. The research methodology and design are then discussed in Section 4, and
the main results that address the research aim and the postulated hypotheses are set out
in Section 5. In Section 6, some of the key themes emerging from the research results are
discussed, and in the final conclusion, Section 7 highlights the main issues covered in the
article, reflects on its limitations, and points out areas for further research.

2. Literature Review
Cyber risk can be assessed through risk identification, risk analysis, impact evaluation,

and risk management (or treatment) [18,19]. In the risk identification step, potential threats
and vulnerabilities are recognised. Risk analysis evaluates the likelihood and business
impact of each risk. Then, in the risk evaluation stage, risks are prioritised based on
their potential consequences. Considering the risk assessment results, appropriate senior
management instigates the development and implementation of strategies to manage risks.

Risk management is the act of identifying, analysing, and preventing potential risks
to the achievement of an intended goal. In risk management, attempting to prevent risks
before they occur is a strategy for maximising resource utilisation and achieving the best
possible outcomes. Risk reduction is a way of attempting to mitigate the impact of risks
by reducing the complexity of the problem. The risk is tolerable in some cases. In this
situation, the potential risk outcomes are accepted, and plans are developed to manage them
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successfully as and when they may occur. Another key risk management strategy is risk
avoidance. It requires completely avoiding activities that could lead to potential problems.
This can be accomplished by either modifying the approach or altogether avoiding the
activity. Finally, risk transfer is a means of transferring potential risks to another party, such
as an intermediary—for example, an insurance company—to protect against the financial
consequences of a risk. It is this last strategy option for risk management that is the focus
of this article.

Cyber insurance entails transferring risk that cannot be eliminated to a financial tool or
mechanism [20,21]. For instance, many cyber insurance policies cover financial losses from
cyberattacks, ensuring partial compensation for business downtime, which can disrupt
normal operations and result in lost revenue [22]. Even if companies already have advanced
cybersecurity measures in place, the rapidly evolving cybersecurity environment means
that many companies remain vulnerable to new types of cyber risk. In these circumstances,
it may be adjudged to be less cost-effective to implement more technical cybersecurity
solutions, such as additional firewalls or software, than to manage the cyber risk via
cyber insurance.

Cyber insurance options generally include coverage for downtime in case of a cyber
breach, regulatory fines, and legal fees, as well as offering some level of cybersecurity
protection to their customers. Some policies also cover ransomware and industry-specified
regulation fines. Most cyber insurance also provides anti-virus software and vulnerability
screening. More specifically, cyber insurance coverage provided by Turkish insurance
companies may include some of the following: data coverage damage, business downtime
cost, legal charges against law for protection of personal data, ransom demanded from
the hackers, blackmail cost, customers’ demands from the insurer due to data security
negligence costs, investigation of the cybercrime, public relations support, identity theft,
reconstruction cost, network and hardware defection costs, costs of non-compliance with
payment card industry data security standard (PCI-DSS), online media responsibility costs,
and legal support charges.

There are both benefits and potential problems for any company adopting a cyber
insurance strategy. Meeting the requirements for eligibility may be cumbersome for an
SME, considering the lack of awareness amongst staff in general and, specifically, the
relative dearth of qualified IT/ICT personnel, which is often the norm. Requirements from
the insurers may include evidence of weekly backups of critical data, installing anti-virus
software, regularly changing passwords, software patches, firewalls, and system upgrades,
accessing digital assets only through authorised personnel and security logins, accessing
cloud computing through VPN, and training employees about cybersecurity [23]. Lack
of data and know-how to support reliable and accurate risk calculation and premium
pricing are additional concerns [7]. Dambra et al. [21] report that risk assessment for
cyber insurance and applicability to real-world cases are mainly carried out through
qualitative analysis based on expert opinions. Quantitative approaches remain relatively
undeveloped [21,24].

There are a number of frameworks and models that focus on the adoption of tech-
nology solutions that are of relevance to this study, including the Technology Acceptance
Model (TAM) [25], the Technology–Organisation–Environment (TOE) framework [26], and
the Unified Theory of Acceptance and Use of Technology (UTAUT) model [27], all of which
have been used in a range of research studies in the past two decades [28–31]. The TOE
framework bases technology adoption on three main contexts: technology, organisation,
and environment [32]. In the broadest definition, the technological context includes existing
technology in a firm, available technologies outside of the firm, and the characteristics
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of technological innovation to be adopted. Firms need to evaluate both their existing
technology and new technology to be adopted to determine the size of the change required.

Cybersecurity technology adoption has been studied within the TOE framework [33,34].
Wallace et al. [35] discussed the constructs of the TOE framework, with a specific focus on
cybersecurity. The authors added two dimensions, cyber catalysts and practice standards,
to the basic TOE model. Herath et al. [33] created an integrative model by combining TOE
with elements of Diffusion of Innovation Theory [36] to study the constructs that affect the
adoption of information security systems. The authors examined concepts like complexity,
compatibility, and perceived gain to offer an integrative model. In the current study, the
technology dimension of the model involves testing the influence of complexity, perceived
gain, and perceived observability constructs adapted from Albar and Hoque [37], Herath
et al. [33] and Hasan et al. [34].

The organisational context of the TOE framework includes the inner workings of a
firm, such as decision-making structure, organisational strategy, size of the organisation,
communication process, and employee relations [32]. In this study, organisational culture
and top management support, which are vital for technology adoption, are tested to
understand organisational effects on cyber insurance adoption.

The environmental context considers external elements of technology adoption. This
definition includes industrial aspects, such as the state of technological advancements
in the industry and in competition companies, as well as regulatory inputs including
governmental safety measures [32]. Constructs related to the competitive environment and
external pressures are tested to understand environmental effects.

The decision-maker’s perspectives and concerns when deciding to adopt and use
technology were disregarded in the original TOE framework. For this reason, the TOE
framework is often extended by adding individual context with factors from other mod-
els [38]. Models extending TOE with the individual context (known as TOE-I) state that
the decision-maker’s intention to use the technology affects the firm’s intention to use the
technology; thus, they combine individual intention and the firm’s intention within the
TOE-I framework [39]. Another perspective of individual context focuses on the familiarity
of the CEO with technology. The CEO’s support in innovation adoption and general knowl-
edge of ICT can positively affect technological innovation adoption [37]. The CEO/owners’
innovativeness and knowledgeability are tested in the current study.

The effects of the adoption of cybersecurity technology on businesses are often studied
post-adoption. This is in line with other studies of technology deployment that examine
pre- and post-implementation issues [40]. Cyber insurance policies offer lower premiums
to businesses that follow effective cybersecurity policies. The net positive effects of the
adoption of cyber insurance are thus most relevant and evident after the purchase. SMEs’
ICT implementation and organisational security performance are affected by cyber insur-
ance post-adoption. This study, therefore, examines both pre and post-cyber insurance
adoption within the digitalisation of SMEs.

3. Hypotheses Development
This section uses a modified TOE framework and key themes emerging from the

literature to develop hypotheses that will be assessed via a survey of Turkish SMEs. The
hypotheses are related to technology (3), organisation (2), and environment (2), as in the
original TOE model, but also to the individual (owner–manager) (2), plus additional post-
adoption hypotheses (3), making 12 hypotheses in all. These are briefly discussed below.
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3.1. Technology-Related Hypotheses

The potential role of cyber insurance in enhancing an organisation’s overall cyberse-
curity posture has become increasingly relevant in today’s digital environment. Herath
et al. [33] put forward that implementing security measures will probably result in a re-
duced likelihood of cybersecurity incidents, which in turn will reduce cyber costs and
increase corporate profitability. Herath et al. [33] also argued that the perceived gain coming
from adopting information security measures positively affects the speed and scale of the
adoption of digital technologies. Once cyber insurance is adopted, it can cover direct and
third-party costs associated with cyber incidents. Furthermore, although cybersecurity
tools can help reduce the likelihood of attacks, they cannot completely eliminate risk. Cyber
insurance offers a financial safety net by covering losses in the event of breaches. This
enables companies to confidently invest in new technologies while being protected from
major financial setbacks [41]. Since cyber insurance is a tool that helps manage cyber
risks, it is reasonable to hypothesise that it can also enhance the information security gains
achieved through the implementation of cybersecurity tools.

In addition to cybersecurity measures, businesses are obligated by the Turkish Data
Protection Authority to safeguard their customers’ data and provide their customers with
information regarding data usage and protection policies. In the event of a dispute with the
Turkish Data Protection Authority or an attack aimed at compromising the confidentiality
of IT systems, the company’s reputation may be negatively affected, especially if the
company is unable to pay any resulting fines. Cyber insurance can resolve such disputes
and cover some charges proportional to the insurance policy, so the insured business
is at least partially protected financially. In this context, Grigoriadis [42] observed that
cyber insurance can serve as an effective risk mitigation tool, especially in light of recent
judgements in US cyber insurance cases.

The significance of the awareness of these potential gains underpins the following
hypothesis:

H1. Perceived gains from cyber insurance will have a direct positive effect on the adoption intention
of cyber insurance among Turkish SMEs.

Perceived complexity is also a key issue affecting cyber insurance adoption intention.
If SMEs consider the adoption of cyber insurance as unacceptably complex, they may be
less likely to pursue it. This relationship has been examined before, where the degree
of ease in adopting technology, understanding the technology, and using the technology,
all contribute to overall complexity, a key construct in technology adoption [27]. In this
context, Albar and Hoque [37] and Herath et al. [33] suggest SMEs are more likely to adopt
technologies that are easy to understand and implement. However, cyber insurance is
often perceived as complex due to pricing policies and coverage that can be misunderstood
by customers [21,24]. This might be a barrier to SMEs considering cyber insurance. In
addition, insurance companies may add prerequisites for an SME to their standard policies
in order to reduce their own risk. These prerequisites vary from adopting cybersecurity
tools to implementing company-wide policies and regularly training staff to increase
awareness [43–45]. Adopting cyber insurance will also require access to IT skills and
capabilities—available either in-house or through outsourcing—to understand and manage
necessary cybersecurity tools and related issues. Such capabilities are generally lacking in
SMEs in Turkey [14]. It can, therefore, be hypothesised that:

H2. Cyber insurance complexity will have a direct and negative effect on the adoption intention of
cyber insurance within Turkish SMEs.
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“Observability” is another relevant concept in cyber insurance adoption intention.
Badi et al. [46] noted that positive perceptions of the value of new technology increase
the chances of its adoption. In this context, Rogers [36] pointed out that preventative
innovations, for which the benefits are less observable than implemented innovative
solutions, are adopted more slowly due to their low observability. Disaster management
policies are a good example of the effects of observability of insurance in adoption decision-
making: people purchase more insurance policies after the disaster occurs, and likewise,
they give up the insurance after years of not experiencing a disaster [47]. Considering that
the cyber insurance market is not currently mature, cyber insurance adoption may benefit
from observability. Hence, the third hypothesis is postulated as follows:

H3. Perceived observability will have a direct and positive effect on the adoption intention of cyber
insurance within Turkish SMEs.

3.2. Organisation-Related Hypotheses

Organisational culture, and notably open communication, has been seen to have a
positive impact on technology adoption [37]. Cyber insurance is not just a cyber risk
management tool but also a financial tool that requires a multidisciplinary approach when
weighing up the costs and benefits of adoption. As such, it is important to maintain
open communication between all parties involved to ensure effective implementation and
management of the policy [34]. Bandyopadhyay [48] suggests that businesses with a central
risk management system and multiple managers who make decisions on risk-related issues,
such as the adequacy of cyber insurance as a risk mitigation tool, are more inclined to
adopt cyber insurance. Tang et al. [49] conducted an in-depth case study in a large-scale
organisation and found that the organisation’s corporate culture influenced information
security culture. Security culture is predicted to impact the need for cyber insurance
adoption. Accordingly, the following hypothesis is put forward:

H4. An encouraging organisational culture will have a direct and positive effect on the adoption
intention of cyber insurance within Turkish SMEs.

Support from top management is generally considered to have a strong and positive
influence on new technology adoption in numerous studies, notably in major systems
projects [50]. The key decision-maker for technology adoption, especially in SMEs, is very
likely to be in a senior management position [37]. Hasan et al. [34] point out that the
profile and significance of cybersecurity in an SME are enhanced by the support of top
management, which in turn positively influences the security behaviour of employees. This
will engender the successful adoption of cybersecurity policies and tools and, thus, make
organisations readier to deal with cyber attacks. Thus, it can be hypothesised that:

H5. Top management support will have a direct and positive effect on the adoption intention of
cyber insurance within Turkish SMEs.

3.3. Environment-Related Hypotheses

Competitive pressure and the quest for competitive advantage have been considered
important factors affecting technology adoption in business for several decades [35]. This
can be traced back to Earl’s [51] classic model of IT strategy development, in which the
“inside–out” approach involved a review of competitor activities as a driver of strategy
development and new investment, including in SMEs [52]. The linkage between technology
investment and intense competition has been further developed as digitalisation impacts
and changes the processes, products, and services of companies, big and small. Cyberse-
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curity is an increasingly significant aspect of such technology investment in an era when,
for example, a breach of customer data may cause serious harm to a company, notably
in industry sectors where customer reviews are critical [48]. Based on this, the following
hypothesis is developed:

H6. A competitive environment will have a direct and positive effect on the adoption intention of
cyber insurance within Turkish SMEs.

Herath and Herath [53] affirm that both horizontal and vertical business partners
consider safety measures taken by a business when entering into a commercial partnership.
Cyber attacks and virus infections, for example, can not only affect a company’s internal
systems but also very likely impact third parties and business partners. In a digitalised
technology and business environment, where companies are interconnected through dig-
ital systems, an information security strategy and established track record can have a
significant impact.

In addition to consideration of potential business partners, organisations must also
comply with regulatory requirements, such as, in the case of Turkey, the Turkish Personal
Data Protection Law, or, in a wider European context, the EU General Data Protection
Regulation (GDPR). By imposing fines for data breaches and violations, this regulatory
environment plays a significant role in shaping the readiness of organisations to respond to
cyber incidents. Hasan et al. [34] suggest that these regulations serve to protect customer
data, and non-compliance may lead to customers seeking assistance from authorities
if needed.

Ramdani et al. [54] used the TOE framework to explore factors that influence SMEs’
adoption of enterprise applications. Their findings highlighted the significance of envi-
ronmental factors in new technology adoption by SMEs, notably competitive pressure,
customer pressure, industry pressure, and the availability of governmental support. Hasani
et al. [17] similarly studied the effects of environmental factors, but here more specifically
on cybersecurity adoption, and found competitive pressure had a positive relationship
with both cybersecurity technology adoption and with the organisational performance of
SMEs: business partners and customers requested the use of specific security technologies
and practices. In this context, the following hypothesis is thus put forward:

H7. External pressures for security will have a direct and positive effect on the adoption intention
of cyber insurance in Turkish SMEs.

3.4. Individual (Owner–Manager)-Related Hypotheses

Company owners are often the key individuals in SMEs who exert a major influence
on strategy, policy, and investment decisions. These individuals have founded and/or
invested in the company and usually retain a significant ownership stake in the company.
Key decisions often reflect the owner’s individual beliefs, knowledge, and behaviour [55,56].
Recent research has used the TOE framework, in its original or extended form, in the
investigation of e-commerce technology adoption by SMEs [57,58]. Similarly, insurance
purchase and adoption decisions are also heavily influenced by the decision-maker’s
approach to risk [59]. Thus, when looking at the adoption of cyber insurance for SMEs,
firm-level context alone is not sufficient, as the individual profiling of the company owner
is also of direct relevance [60]. Purchasing proposals may come from line management
functions, but the final decision- maker for any significant investment is often the owner–
manager or CEO [37]. This is as valid for information and cybersecurity purchasing
decisions as for any other procurement or investment decision [61]. Owners of SMEs play a
significant role in decision-making, and their individual context and approach to risk must
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be considered for the adoption of cyber insurance and the implementation of cybersecurity
measures. The following hypothesis is thus added to those above:

H8. Owners’/managers’ innovativeness will have a direct and positive effect on the adoption
intention of cyber insurance in Turkish SMEs.

In addition, owners/managers with more experience in IT may be more likely to adopt
cyber insurance, reducing the uncertainties and risks of investment [55]. According to the
empirical study by Nair et al. [62], SME owners’ attitudes towards, and knowledge of, IT
resources determine technology preparedness and infrastructure adoption. In a similar
vein, it can be postulated that owners’/managers’ knowledge and experience play a critical
role in cyber insurance adoption intention:

H9. Owners’/managers’ knowledge and experience will have a direct and positive effect on the
adoption intention of cyber insurance in Turkish SMEs.

3.5. Post-Adoption Hypotheses: Information Communications Technology Adoption Intention
(ICT) and Organisational Security Performance (OSP)

When a company seeks cyber insurance, it must have IT and cybersecurity infrastruc-
ture in place. Cyber insurance coverage is also important [63]. Insurance companies may
impose certain prerequisites on SME customers within their policies to improve organi-
sational cybersecurity. These requirements can range from adopting cybersecurity tools
and implementing organisation-wide policies to regularly training staff to increase aware-
ness. If a company already has cyber insurance, it means it already has a cybersecurity
solution in place and is prepared to protect itself in the event of a cyber incident [22,23]. If
a company does not currently have cyber insurance but intends to obtain it, it must show a
commitment to implementing the necessary IT infrastructure [64]. The intention to adopt
cyber insurance can drive the intention to invest in and adopt other ICT tools. Therefore,
the hypothesis is as follows:

H10. Cyber insurance adoption intention affects ICT adoption intention in a positive way for
Turkish SMEs.

Organisational security performance (OSP) is a concept that combines system protec-
tion and combat capabilities but also includes other variables such as availability. It can be
seen as a measure of an organisation’s security in the event of a cyber attack [34]. Even if IT
infrastructure and cybersecurity tools cannot prevent cyberattacks all the time, they can
still reduce the impact of an attack on the company’s systems and databases. Adopting
cyber insurance can create a sense of security which may encourage increased investment
in ICT tools. This, in turn, can enhance organisational security performance.

H11. Cyber insurance adoption intention affects organisational security performance through ICT
adoption for Turkish SMEs.

Finally, the positive and direct effect of cyber insurance adoption regarding ICT
adoption may demonstrate the opportunity and benefits of digitalisation for Turkish SMEs
with cyber insurance. Cybersecurity investments may come to an upper limit in terms of
effectiveness. At a certain level, it would not be beneficial to invest in cybersecurity systems
for risks that may never be eliminated. Investing in cyber insurance and other ICT tools
can be more effective overall. In case of a cyberattack, the direct financial effects—such as
ransom payments—can be too difficult to recover from [23]. As cyber insurance adoption
mitigates the financial risk, companies can use their financial resources to invest in other
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digitalisation tools and technologies. In this manner, cyber insurance adoption intention
can affect organisational security performance directly and positively. The reasoning above
suggests the following hypothesis:

H12. ICT adoption intention affects organisational security performance in a positive way for
Turkish SMEs.

The 12 hypotheses are represented diagrammatically in Figure 1.

Information 2025, 16, x FOR PEER REVIEW 10 of 26 
 

 

ICT tools can be more effective overall. In case of a cyberattack, the direct financial ef-
fects—such as ransom payments—can be too difficult to recover from [23]. As cyber in-
surance adoption mitigates the financial risk, companies can use their financial resources 
to invest in other digitalisation tools and technologies. In this manner, cyber insurance 
adoption intention can affect organisational security performance directly and positively. 
The reasoning above suggests the following hypothesis: 

H12. ICT adoption intention affects organisational security performance in a positive way for Turk-
ish SMEs. 

The 12 hypotheses are represented diagrammatically in Figure 1. 

 

Figure 1. Cyber insurance adoption model and related hypotheses. 

4. Research Method 
The study used a quantitative survey that was developed from the literature review. 

Initially, the respondents were asked demographic questions about themselves to ascer-
tain descriptive statistics, followed by the two main sections of the survey. The first section 
aimed to gain insight into the respondents� knowledge and experience on ICT systems 
and tools, cybersecurity, and cybersecurity insurance. The second section was designed 
to test the study model and related hypotheses. The questions were based upon those 
used in previous studies reviewed in Section 2 above. The indicators of the model with 
source studies are detailed in Table A1 in Appendix A. The scales were all five-point Likert 
scales with the exception of the questions relating to “external pressures”, where a seven-
point Likert scale was used, as in the source upon which this question was based [33]. 

The questions were originally in English and were translated into Turkish for the 
survey, which targeted Turkish respondents. The questions were then back-translated 
into English to confirm the correct translation [65]. The survey questions were shared with 
cybersecurity and insurance sales experts for pre-testing their clarity and content validity 
[66,67]. In addition, an initial pilot study was conducted with 20 respondents. Grammati-
cal errors were corrected, and questions that were less clear were rephrased. 

For measuring the reliability and internal consistency of the initial study, Cronbach�s 
alpha and composite reliability scores were calculated and considered for the study if the 
scores were above 0.7 for each group of items that were used to measure each construct 
(Table 1) [68]. Following the pilot study, data regarding potential survey respondents 

Figure 1. Cyber insurance adoption model and related hypotheses.

4. Research Method
The study used a quantitative survey that was developed from the literature review.

Initially, the respondents were asked demographic questions about themselves to ascertain
descriptive statistics, followed by the two main sections of the survey. The first section
aimed to gain insight into the respondents’ knowledge and experience on ICT systems
and tools, cybersecurity, and cybersecurity insurance. The second section was designed
to test the study model and related hypotheses. The questions were based upon those
used in previous studies reviewed in Section 2 above. The indicators of the model with
source studies are detailed in Table A1 in Appendix A. The scales were all five-point Likert
scales with the exception of “perceived gain” and “external pressures”, where a seven-point
Likert scale was used, as in the source upon which this question was based [33].

The questions were originally in English and were translated into Turkish for the
survey, which targeted Turkish respondents. The questions were then back-translated
into English to confirm the correct translation [65]. The survey questions were shared
with cybersecurity and insurance sales experts for pre-testing their clarity and content
validity [66,67]. In addition, an initial pilot study was conducted with 20 respondents.
Grammatical errors were corrected, and questions that were less clear were rephrased.

For measuring the reliability and internal consistency of the initial study, Cronbach’s
alpha and composite reliability scores were calculated and considered for the study if the
scores were above 0.7 for each group of items that were used to measure each construct
(Table 1) [68]. Following the pilot study, data regarding potential survey respondents
were collected through links shared on social media platforms. The target audience of the
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survey was the owners or managers of SMEs, who were deemed appropriately qualified to
participate in cyber insurance adoption decision-making for their companies.

Table 1. Definition of constructs used in the research.

Context Construct Definition Field of Referenced
Study Referenced Study

Technology

Perceived gain

The expected financial and
non-financial gain from
adopting the
cyber insurance.

Information systems
security Herath et al. [33]

Complexity
The difficulty of adopting
cyber insurance due to the
prerequisites of the policy.

ICT Albar and Hoque [37]

Perceived observability
The ability to realise the
benefits of adopting cyber
insurance from others.

Smart contracts Badi et al. [46]

Organisational

Top management
support

The emphasis and support of
top management to
adopt cyber
insurance and associated
prerequisites. Cyber insurance

ICT
Cybersecurity

Bandyopadhyay [48]
Albar and Hoque [37]
Hasan et al. [34]

Organisational culture

The collaboration,
communication, and
centralisation of risk
management in the
organisation.

Environmental

Competitive
environment

The nature of the industry in
which the company operates.

Cyber insurance Bandyopadhyay [48]
ICT Albar and Hoque [37]

External pressures

The regulatory obligations,
supplier requirements, and
customer demands that the
company must follow.

ISS
Cyber insurance
Cybersecurity

Herath et al. [33]
Mbatha [10]
Hasan et al. [34]

Individual

Owner/
manager
innovativeness

The characteristic of the
owner/manager is to
embrace innovative
technologies.

IS Thong [69]
Albar and Hoque [37]

Owner/
manager knowledge

The level of knowledge of
the owner/manager
regarding cyber insurance
and cybersecurity. IS

ICT

Thong [69]
Albar and Hoque [37]
Albar and Hoque [37]Cyber insurance

adoption
Cyber insurance
adoption intention

Company intention to buy or
renew cybersecurity
insurance.

Cyber insurance
post-adoption ICT adoption intention Firm’s willingness and

intention to adopt ICT. ICT Albar and Hoque [37]

Cyber insurance
post-adoption

Organisational security
performance

Benefits of keeping a secure
system against a
cyber attack.

Cybersecurity Hasan et al. [34]

For determining the minimum sample size, three different techniques were followed.
The “rule of thumb” used for structural equation modelling–based partial least squares
(PLS-SEM) models was first applied, based on a multiple of 10 times the number of
hypotheses [70]. This gives a sample size of 120 (12 hypotheses times 10). The second and
third techniques, which are more conservative, were developed by Kock and Hadaya [71].
Gamma-exponential and inverse square root methods consider the minimum absolute path
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coefficients, significance levels, and statistical power required. Applying these methods,
the minimum sample size calculated for the gamma-exponential method was 146, and for
the inverse square root method, the minimum sample size was calculated as 160. Data
cleaning was performed to eliminate non-SME respondents, responses with missing data,
and respondents providing repetitive answers to all questions, i.e., the same answer for all
multiple-choice questions [72]. The survey yielded 168 responses, exceeding the quantity
required by all three methods of minimum sample size calculation.

For the analysis of the survey data, PLS-SEM was used. PLS-SEM is suitable for theory
development with complex models as well as smaller sample sizes and non-normalised
data [67]. PLS-SEM is often employed when the researchers formulate a theory based on
existing literature and expertise [70,73]). The statistical power of PLS-SEM makes it more
suitable for research in the development phase of theory [74]. For this study, WarpPLS
8.0 [72,73] was used for the reflective measurement model and structural model analysis.

In the reflective measurement model, indicator reliability, internal consistency reliabil-
ity, convergent validity, and discriminant validity values were measured for evaluation [74].
Indicator reliability for the model was measured with indicator loadings. Each of the indi-
cator loadings was above the threshold of 0.7 [67,74]. p-values of the indicators were below
0.001, thus indicating good reliability [75,76]. For internal consistency, both composite relia-
bility and Cronbach’s alpha were calculated. All measures were above the threshold values
of 0.70 [67,74]. As the data were collected through an online survey, common method bias
(CMB) was measured using both Harman’s single factor test and full collinearity variance
inflation factors (FVIF) [77,78]. These tests indicated that common method bias was not
considered an issue for the model. For composite reliability, Cronbach’s alpha, AVE and
construct correlations were used (see Table A4 in Appendix A).

For the evaluation of the structural model, collinearity, significance of path coefficients,
the magnitude and explanatory power of path coefficients, and predictive power were
calculated [74]. The model does not have a problem of collinearity as the average VIF values
are below the threshold of 3.3. p-value calculation was done using Stable3, jackknifing, and
bootstrapping techniques with a one-tailed test, which is the default and recommended
setting in WarpPLS [67,77]. Discriminant validity was assessed using the heterotrait–
monotrait (HTMT) ratio of correlations [79], which demonstrated that the measurement
items are valid and reliable and can, therefore, be used to test the developed hypotheses.
The explanatory values can be seen in Table A5 in Appendix A.

5. Results
5.1. Demographic Profile of Respondents

Out of 168 respondents, 91 were men and 77 were women. A total of 121 respondents
were between the ages of 21 and 40 years old. The majority of respondents had at least an
undergraduate degree. A total of 63 respondents were company owners, and 29 identified
themselves as the CEOs, who were fully authorised to make cyber insurance adoption
decisions. The rest of the respondents were in managerial positions with authority and
relevance to consider cyber insurance as a risk management tool and make suggestions,
accordingly, to the owner or CEO. Table 2 summarises the demographics of the respondents.

The respondents were asked about their knowledge and experience with using IT
systems and tools such as enterprise resource planning (ERP) software and cybersecurity. A
total of 110 respondents (65%) stated that they have been using IT tools for up to 10 years,
while 27 respondents (16%) have been using IT tools for more than 10 years. 54 respondents
(32%) stated that they had been victims of a cybersecurity incident in their career. In terms
of the company profile, 70 (42%) of the 168 businesses belonged to the micro segment
(less than 10 employees with 10 million TL), 58 (35%) of respondents were owners or
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managers of small business enterprises (employing between 10–50 staff and with annual
turnover between 10–100 million TL), and 40 (24%) respondents worked for or managed
by mid-size enterprises (employing between 50–250 staff and with an annual turnover
between 100–500 million TL), according to the latest official gazette regulation of Ministry
of Industry and Technology, dated 25 May 2023. The majority of companies belong to
one of three main industry sectors: service industries (51, 30%), production (30, 18%) and
wholesale/retail commerce (25, 15%).

Table 2. Respondents’ demographics.

Category Freq. Category Freq.

Age

21–30 66

Company size

Micro segment or self-employed 70

31–40 55 Small enterprises 58

41–50 28 Medium enterprises 40

Above 50 19

Role in the company

Owner of the company 63

Gender
Female 77 Procurement manager 31

Male 91 CEO 29

Education Level

Middle school 2 IT manager 27

High school 22 Accounting manager 10

Preliminary 30 Project/production manager 5

Undergraduate 90 Finance manager 3

Graduate 22

Use of IT

Did not specify 4

Doctorate 2 Less than a year 25

Industry

Service 51 Between 1–10 years 110

Production 30 More than 10 years 27

Wholesale and retail commerce 25
Experienced a
cybersecurity incident
in their career

I prefer not to specify 10

Accommodation 14 Do not know 7

E-commerce 12 Yes 54

Construction 9 No 97

Managerial services 6

Result of cybersecurity
incident

Disruption of work due to an incident 24

Content creator 5 Loss of internal data 18

Health 5 Customer complaints 16

Education 2 Legal process fees 13

IT 2 Compliance penalty 9

Logistics and storage 2 Ransom payment to cyber criminals 6

Insurance 2 Stolen customer data 6

Biotechnology 1 Stolen trade secrets 5

Other 1 No mention 71

Regarding the cybersecurity tools used to protect their systems, only 16 (10%) respon-
dents claimed that they were not using cybersecurity tools while 133 (79%) respondents
stated that they use more than one cybersecurity tool (see Table A2 in Appendix A). A total
of 125 (74%) respondents used anti-virus software, this being the most commonly used
cybersecurity tool.

In addition to using cybersecurity tools, 145 (86%) respondents also claimed that
they perform standard cybersecurity measures, such as data backups, compliance controls,
and employee training. Among the most frequently pursued cybersecurity measures
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were critical data backups and compliance controls for the Personal Data Protection Law.
More complex measures, such as vulnerability testing and system logs, were seen among
respondents who already took other measures as well (Table A3 in Appendix A). Out of
168 respondents, 39 (23%) claimed to have adopted cyber insurance, 95 (57%) claimed they
have not adopted cyber insurance, and 34 (20%) stated that they do not know whether they
have adopted it or not.

5.2. Model Development and Hypotheses Testing Overview

Figure 2 depicts the conceptual model of the study with results from the PLS-
SEM analysis. Based on the model, top management support, external pressures, and
owner/manager innovativeness have direct effects on cyber insurance adoption intention,
as indicated by the cyber insurance adoption intention (Insadpin) relationships in Figure 2
and Table 3.
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Table 3. Hypotheses testing results.

Hypothesis Relationships p-Value Path Coefficient (β) Results

H1 prcvdga-Insadpin 0.403 0.019 Not supported
H2 complxt-Insadpin 0.087 −0.103 Not supported
H3 prcvobs-Insadpin 0.327 0.034 Not supported
H4 orgcult-Insadpin 0.461 0.008 Not supported
H5 tpmngsu-Insadpin <0.001 0.324 Supported
H6 cmptven-Insadpin 0.318 0.036 Not supported
H7 extrnpr-Insadpin 0.007 0.184 Supported
H8 ow/mgin-Insadpin <0.001 0.239 Supported
H9 ownknow-Insadpin 0.036 0.135 Not supported
H10 Insadpin-ictadop <0.001 0.647 Supported
H11 ictadop-orgscrp <0.001 0.512 Supported
H12 Insadpin-orgscrp <0.001 0.31 Supported

Key to abbreviations: Insadpin = cyber insurance adoption intention; prcvdga = perceived gain; complxt = com-
plexity; prcvobs = perceived observability; orgcult = organisational culture; tpmngsu = top management support;
cmptven = competitive environment; extrnpr = external pressures; ow/mgin = owner/manager innovative-
ness; ownknow = owner/manager knowledge; ictadop = ICT adoption intention; orgscrp = organisational
security performance.
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Additionally, cyber insurance adoption directly and positively affects post-activities
related to digital transformation. ICT adoption intention mediates organisational security
performance, while cyber insurance adoption intention directly and positively affects ICT
adoption intention and organisational security performance. The nine hypotheses con-
cerning antecedents, and three hypotheses for consequences, of cyber insurance adoption
intention are discussed in more detail below.

The coefficient of determination (R2) of the exogenous latent variables was measured
to ensure model validity. As seen from Table A6 in Appendix A, R2 of cyber insurance
adoption intention was 0.689, which is considered close to substantial, 0.538 for organisa-
tional security performance and 0.562 for ICT adoption intention, which are all above the
0.333 average threshold [67].

6. Discussion
6.1. Technological Factors

Drawing upon an analysis of the relevant literature, a number of technology-related
factors were included in the study, for which no significant relationship with the intention
to adopt cyber insurance was found. These factors included complexity, perceived gain
and perceived observability.

Regarding the complexity factor (H2), respondents did not consider cyber insurance
to be too complicated an initiative or that the required skills to use and integrate cyber
insurance into work practices were overly complex. This contrasted with the findings in
some of the extant literature, which suggested that the general perception of insurance
policies as complicated had dissuaded some SMEs from adopting cyber insurance [21,24].
This may be explained by differing perceptions of what cyber insurance is, with some
organisations not considering it to be a technological aspect but rather related to wider
financial and risk management functions.

Nevertheless, a comprehensive understanding of the nature and scale of cyber risk in a
company is essential for evaluating insurance policy options, and this may be problematic
for some SMEs. Indeed, several insurance companies make such an understanding a pre-
requisite for cyber insurance policies. Additionally, the lack of IT employees with a detailed
knowledge of cyber risk issues in SMEs may result in increased perceived complexity
concerning cyber insurance. This perception may be compounded by the technical pre-
requisites of entering into a cyber insurance policy agreement: log management, database
management, and a documented and practised recovery plan, which are not simple tasks
to achieve without qualified IT employees.

However, as noted above, complexity was not perceived as a critical issue or barrier
to entry by the Turkish SMEs studied here. This may also be explained by Turkish SMEs’
relatively high level of digitalisation (as evidenced in Tables A2 and A3 in Appendix A,
for example) and the fact that some SMEs in the sample set are already utilising cyber
insurance. Having some experience with cyber insurance may mitigate the barriers to cyber
insurance adoption intention.

Study results suggest that perceived gain (H1) and perceived observability (H3) do
not significantly influence cyber insurance adoption behaviour, with neither H1 nor H3
indicating a positive effect on cyber insurance adoption. Some of the literature puts
forward a different perspective, with Herath et al. [33], for example, contending that the
perceived benefits of implementing information security measures positively influence
the adoption of digital technologies. This supports the view that the observability of
cyber insurance is probably low, in part because companies will normally not publicise
cyberattack incidents because of potential reputational damage. Organisations may also
avoid publicising the benefits they gain from cyber insurance and thus not experience the
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knock-on observability that emerges from such benefits. In this context, Sangari et al. [80]
show that companies often underreport cyber incidents because of reputational risk and its
possible financial impact, and this under-reporting is especially common when incidents
involve a breach of protected data. Sangari et al. [80] note that only 3% of all cyber incidents
are accounted for in databases of publicly reported events. Insufficient publicity about
the positive effects of cyber insurance may hinder a clear understanding of the positive
effects of cyber insurance adoption by others. In addition, the lack of awareness about the
consequences of cybersecurity breaches may lead to an underestimation of the financial
risk from unmanaged cybersecurity threats [81], and perceived gains are also thereby
underestimated. Accordingly, perceived observability does not significantly affect the
intention to adopt.

To this same point, it is of relevance that there are only a handful of insurance com-
panies that offer cyber insurance in Turkey, and the immaturity of this market has led to
non-standardised policies, coverages, and pricing. Biener et al. [7] claimed that changing
pricing policies, non-standardised calculation methods, and non-sufficient coverages have
negatively affected the perceived gain from adopting insurance. The immaturity of the
cyber insurance market has meant that products and their potential benefits are not well
known or observed within the SME sector.

6.2. Environmental Factors

It is widely accepted that competitive pressure and the pursuit of a competitive edge
are significant drivers of technology adoption in business [37]. In line with the perceived
observability and perceived gain criteria, which are mainly related to the firm’s perception
influenced by others, the findings here suggest the competitive environment (H6) is not
a significant factor for Turkish SMEs. This is in contrast to Bandyopadhyay [48], who
concluded that a highly competitive environment was effective in cyber insurance adoption.
Even though—to gain competitive advantage—digitalisation is becoming more common
among SMEs, the cybersecurity requirements, and implications for technology integration
and data sharing, are often not adequately recognised or acknowledged. Kshetri [82] sees
this situation as resulting from a lack of awareness of cyber risk exposure, and thus, an
underestimation of the competitive value of cyber insurance.

Awareness of the vulnerabilities that come with digitalisation is necessary for both the
safety of SMEs and the growth of the cyber insurance market. In terms of the competitive
environment, the reputational damage that companies may face in case of cyber incidents
was also regarded as a part of the competitive environment effect. While this concern
was not shown in the developed model for SMEs, it might be a valid concern for larger
enterprises, for whom the financial consequences and the reputational damage can be
more severe. Thus, a competitive environment may show a positive and significant effect
on a model fit for large enterprises. However, the results here suggest that SMEs do
not significantly believe they will lose their customers to competition and their market
share if they do not plan to invest in cyber insurance. Additionally, they do not feel cyber
insurance is a strategic necessity to compete in the marketplace either. Nevertheless, as
Kshetri [82] observes, the competitive advantage of cyber insurance is highlighted and
better appreciated after the negative experience of a cyber incident.

On the other hand, external pressures (H7) have a significant positive impact on
Turkish SMEs’ adoption of cyber insurance. Of relevance here is that cyber insurance
policies commonly cover legal fees incurred due to violations of personal data protection
laws, such as the GDPR in the EU and the Personal Data Protection Law in Turkey. Even
though, as previously mentioned, perceived gain does not have a positive relationship with
adoption, external pressure that comes from the mandatory rules regarding privacy laws
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does. Privacy law requirements are considered a crucial legal practice for safeguarding
customer data, with significant financial repercussions for non-compliance. The risk of
a financial burden of non-compliance pushes businesses to adopt cyber insurance. The
significant effect of environmental pressure on cyber insurance adoption emphasises the
success of the regulatory controls of cyber protection for businesses. Our findings align with
those of Hasan et al. [34], who suggest that these regulations serve to protect customer data,
and non-compliance may lead to customers seeking assistance from authorities if needed.

6.3. Organisational Factors

Top management support and an encouraging culture are seen as two of the key
organisational factors in the extant literature. Top management support (H5) has a direct
and positive effect on the adoption intention of cyber insurance within Turkish SMEs.
Senior management has a responsibility to decide and implement cyber insurance policies
so that their support can significantly impact adoption intention. In a similar manner,
the results of the study by Hasan et al. [34] have shown a significant positive correlation
between top management support and readiness to combat cyber attacks.

While top management support affects cyber insurance adoption in a positive way,
organisational culture (H4) does not have a significant effect on the adoption intention
of cyber insurance. Cyber insurance is a specialised risk management tool that may not
be fully understood or prioritised across all levels of an organisation, so general cultural
values may not significantly influence the decision to adopt it. Furthermore, organisational
culture might influence general behaviours but may not directly impact specific strategic
decisions like purchasing insurance, which is often handled by upper management. This
result is aligned with the findings of Albar and Hoque’s [37] study, which did not find a
significant relationship between organisational culture and technology adoption intention.

This finding can be viewed in combination with the individual context (H8) in the
developed model, discussed below: owner/manager innovativeness and cybersecurity
knowledge affect the adoption of cyber insurance for SMEs. This may influence the market-
ing strategy of cyber insurance companies: to reach more customers, insurance companies
can create awareness of cybersecurity topics, educate their customers on cybersecurity, and
then offer cyber insurance as a complementary risk mitigation tool.

6.4. Individual Factors

Individual factors cover owners’/managers’ innovativeness and experience. Own-
ers’/managers’ innovativeness (H8) has a direct and positive effect on the adoption inten-
tion of cyber insurance in Turkish SMEs. This aligns with the findings of Omri et al. [83],
who found that innovative behaviour positively influences business performance through
its impact on innovation output. The owners/managers in SMEs that are innovative look
for new ways to go digital and are aware of cyber risks, which influences top management
to push for utilising the coverage and benefits that come with cyber insurance adoption.

Similarly, our findings align with the study of Laury et al. [59], who emphasises that
insurance purchase and adoption decisions are also heavily influenced by the decision-
maker’s approach to risk and their innovativeness. Thus, when looking at the adoption
of cyber insurance for SMEs, firm-level context alone is not sufficient, as the individual
profiling of the company owner is also of direct relevance [63].

If top management, including the owner/manager, has significant knowledge and
understanding of cyber insurance or cybersecurity issues, this may mitigate concerns
derived from the perceived complexity of cyber insurance adoption. However, results also
suggest that owners’/managers’ knowledge (H9) is not believed to have a significant effect
on cyber insurance adoption intention. This contrasts with the findings of Thong [69], but
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the author was looking more generally at the impact of owner knowledge on information
systems investment, rather than just cyber insurance.

6.5. ICT Adoption Intention and Organisational Security Performance (H10, H11, H12)

Post-cyber insurance adoption hypotheses H10, H11, and H12 are all supported. Cyber
insurance adoption intention affects ICT adoption intention in a positive way, as stated in
H10. Also, it affects organisational security performance through ICT adoption, as stated in
H11. Therefore, ICT adoption intention affects organisational security performance in a
positive way, as stated in H12

The positive relationship between cyber insurance adoption and ICT adoption in H10
results from many factors acting in combination. Cyber insurance is a risk transfer tool
for cyber risks. The coverage provided by cyber insurance can create a sense of security
for businesses, potentially leading to increased investment in ICT infrastructure. There
are various additional risks involved in digitalisation for SMEs. Each year, the number
and financial impact of cyber attacks targeting SMEs have increased. Failure to comply
with privacy laws can lead to high financial penalties, and cyber tools may be complex and
costly. In case of a cyberattack, the direct financial effects—such as ransom payments—can
be too difficult to recover from [23]. This may discourage some SMEs from progressing
digitalisation initiatives. Adopting cyber insurance can provide a correct sense of security
and encourage digitalisation through the adoption of ICT, supporting H10. Also, if a
company does not currently have cyber insurance but intends to obtain it, it must commit
to implementing the necessary IT infrastructure [64].

As noted above in relation to H11, cyber insurance adoption intention affects organisa-
tional security performance through ICT adoption. The findings from this study parallel
those from Watson et al. [22] and Kesan and Hayes [23], who state that companies with
cyber insurance will often have cybersecurity solutions in place as prerequisites for cyber
insurance, resulting in an increase in organisational security performance. Furthermore,
cyber insurance provides financial protection by compensating for losses in the event of
security breaches, allowing companies to invest in new technologies with insurance against
significant financial risks [43].

Regarding H12, results align with the study by Chang et al. [84], which demonstrated
a positive relationship between IT capabilities and the implementation of information
security management in enterprises, as IT systems and resources can support security
controls and measures.

6.6. Summary Issues

The hypotheses testing results discussed in the above sections raise some issues of a
more general nature that merit further discussion. First, the results highlight the significance
of senior management’s understanding of cybersecurity issues and the potential role of
insurance companies in simplifying the perceived complexity of cyber insurance adoption.
Cyber insurance companies have a role to play, albeit not necessarily a fully objective one,
in educating their customers on cybersecurity, and cyber insurance could be offered as
a complementary risk mitigation tool to SMEs that may already be customers regarding
other risk or security issues. To increase SME cyber insurance adoption in Turkey, cyber
insurance companies need to be more open and explain the requirements and the adoption
process with more clarity to enhance the likelihood of cyber insurance adoption.

Secondly, hypothesis H7 concerning the impact of external pressure was supported,
suggesting that regulative measures or incentives are likely to increase cyber insurance
adoption. The significant effect of environmental pressure on cyber insurance adoption
emphasises the success of the regulatory controls of cyber protection for businesses. Oblig-
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atory measures push companies to be more careful, proactively protecting themselves and
adopting a risk management perspective. If these rules and regulations were to increase to
make cyber insurance mandatory, the collective cyber readiness of Turkish SMEs would also
increase. For instance, insurance companies conduct a due diligence process upon insuring
a business. Not only would cyber insurance mitigate the financial risk of a cyber attack,
but a more mature market might also relax the prerequisites of insurance companies. In
addition, mitigating the financial aspect of the cyber risk can reduce the risk of bankruptcy
in case of cyber events, which would be beneficial in the context of the wider economy.
Even though cyber insurance is not mandatory for businesses yet, the effect of protecting
customer data with regulations can be seen as a positive step towards safer digitalisation
for SMEs in future.

Thirdly, it is clear that cyber insurance adoption is positively related to owner/manager’s
innovativeness. The combined effects of the model constructs suggest that owners’/managers’
innovativeness has a significant and positive relation to ICT adoption: the innovative nature of
the owner/manager is likely to support both cyber insurance and ICT adoption. Having an
innovative leader thus emerges as a critical property in this context.

Fourthly, the positive and direct effect of cyber insurance adoption on ICT adoption
indicates the support for on-going digitalisation that cyber insurance can provide for
Turkish SMEs. Cyber insurance can be viewed as one piece in the jigsaw that represents
a successful transition to a digitalised business. Cyber insurance allows companies to
invest in digitalisation projects without undue concern regarding the potentially disastrous
financial implications of a cyberattack.

7. Conclusions
This article has explored the various aspects of cyber insurance as a cybersecurity

strategy for SMEs. Through a review of the current literature and the testing of 12 related
hypotheses, qualified conclusions have been drawn regarding the technological, organ-
isational, environmental and individual factors impacting the decision-making process
regarding cyber insurance adoption. The survey results and PLS-SEM analysis identified
top management support, external pressures, and owner/manager innovativeness as being
of particular significance in positively engendering the adoption of cyber insurance, as
well as ICT adoption and digitalisation overall. Furthermore, cyber insurance adoption
intention affects ICT adoption and organisational security performance. ICT adoption
intention also mediates the relationship between cyber insurance adoption intention and
organisational security performance.

The emerging concept of cyber insurance provides flexibility in risk management
and allows companies to transfer some of the cyber risks as part of their overall risk
management strategy. This can put in place the cybersecurity foundation for initiating
company-wide digitalisation projects, with IT and cybersecurity risk becoming a part of
overall corporate risk management in some companies. The positive and direct effect of
cyber insurance adoption regarding ICT adoption in general enhances the opportunities for
successful digitalisation in Turkish SMEs with cyber insurance. Cyber insurance adoption
mitigates the financial risk of ransomware and other cyber attacks, allowing companies
to use their financial resources to invest in other digitalisation tools and organisational
security technologies.

This article clearly has its limitations. It is based on a survey of Turkish SMEs, so
generalisation across the wider SME sector must be treated with caution. Nevertheless,
the authors believe this research provides some new insights into the dynamics of cyber
insurance adoption, which is a relatively under-researched area of study. The findings en-
hance understanding of cyber insurance as a valuable and cost-effective tool for managing



Information 2025, 16, 66 20 of 27

cyber risks, which can be viewed as an alternative to expensive risk mitigation methods.
SME leaders can utilise these insights to make informed decisions about integrating cyber
insurance into their overall digitalisation strategy, particularly in relation to cybersecurity
considerations. For policymakers, the study identifies key factors that influence the adop-
tion of cyber insurance, such as support from top management and external pressures. This
information can help inform the development of policies to improve cybersecurity within
SMEs. Furthermore, applying the Technology–Organisation–Environment–Individual
(TOE-I) model to the adoption of cyber insurance broadens its theoretical relevance, extend-
ing beyond traditional technology adoption and laying the groundwork for future research
in cyber risk management. Future research could profitably build upon these findings to
provide more in-depth case studies on cyber insurance to complement the quantitative
survey results presented here. More specifically, considering the impact of cybersecurity
and cyber insurance adoption on the customers of SMEs, future studies could focus on
customer perception of cybersecurity issues and their perspectives on the risks to customer
data. Conceptual development could also examine how cyber insurance relates to broader
risk management themes and frameworks.

Author Contributions: Conceptualisation, N.T., A.Ö.Y. and B.M.; methodology, N.T., A.Ö.Y., H.D.E.,
M.W. and B.M.; software, N.T. and H.D.E.; validation, N.T., A.Ö.Y., H.D.E., M.W. and B.M.; formal
analysis, N.T., A.Ö.Y., H.D.E., M.W. and B.M.; investigation, N.T., A.Ö.Y., H.D.E., M.W. and B.M.;
resources, N.T., A.Ö.Y., H.D.E., M.W. and B.M.; data curation, N.T., A.Ö.Y., H.D.E., M.W. and B.M.;
writing—original draft preparation, N.T., A.Ö.Y., H.D.E., M.W. and B.M.; writing—review and editing,
N.T., A.Ö.Y., H.D.E., M.W. and B.M.; visualisation, N.T., A.Ö.Y., H.D.E., M.W. and B.M.; supervision,
N.T., M.W. and B.M.; project administration, B.M. All authors have read and agreed to the published
version of the manuscript.

Funding: This research received no external funding.

Institutional Review Board Statement: Not applicable.

Informed Consent Statement: Not applicable.

Data Availability Statement: The data upon which this research is based is held in a university
environment. All company and individual names have been anonymised. Further details are available
on request from the corresponding author.

Conflicts of Interest: The authors declare no conflicts of interest.

Appendix A

Table A1. Survey constructs, questions and sources used in the research study.

Construct Adapted Questions Source Scale

Perceived gain
(prcvdga)

PG1: Cyber insurance decreases potential

Herath et al. [33]

Seven-point
Likert scale
(from strongly
disagree to strongly
agree)

losses due to security incidents

PG2: Cyber insurance keeps risks related
to security incidents to
a minimum

PG3: Cyber insurance has contributed to
the value of our business.

PG4: Cyber insurance has increased our
market share (profitability) due to secure
transaction practices.

PG5: Cyber insurance has increased the
competitive advantage for
our company
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Table A1. Cont.

Construct Adapted Questions Source Scale

Complexity
(complxt)

COM1: We believe that cyber insurance is

Albar and
Hoque [37]

Five-point
Likert scale

very difficult to use

COM2: The skills required to use cyber
insurance is too complex for our
employees

COM3: Integrating cyber insurance
our work practices will be very difficult

Perceived
observability
(prcvobs)

PO1: There is good publicity about the

Badi et al. [46] Five-point
Likert scale

positive effects of cyber insurance

PO2: Other organisations using cyber
insurance liked using them.

PO3: I have a clear understanding of the
positive effects of cyber insurance

Top management
support (topmngs)

TM1: Top management enthusiastically

Albar and
Hoque [37]

Five-point
Likert scale

supports the adoption of cyber insurance

TM2: Top management has allocated
adequate resources to the adoption of
cyber insurance

Organisational
culture (Orgcult)

OC1: Our organisation is very responsive

Albar and
Hoque [37]

Five-point
Likert scale

and changes easily

OC2: There is a high level of agreement
about how we do things in this company

OC3: There is a shared vision of what this
organisation will be similar to in the future

Competitive
environment
(cmptven)

CE1: We believe we will lose our customers to our
competitors if we do not
adopt cyber insurance

Albar and
Hoque [37]

Five-point
Likert scaleCE2: We feel it is a strategic necessity to

use cyber insurance to compete in the marketplace

CE3: We believe we will lose our market share if we do
not adopt cyber insurance

External pressure
(extrnpr)

EP1: Our business partners require that we have strong
security program.

Herath et al. [33] Seven-point
Likert scale

EP2: Our suppliers/business partners require use of
specific security technologies and practices from us.

EP3: Our consumers are demanding about privacy
and security

Owner/manager
innovativeness
(ow/mgin)

OMI1: If we heard about a new
information technology, we would look for ways to
experiment with it

Albar and
Hoque [37]

Five-point
Likert scaleOMI2: Among our peers, we are usually the first to try out

new information technology

OMI3: We do not hesitate to try new information
technology

Owner/manager
knowledge
(ownknow)

OMK1: We have the necessary skills and knowledge to
use cyber insurance

Albar and
Hoque [37]

Five-point
Likert scale

OMK2: We are familiar with cyber insurance.

OMK3: We have the experience to use cyber insurance.
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Table A1. Cont.

Construct Adapted Questions Source Scale

Cyber insurance
adoption intention
(Insadpi)

IA1: We have the intention to buy or renew
cyber insurance.

Albar and
Hoque [37]

Five-point
Likert scale

IA2: We want to get more information about buying or
renewing cyber insurance.

IA3: We plan to buy or renew cyber insurance.

Organisational
security performance
(orgscrp)

OSP1: The number of data breaches in our organisation is
decreasing over time.

Hasan et al. [34]
Five-point
Likert scale

OSP2: Our organisation has a legitimate security
reputation.

OSP3: The internal processes of our organisation are
becoming more secure.

OSP4: Our organisation’s databases are available
whenever needed.

OSP5: Our organisation has a reliable system with
adequate capabilities and
capacities for information processing.

ICT adoption
intention (ictadop)

ICT1: We have a high intention to use information
technologies in our organisation.

Albar and
Hoque [37]

Five-point
Likert scale

ICT2: We intend to learn about information technologies.

ICT3: We plan to use information technologies to manage
our business well.

Table A2. Number of security tools used by survey respondents.

Number of cybersecurity tools
used per respondent 0 1 2 3 4 5 6 7 8 9 10 #of

respondents

Total # of respondents per # of
cybersecurity tools used 16 19 17 22 35 13 16 13 4 3 10 168

C
yb

er
se

cu
ri

ty
to

ol
s

us
ed

by
re

sp
on

de
nt

s

Anti-virus software 0 9 11 20 32 9 15 12 4 3 10 125

Firewalls 0 1 3 8 23 9 11 11 4 3 10 83

User authorisation 0 1 5 13 16 9 12 10 3 3 10 82

File encryption 0 1 2 8 18 7 10 11 3 3 10 73

Content filtering 0 2 3 3 10 6 9 11 4 3 10 61

Strong password requirement 0 1 3 4 8 3 10 11 3 3 10 56

Anti-spam software 0 0 1 4 12 4 10 8 3 2 10 54

Digital identity 0 3 1 3 5 7 7 8 2 3 10 49

One-time password 0 1 5 1 12 4 2 6 3 2 10 46

VPN access 0 0 0 2 4 7 10 3 3 2 10 41

I do not know 11 0 0 0 0 0 0 0 0 0 0 11

None 5 0 0 0 0 0 0 0 0 0 0 5
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Table A3. Number of security measures performed by respondents.

Number of cybersecurity measures
performed by respondent 0 1 2 3 4 5 6 7 # of

respondents

Total # of respondents per total # of
measures taken 23 50 39 26 12 9 2 7 168

C
yb

er
se

cu
ri

ty
m

ea
su

re
s

Backups of critical and personal data
(at least once a week) 0 24 26 20 11 7 2 7 97

Regular controls for compliance with
Personal Data Protection Law 0 14 29 16 9 8 2 7 85

Regular cybersecurity tests
(vulnerability testing, IT

auditing, etc.)
0 4 4 12 12 6 2 7 47

Conducting employee training
on cybersecurity 0 5 5 11 5 7 2 7 42

System logs 0 1 4 11 4 6 0 7 33

Recovery plan in case of an incident 0 1 6 4 4 8 2 7 32

Getting internationally recognised
certifications, such as PCI-DSS,

ISO27001 [85]
0 0 3 4 3 3 2 7 22

Others 0 1 1 0 0 0 0 0 2

Table A4. Reliability, AVE and construct correlations.

Construct CR Cronbach’s
alpha AVE Orgcult prcvdga prcvobs cmptven extrnpr orgscrp Insadpin ow/mgin complxt ictadop ownknow topmngs

Orgcult 0.91 0.85 0.77 0.88
prcvdga 0.92 0.89 0.70 0.32 0.84
prcvobs 0.90 0.84 0.75 0.30 0.57 0.87
cmptven 0.92 0.87 0.80 0.14 0.50 0.57 0.87
extrnpr 0.90 0.84 0.75 0.27 0.39 0.64 0.52 0.90
orgscrp 0.93 0.88 0.81 0.38 0.50 0.62 0.51 0.61 0.80
Insadpi 0.90 0.86 0.64 0.31 0.34 0.58 0.48 0.69 0.63 0.91
ow/mgin 0.96 0.94 0.89 0.30 0.31 0.54 0.51 0.63 0.54 0.67 0.84
complxt 0.88 0.79 0.71 −0.05 0.17 0.12 0.12 −0.06 −0.07 −0.06 −0.01 0.81
ictadop 0.93 0.89 0.83 0.40 0.28 0.46 0.29 0.50 0.71 0.65 0.45 −0.20 0.94
ownknow 0.85 0.74 0.66 0.32 0.39 0.67 0.53 0.72 0.62 0.70 0.62 0.04 0.52 0.91
topmngs 0.97 0.96 0.73 0.43 0.40 0.60 0.46 0.66 0.62 0.73 0.59 −0.04 0.57 0.75 0.90

Table A5. Explanatory values for the model.

Average path coefficient (APC) 0.258, p < 0.001

Average R-squared (ARS) 0.571, p < 0.001

Average adjusted R-squared (AARS) 0.563, p < 0.001

Average block VIF (AVIF) 2.214, acceptable if ≤5, ideally ≤ 3.3

Average full collinearity VIF (AFVIF) 2.705, acceptable if ≤5, ideally ≤ 3.3
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Table A6. Coefficients of structural model.

Orgcult prcvdga prcvobs cmptven extrnpr orgscrp Insadpin ow/mgin complxt ictadop ow/mgkn tpmngsp

R2 0.562 0.689 0.418

Adjusted R2 0.556 0.672 0.415

Composite
reliability 0.911 0.921 0.901 0.901 0.928 0.899 0.938 0.879 0.852 0.960 0.934 0.89

Cronbach’s
alpha 0.854 0.892 0.835 0.835 0.883 0.859 0.901 0.792 0.739 0.937 0.894 0.753

AVE 0.774 0.701 0.752 0.753 0.812 0.644 0.835 0.707 0.657 0.889 0.826 0.802

Full
collinearity
VIFs

1.38 1.80 2.62 1.91 2.77 3.06 3.37 2.18 1.16 2.61 3.30 3.10

Q-squared 0.564 0.678 0.422
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