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Abstract: As businesses increasingly adopt digital processes and solutions to enhance efficiency and
productivity, they face heightened cybersecurity threats. Through a systematic literature review and
concept development, this article examines the intersection of digitalisation and cybersecurity. It
identifies the methodologies and tools used for cybersecurity assessments, factors influencing the
adoption of cybersecurity measures, and the critical success factors for implementing these measures.
The article also puts forward the concept of cybersecurity governance process categories, which are
used to classify the factors uncovered in the research. Findings suggest that current information
security standards tend to be too broad and not adequately tailored to the specific needs of small
and medium-sized enterprises (SMEs) when implementing emerging technologies, like Internet of
Things (IoT), blockchain, and artificial intelligence (AI). Additionally, these standards often employ a
top-down approach, which makes it challenging for SMEs to effectively implement them, as they
require more scalable solutions tailored to their specific risks and limited resources. The study
thus proposes a new framework based on the Plan-Do-Check model, built around the cybersecurity
governance process categories and the three core pillars of governance, culture and standards. This is
essentially a bottom-up approach that complements current top-down methods, and will be of value
to both information technology (IT) professionals as an operational guide, and to researchers as a
basis for future research in this field.

Keywords: cybersecurity; digitalisation; digital transformation; critical success factors; cybersecurity
adoption factors; cybersecurity governance processes; cybersecurity risk assessment; operational
framework

1. Introduction

The world has been moving towards digitalisation at an unprecedented pace since the
turn of the century. With the rapid advancements in technology, businesses are increasingly
adopting digital processes and solutions, transforming how they conduct business to
increase their efficiency and productivity in an ever more competitive environment [1].
There is an immense reliance on digitalisation in every aspect of the business world through
technologies like Internet of Things (IoT), artificial intelligence (AI), machine learning (ML),
cloud computing, blockchain, digital twins, and the glue that holds all of these together:
the internet. This inevitably brings many new challenges for businesses, with cybersecurity
threats and attacks being one of the most prominent. Especially with the COVID-19
pandemic, companies have had to adjust their businesses for remote operations and home
offices for employees, which led to an increase in digital processes and practices and the
use of diversified mobile devices, creating new vulnerabilities for businesses [2].

Cybersecurity is an evolving field and has no universally agreed definition. Based
on a semantic analysis of 28 cybersecurity definitions, Schatz et al. [3] (p. 66) defined
cybersecurity as “the approach and actions associated with security risk management
processes followed by organisations and states to protect the confidentiality, integrity, and
availability of data and assets used in cyberspace”. It involves tools and techniques to
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protect companies from cyber threats and business disruptions [4]. As noted by several
researchers, cybersecurity threats include data breaches, system disruptions through cyber-
attacks leading to business discontinuity [5], financial threats [6], breach of intellectual
property [7], loss of trust and reputation public safety issues such as attacks on autonomous
vehicles (AV) or food industries [7], and violation of the General Data Protection Regulation
(GDPR) [8].

Cyber risk, on the other hand, pertains to the operational risks of economic losses due
to the unavailability, lack of integrity, or confidentiality breaches of data and information
systems [8]. Effective cybersecurity measures help prevent unauthorised access, data
breaches, and other malicious activities that can disrupt operations and lead to significant
financial and reputational damage.

This article comprises five sections. Following this brief introduction, Section 2 pro-
vides an overview of some key aspects of cybersecurity, outlines a conceptual framework
based on cybersecurity governance process categories, and poses four research questions
for the study. Section 3 then sets out the research methodology, based on a systematic
literature review. In Section 4, the results of the study are presented, directly addressing the
four research questions, including the presentation of the new cybersecurity framework, of
particular relevance to small and medium-sized enterprises (SMEs) with limited resources.
Finally, Section 5 provides some conclusions to the study, notes its limitations and its
contribution, and points out possible areas for future research.

2. Business Cybersecurity and the Conceptual Framework

Digital transformation is a way for businesses to transition their business processes
to IT solutions that deploy digital technologies. While such technological advances offer
productivity benefits, they also necessitate a “reorientation of risk analysis and required
security measures” [9] (p. 1). Companies need to balance the adoption of new technologies
with corresponding cybersecurity measures to address new types of risks and fully benefit
from digital transformation [5]. Consumers highly value the security of their personal data,
and due to the possibility of violating consumer trust as a result of data or security breaches,
businesses must ensure that any process digitalisation they undertake addresses cybersecu-
rity risks and takes the necessary protective measures. Implementing robust cybersecurity
measures ensures that these digital processes are secure, protecting sensitive information
and maintaining the integrity of operations. This not only enhances the resilience and
continuity of business activities but also builds trust with customers and stakeholders.

The protection of sensitive data, maintaining operational continuity, mitigation of
financial risks, preventing reputational damage and loss of customer trust, compliance with
regulations, and ability to securely adapt to technological advancements are identified as
the primary contributions of cybersecurity to business process digitalisation in the extant
literature, and there are a range of examples from different sectors in the literature. For
example, in the insurance sector, the business relies on customers’ PII (Personal Identifiable
Information) as well as their financial information, and recent research [8] pointed out that
although cybersecurity investments do not seem to have a direct impact on the company’s
profits, they are crucial for the existence of the company. Cybersecurity measures protect
the company against loss of business, and its reputation, as well as against legal fees arising
from laws and regulations due to data breaches or system shutdowns.

Digitalisation may necessitate the use of IoT devices. Rizvi et al. [10] discuss the
growing use of IoT devices in enterprises in the manufacturing, healthcare, and finance
sectors, and the security challenges they pose. They propose a modular IoT auditing
framework specifically for IoT environments, complete with a set of auditing questions
for all security-related features of IoT devices and accompanied by examples and case
studies. In their study, they focus on the unique vulnerabilities of IoT devices that make
them more susceptible to cyber threats compared to traditional IT systems and remark that
proper cybersecurity measures can help protect these devices, and therefore the business
processes that rely on the data collected by them. IoT devices often collect and transmit
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vast amounts of sensitive data. For instance, in manufacturing, they can be used to monitor
equipment performance, predict maintenance needs, optimise production schedules; in
healthcare, they can be used as wearable IoT devices to monitor patient health and transmit
that data to healthcare professionals; in finance, they can be used for financial transactions.
Considering such highly critical use of IoT devices, ensuring their security is critical for
protecting the confidentiality, integrity, and availability of data. Furthermore, if IoT devices
are not secured properly, they can easily become gateways for cyber attackers aiming to
compromise an organisation’s IT infrastructure or damage the operations or reputation of a
company [10].

In a study investigating the factors that differentiate SMEs in Thailand in terms
of adopting or not adopting cybersecurity standards using a quantitative approach,
Auyporn et al. [11] surveyed SME IT leaders to assess various cybersecurity adoption
factors. They point out that SMEs are often more vulnerable to cyberattacks due to limited
resources and less robust cybersecurity measures compared to larger organisations. They
highlight the role that SMEs often play as vendors or partners to larger organisations
and draw attention to how lack of proper cybersecurity in SMEs’ business processes can
lead to negative consequences for broader business ecosystem by explaining how SMEs
can become gateways for cyber attackers to attack larger organisations that those SMEs
work with. Through a survey of cybersecurity in the Swedish manufacturing industry,
Franke and Wernberg [5] identified business interruption as the most severe kind of cyber-
security incident based on the answers of the surveyed participants. As manufacturing
increasingly depends on digital technologies, a cyberattack on the manufacturing compa-
nies’ digital processes and technologies could easily halt their operations, causing huge
financial losses.

Bui et al. [6] discussed digitalisation in agriculture, i.e., Agriculture 4.0, and how it
escalated cybersecurity risks in the sector. The authors of the paper explained how smart
farming technologies and infrastructure have become a target for cyber attackers and
highlighted the importance of implementing robust cybersecurity measures to safeguard
the food supply chain. According to the authors, the risks associated with not having strong
cybersecurity defences in the agricultural sector include false data injections via IoT devices
leading to data driven decision errors, resource misallocation, disruption in the supply
chain; side-channel attacks aiming to access sensitive information; distributed denial-of-
service (DDoS) attacks causing disruptions in the normal operations of businesses and so
on. In a similar vein, Alqudhaibi et al. [7] discussed the cybersecurity risks arising from the
food industry’s digitalisation. The negative outcomes of not having strong cybersecurity
in business processes as well as systems and devices used in the food industry can have
severe impacts on the entire food chain.

In a study discussing the possible benefits of maritime digitalisation using the “con-
cept of DigiShip”, Yue et al. [12] conducted a case study on the remote connection of a
tugboat in the coastal waters of Singapore. In their study, they carried out cybersecurity
threat modelling and risk assessment using STRIDE (Spoofing, Tampering, Repudiation,
Information disclosure, Denial of service and Elevation of privilege) and HEAVENS (Heal-
ing Vulnerabilities to Enhance Software Security and Safety) methodologies, respectively.
According to the authors, “one of the key systems onboard a vessel that could be of interest
to malicious hackers, and vulnerable to cyber security attacks is the system that controls
the platform systems onboard the vessel” [12] (p. 4).

As can be seen from these examples, no sector or industry is exempt from the risks
arising from not having strong cybersecurity measures integrated into business processes
and systems. Therefore, while acknowledging the advantages that digitalisation brings,
digitalisation efforts should always be carried out taking cybersecurity into consideration.
This was emphasised by Obwegeser et al. [13] (para. 3) who concluded, “the reality for
many organisations is that digital transformation consists of an ungainly confederacy of
digital initiatives revolving around new technologies, a few Skunk Works projects, and
random acts of digital enablement”.



Electronics 2024, 13, 4226 4 of 35

Process management is a systematic approach to making an organisation’s work-
flow more effective, more efficient and more capable of adapting to an ever-changing
environment [14]. More specifically, process mapping and process analysis have been used
in many areas of research related to information technology implementation. These include
analysis of information systems in both large companies [15] and SMEs [16] as well as in
higher education [17] (Figure 1).
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However, process definition is not an exact science and is to some extent a subjective
exercise. Senkus et al. [18], in their critical literature review of process definitions, concluded
“the analysis of literature sources showed many definitions of the process, but there is
no holistic approach” (p. 242), and the process labels depicted in Figure 1 represent just
one approach in a particular business context. Whilst there is a substantial amount of
research in the literature that looks into different aspects of cybersecurity related issues
and practices, the number of studies that approach the topic from the perspective of
processes remains limited. Amongst these few studies, Franke and Wernberg [5] suggested
focussing on different process areas, in which different types of cyber risks with different
security measures could be identified and implemented. They highlighted the gap between
the estimated impact of digitalisation and the need for cybersecurity measures within
different processes. They suggested investigating the relationship between digital and
cybersecurity maturity to address different security needs, differentiating security measures
for various types of cyber risks, and balancing technology related measures with social
(human) and organisational security aspects. In addition, Bechara and Schuch [19] highlight
the significance of regulatory measures in cybersecurity management that requires an
external focus, whilst NordLayer [20] associate cost and resource provision with having
an internal process focus. Ogono [21] offers a definition of cybersecurity processes as “the
requirements and steps that cyber security analysts implement as they execute their duties.
These processes may vary slightly across cyber security firms but the goal is usually the
same—to prevent and defend against cybercrime” (para. 12). However, the identified
processes are more stages for the identification, protection, monitoring and recovery of
assets, rather than the type of process discussed here.

The term “cybersecurity governance process categories” is used here to mean “pro-
cesses that support the planning, implementation and maintenance of cybersecurity, which
interact with standard business processes, but which comprise a series of factors rather than
activities”. Five governance process categories are recognised—human, external, finan-
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cial, technological, and organisational (Table 1)—that provide the conceptual framework
(Figure 2) for the analysis of the literature examined in this study, and is evidenced in
particular in addressing research questions 2 and 4 noted below. One point to note is that
an organisation’s compliance with external regulations, and its oversight of third-party
suppliers, are both seen as elements of the external factor, because both are influenced
by developments beyond the organisation’s immediate control. External regulations and
industry standards impact the organisation and its suppliers. Ensuring third parties comply
with these standards is crucial to maintaining cybersecurity integrity across the entire sup-
ply chain, and underscores the significance of third-party vulnerabilities and their potential
impact on the organization. Regulatory measures and cost and resource provision are
particularly related to, and aligned with, cybersecurity governance. They serve as guiding
constraints that influence the design and operation of secure digital business processes.

Table 1. Cybersecurity governance process categories descriptions.

Process Category Description

External

External process factors relate to the outside regulations, industry standards
and best practices that affect the decisions of an organisation regarding
cybersecurity adoption. In terms of implementation critical success factors
(CSFs), they are about ensuring robust cybersecurity not only within the
company but also in the 3rd parties that the organisation is associated with
in order to ensure all round comprehensive protection.

Financial

Financial resources are a key determinant in a company’s ability to invest in
cybersecurity measures. The financial adoption factors and implementation
CSFs that
fall under this category relate to an organisation’s financial capacity to (1)
implement cybersecurity measures and (2) sustain the implemented
measures successfully.

Human

This process category concerns the human factors that play a critical role in
the successful adoption and integration of cybersecurity measures. For
instance, without adequate security awareness among employees, phishing
attempts or social engineering attacks may succeed from the threat point of
view. Similarly, without the necessary awareness of employees, any technical
cybersecurity measure that is implemented may fail to be effective from the
security control point of view.

Organisational

This process category concerns factors related to aspects like business
continuity, company reputation, customer needs, and cybersecurity
governance. The organisational process category is particularly wide and
multi-faceted and impacts right across business functions.

Technological

This involves the technology related issues that impact decision-making
relating to cybersecurity adoption and implementation. It thus encompasses
the technology aspects of decisions regarding the acquisition and
deployment of cybersecurity tools and systems, and their on-going
maintenance. It also encompasses cybersecurity assessment of the wider
company IT portfolio.

The conceptual framework for the study was distilled from the existing literature and
builds upon process definitions found in other sources noted above. Miles and Huberman [22]
point out that the conceptual framework “explains, either graphically or in narrative form,
the main things to be studied—the key factors, constructs or variables- and the presumed
relationships among them” (p. 18). In similar vein, Loaiza et al. [23] note: “a conceptual
framework is an analytical tool that studies different concepts. It allows researchers to make
comparisons and organize ideas. It not only gathers concepts, but also integrates them
into one single structure” (p. 7). So here the framework, depicted in Figure 2, provides the
platform upon which the subsequent data analysis and the development of the operational
model are undertaken, as discussed below in Section 4. This article thus includes a focus on
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the factors that influence businesses in adopting cybersecurity measures, and investigates
how these measures can best be integrated into digitalisation at process level, using the
five-way cybersecurity governance process categories noted above. More specifically, the
study addresses four research questions (RQs):

• RQ1. What are the methodologies and tools that organisations use when conducting
cybersecurity assessments associated with process digitalisation?

• RQ2. What factors influence the adoption of cybersecurity measures in digital trans-
formation, and what are the critical success factors (CSFs) during and after the imple-
mentation of those cybersecurity measures?

• RQ3. What industry standards/frameworks, and regulations are of significance for
cybersecurity in the context of digital transformation?

• RQ4. What new cybersecurity framework can be developed to coordinate guide-
lines, strategies, and standards specifically for SMEs to complement current
top-down perspectives?
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3. Research Method

To address the RQs noted above, key literature was first examined and analysed.
A systematic literature review (SLR) identified 34 studies of particular relevance. As
Kitchenham and Charters noted in [24] (p. vi), “a systematic review is a means of evaluating
and interpreting all available research relevant to a particular research question, topic area,
or phenomenon of interest. Systematic reviews aim to present a fair evaluation of a research
topic by using a trustworthy, rigorous, and auditable methodology”. SLRs can help both
researchers in academia and practitioners from the business world to access synthesised
diverse findings on a given topic. In this research, the systematic approach adopted by
Niknejad et al. [25] was used, in which the researchers make use of the review process
outlined in Kitchenham and Charter’s [24] SLR guidelines. The following sections detail
the steps in this process.

3.1. Review Protocol

Having a review protocol helps minimise researcher bias and prevents the research
from losing its focus. It also offers the possibility for other researchers to check the validity of
an SLR by repeating the steps identified in the review protocol. The study uses the Preferred
Reporting Items for Systematic reviews and Meta-Analyses (PRISMA) protocol [26], which
is depicted as applied in this study in Figure 3. The steps in the PRISMA protocol help
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determine the RQs, the search strings, the inclusion and exclusion criteria, executing
search string, selecting articles, extracting data from the articles, synthesising the data and
analysing the results, and finally, writing the report.
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3.2. Inclusion and Exclusion Criteria

Inclusion and exclusion criteria are indispensable to an SLR. These criteria help re-
searchers ensure relevance among the selected articles, maintain consistency throughout
the research process, manage scope, increase the transparency and reproducibility of a
research, and avoid researcher bias. In line with the focus of the study, which is to review
the business process cybersecurity research in the literature, the articles selected in this SLR
include articles, conference papers, books, book chapters, and reviews in English published
between 2013 and 2024. The year 2013 was selected as it is the year that the second version
of the Information Security Management Standard (ISO 27001:2013) was published. This
was a significant update from the previous ISO/IEC 27001:2005 version [27]. ISO/IEC
27001:2005 (Clause 4.2.1) presented an asset-based risk assessment approach, focusing on
identifying risks against specific assets, with asset owners responsible for determining risk
treatment. This method emphasised asset protection over integrating information security
into broader business processes, often leading to a checklist-driven mentality. In contrast,
the 2013 revision shifted to a process-based risk management approach aligned with ISO
31000:2009 [28], assessing risks in relation to the organization’s overall business objectives.
This was subsequently superseded by a later version ISO 31000:2018 [29].

This change required organisations to adopt a more holistic and proactive approach
to cybersecurity, integrating it closely with business processes and strategic goals. New
clauses in ISO/IEC 27001:2013, such as Clause 4 on organisational context and Clause 4.2
on interested parties, expanded the strategic context of information security to include
stakeholders, business functions, and external parties. Furthermore, Although ISO/IEC
27001:2005 and earlier standards such as BS 7799 [30] laid the foundation for information
security management systems, their focus was more on general information security con-
trols rather than on the integration of cybersecurity into business processes. These changes
in ISO/IEC 27001:2013 encouraged organisations to consider how information security
impacts the entire organization, not just technical assets. Starting the review from 2013
allowed the capture of these significant shifts in how organisations approach cybersecurity,
reflecting a pivotal change in both research and practice, emphasizing the integration of
cybersecurity into broader organisational strategies. Although a newer version of this
international standard was published in 2022, selecting 2022 as the starting point would
considerably limit the articles in the literature review. The full list of inclusion and exclusion
criteria can be seen in Table 2.
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Table 2. Research inclusion and exclusion criteria.

Criteria Principle

Inclusion

Papers published between 2013 and 2024
Full text availability
Peer-reviewed studies
Papers focusing on cybersecurity in business processes
Papers that answer the research questions
Document type: {Conference Paper + Article + Book Chapter + Review + Book}

Exclusion
Papers not in English
Papers out of the scope of cybersecurity in business processes
Non-peer reviewed studies

3.3. Search Strategy

As part of establishing the search strategy, 24 different keywords, and their synonyms,
relevant to the topic of cybersecurity in business processes were identified. The base
terms used were “business”, “process”, “digitalisation”, and “cybersecurity”; these were
alternatively combined with words like “assessment”, “measures”, “models” and so on.
The 24 keywords and synonyms were then searched on Google Scholar to see which
keywords yielded the most results. The ones that produced the most results were selected
for string search formation; others were eliminated. Combining the keywords selected in
the previous step in alternative ways like shifting word orders or replacing some words
with other keywords or removing some of the words, 7 search strings were determined.
These were then used to search for articles on online academic databases Google Scholar,
Scopus, IEEE Xplore Digital Library, and ACM Digital Library. This was also a trial step
for optimising the search strings by examining the number of results returned on each
database for the 7 search strings. Following this optimisation step, 3 final search strings
were determined. The researchers tried further reducing the number of search strings by
combining them in alternative ways; however, none of the combinations yielded enough
articles to work with. As a result, it was decided to use 3 separate search strings. Each of
these focuses on a different aspect of this review paper’s research topic.

• Search String 1: (“cybersecurity” OR “cyber security”) AND (“critical success factors”
OR “success factors” OR “significant factors” OR “influential factors”)

• Search String 2: (“business processes” OR “digital transformation” OR “digitalisation”)
AND (“security evaluation” OR “security auditing” OR “security assessment”)

• Search String 3: (“business processes” OR “digital transformation” OR “digitalisation”)
AND (“adoption” OR “adopting” OR “implementation” OR “implementing”) AND
(“cybersecurity measures” OR “cyber security measures”)

To execute these final search strings, Elsevier’s Scopus database was used, which is
the largest and most reliable online database for peer-reviewed papers. The search results
for these 3 strings are presented in Appendix B Table A2.

By applying the search strategy noted above, 151 papers of relevance to the study
at hand were located. Following removal of duplicates and papers without full text
availability, 116 papers were left for initial review based on title, abstract and keywords.
32 of these papers were deemed unrelated based on the inclusion and exclusion criteria and
were eliminated. A detailed full text review was conducted on the remaining 84 papers,
and of these, 50 were eliminated based on the inclusion and exclusion criteria set out above.
Finally, 34 primary studies remained (see Appendix A Table A1).

3.4. Data Extraction and Synthesis

The 34 primary papers were studied carefully and material relevant to the 4 research
questions was meticulously recorded. Metadata was extracted from the Scopus database
and information about the research topic in each of the studies was collected after reading
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each article, and this was stored in Microsoft Excel sheets (Microsoft 365 MSO Version 2402)
to create the data extraction forms. The columns in the data extraction forms are shown Table 3.

Table 3. Data extracted from primary studies.

Extracted Data Description

Paper ID A unique number assigned to each primary
study

Related RQs Shows the research question(s) that primary
papers answer

Title Title of the paper as displayed in Scopus search
results

Author(s) Author name(s)

Year The publication year of the paper

Objective The main objective of the reviewed primary
papers

Research strategy Case study, conceptual study, survey, interview,
systematic literature review etc.

Methodology Qualitative, quantitative, mixed method

Data collection method Survey, interview, literature review,
documentation, observation etc.

Subject
Data collection subjects such as interview and
survey participants or papers in a literature
review

Country/Region The specific country or region that the reviewed
paper focuses on

Online database/publisher Where the paper was published

Document type Article, conference paper, review

Publication source Journal, conference proceedings etc.

Journal/Conference Name Name of the conference or journal where the
paper was presented or published

Cybersecurity theme

The main focus of the study: cybersecurity
assessment, cybersecurity auditing,
cybersecurity management, cybersecurity
adoption/implementation

Assessment tools and methodologies (RQ1) The tools and methodologies used in
cybersecurity assessment of business processes

Adoption factors/integration CSFs (critical
success factors) (RQ2)

The factors affecting the adoption or successful
integration of cybersecurity measures in
business processes

Cybersecurity Standards/Frameworks &
Regulations (RQ3)

The international standards, regulations as well
as widely used industry frameworks suggested
or adopted by the reviewed primary papers

Gaps, limitations, and future work
recommendations

The gaps, limitations, and future work
recommendations extracted from the reviewed
primary articles

Of the 34 primary papers, 18 (53%) were articles, 13 (38%) were conference papers,
and 3 (9%) were reviews. The full names of the conferences and journals are provided in
Appendix C Table A3.

The study only considered papers published between 2013 and the end of May 2024,
and out of the 34 papers studied, more than half (68%) are from the last 3 years (Figure 4).



Electronics 2024, 13, 4226 11 of 35

Electronics 2024, 13, x FOR PEER REVIEW 10 of 43 
 

 

Title Title of the paper as displayed in Scopus search results 
Author(s) Author name(s) 
Year The publication year of the paper 
Objective The main objective of the reviewed primary papers 

Research strategy 
Case study, conceptual study, survey, interview, systematic 
literature review etc. 

Methodology Qualitative, quantitative, mixed method 

Data collection method 
Survey, interview, literature review, documentation, obser-
vation etc. 

Subject Data collection subjects such as interview and survey partic-
ipants or papers in a literature review 

Country/Region 
The specific country or region that the reviewed paper fo-
cuses on 

Online database/publisher Where the paper was published 
Document type Article, conference paper, review 
Publication source Journal, conference proceedings etc. 

Journal/Conference Name Name of the conference or journal where the paper was pre-
sented or published 

Cybersecurity theme 
The main focus of the study: cybersecurity assessment, cy-
bersecurity auditing, cybersecurity management, cybersecu-
rity adoption/implementation 

Assessment tools and methodologies 
(RQ1) 

The tools and methodologies used in cybersecurity assess-
ment of business processes 

Adoption factors/integration CSFs 
(critical success factors) (RQ2) 

The factors affecting the adoption or successful integration 
of cybersecurity measures in business processes 

Cybersecurity Standards/Frameworks 
& Regulations (RQ3) 

The international standards, regulations as well as widely 
used industry frameworks suggested or adopted by the re-
viewed primary papers 

Gaps, limitations, and future work rec-
ommendations 

The gaps, limitations, and future work recommendations ex-
tracted from the reviewed primary articles 

Of the 34 primary papers, 18 (53%) were articles, 13 (38%) were conference papers, 
and 3 (9%) were reviews. The full names of the conferences and journals are provided in 
Appendix C Table A3. 

The study only considered papers published between 2013 and the end of May 2024, 
and out of the 34 papers studied, more than half (68%) are from the last 3 years (Figure 4). 

 

1 1 1
2

1

5

8

11

4

2014 2016 2017 2019 2020 2021 2022 2023 2024

# 
st

ud
ie

s

Publishing Year

Figure 4. Temporal view of the primary papers.

As regards the research methodology used in these studies, 26 (76%) of the papers
employed a mixed methods approach while 5 (15%) of them were qualitative and 3 (9%)
were quantitative. There was a greater diversity in the research strategies adopted in
these papers, with a single case study strategy (8 papers) and systematic literature reviews
(6 papers) being the most common (Figure 5), Appendix B Table A2 presents the research
strategies employed by each primary paper along with the research methodologies and
data collection methods.
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The reviewed papers were also classified according to the primary theme of each
paper. 4 primary themes were identified: cybersecurity assessment; cybersecurity auditing;
cybersecurity management; and cybersecurity adoption/implementation. The definitions
of these themes and the primary papers that fall under each theme are shown in Table 4.
16 primary papers (47%) focused on the theme of Cybersecurity Management, whilst
10 primary papers (29%) focused specifically on the theme of Cybersecurity Assessment.
Of the 6 papers (18%) focusing on cybersecurity adoption/implementation, some discuss
the factors that affect the adoption of cybersecurity measures in business processes while
others examine the success factors during and after the implementation of cybersecurity
measures in business processes. Even though the papers were divided into these overall
themes based on what they are primarily focused on, most of them also provide answers for
other themes. For instance, the primary theme of the paper written by Hidayat and Wang [8]
is cybersecurity assessment as it primarily aims to assess the operational effectiveness of
implemented cybersecurity measures at an Indonesian Life Insurance company; however,
the paper also provides insights into the theme of cybersecurity adoption/implementation
by listing some factors that have an impact on the adoption of cybersecurity measures such
as top management support and regulatory compliance.

Table 4. List of cybersecurity themes, their definitions, and the related primary papers.

Cybersecurity Primary
Theme Explanation of the Theme Related

Primary Paper

Cybersecurity
assessment

Involves evaluating the current security
posture, identifying vulnerabilities, and
assessing risks

P1, P11, P12, P13, P17,
P19, P20, P24, P28, P32

Cybersecurity auditing

Ensures compliance with internal and
external standards, procedures and
regulations through audits, reviews, and
evaluations of business processes and
security controls. Includes penetration
testing, security audits, and compliance
checks

P2, P22

Cybersecurity
management

Deals with the strategic and operational
management of cybersecurity within an
organisation. Focuses on which
cybersecurity measures to be taken, how to
manage them, the success or failure of
cybersecurity measures and so on

P5, P6, P9, P10, P14,
P15, P16, P18, P21, P23,
P25, P26, P27, P29, P31,
P34

Cybersecurity adop-
tion/implementation

Related to the factors that influence the
adoption of cybersecurity practices in
business processes as well as the critical
success factors during and after the
implementation of cybersecurity measures

P3, P4, P7, P8, P30, P33

4. Results

This section addresses the four RQs set out in Section 2.

4.1. RQ1. What Are the Methodologies and Tools That Organisations Use When Conducting
Cybersecurity Assessments Associated with Process Digitalisation?

Out of the 34 primary papers, 16 of them provided various suggestions for method-
ologies to be used in cybersecurity assessment while 5 papers made suggestions about the
use of assessment tools Table 5. There is not always a clear distinction between tools and
methodologies, and they are sometimes part of the overall assessment and audit process.
For instance, Yue et al. [12] used the HEAVENS risk assessment methodology together with
STRIDE, a threat modeling tool by Microsoft.
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Table 5. Primary papers associated with each assessment tool and methodology.

Cybersecurity Assessment Methodology
(16 unique papers) Primary Paper ID

Control Frameworks P2, P28, P34

Penetration Testing P8, P17, P19, P34

Risk Assessment and Compliance Frameworks P1, P2, P8, P9, P11, P12, P13, P15, P17, P18, P19,
P20, P22, P32, P34

Threat Intelligence P34

Threat Modelling P8, P11, P18, P32

Cybersecurity Assessment Tool
(5 unique papers)

Monitoring Systems
(SIEM, IDS/IPS, DLP, Threat Intelligence) P1, P34

Vulnerability Scanners
(Nessus, OpenVAS, OWASP ZAP,
Metasploit, Nmap)

P17, P19, P32

As regards specific methodologies and tools, 15 out of the 34 primary papers suggested
various Risk Assessment and Compliance Frameworks. For instance, Hidayat and Wang [8]
used the National Institute of Standards and Technology (NIST) Cybersecurity Framework
(version 1.1) to assess the maturity level of an Indonesian Life Insurance Company’s existing
cybersecurity measures. Chobanov [31] noted that standards like ISO/IEC 27005 [32],
ISA/IEC 62443 [33], or NIST SP 800-82 [34], which are primarily intended for industrial
control systems, are also being used in the energy sector.

4 papers proposed Penetration Testing as an assessment methodology. For instance,
Alqudhaibi et al. [7] highlighted the criticality of detecting anomalies in the network or
system through penetration tests. However, in an online survey they conducted as part of
their research to assess the UK food industry’s current state of cybersecurity, they found
that only 25% of the surveyed companies carried out penetration tests.

4 papers suggested Threat Modelling methods and tools such as attack trees [26]
and Microsoft’s STRIDE [7,12,35] while 3 papers suggested using Vulnerability Scanners
like OpenVAS and OWASP ZAP [36,37], and Nessus [35]. On the other hand, 3 papers
suggested using Control Frameworks like CIS Controls (CIS-Centre for Internet Security)
and CSA CCM (Cloud Security Alliance Cloud Controls Matrix) [10], and Zero Trust
Model [38,39] while 2 papers recommended using Monitoring Systems like SIEM (Security
information and event management), IDS/IPS (Intrusion Detection Systems/Intrusion
Prevention Systems), DLP (Data Leakage Prevention), Threat Intelligence [8,39]. There
was only 1 primary paper that suggested employing Threat Intelligence [39]. 18 primary
papers did not mention or suggest any assessment tools or methodologies. Figure 6 shows
the detailed distribution of cybersecurity assessment tools and methodologies among the
primary papers.

4.2. RQ2. What Factors Influence the Adoption of Cybersecurity Measures in Digital
Transformation, and What Are the CSFs During and After the Implementation of Those
Cybersecurity Measures?

Both adoption factors and CSFs are considered here. Adoption factors relate to the
pre-integration period of cybersecurity measures, i.e., the decision phase, while CSFs
relate to the actual integration, post-integration, and operation phases. Both are related in
some regard to the five cybersecurity governance process categories set out in Section 2,
highlighting the multifaceted nature of cybersecurity integration in digital transformation.
The required synergy between the two phases ensures that cybersecurity measures are
not only chosen wisely but also embedded effectively into the organisation’s operations,
leading to robust and resilient cybersecurity postures. Some factors feature as both adoption
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factors and as CSFs. For example, budget and resource availability, encompassed within
the Financial process category, is critical not only for adopting cybersecurity measures
but also for sustaining and effectively operating the implemented cybersecurity measures.
Similarly, top management involvement and support is highlighted in the reviewed papers
both as an adoption factor and as an implementation CSF under the process category
of Organisational.

Electronics 2024, 13, x FOR PEER REVIEW 13 of 43 
 

 

As regards specific methodologies and tools, 15 out of the 34 primary papers sug-
gested various Risk Assessment and Compliance Frameworks. For instance, Hidayat and 
Wang [8] used the National Institute of Standards and Technology (NIST) Cybersecurity 
Framework (version 1.1) to assess the maturity level of an Indonesian Life Insurance Com-
pany’s existing cybersecurity measures. Chobanov [31] noted that standards like ISO/IEC 
27005 [32], ISA/IEC 62443 [33], or NIST SP 800-82 [34], which are primarily intended for 
industrial control systems, are also being used in the energy sector. 

4 papers proposed Penetration Testing as an assessment methodology. For instance, 
Alqudhaibi et al. [7] highlighted the criticality of detecting anomalies in the network or 
system through penetration tests. However, in an online survey they conducted as part of 
their research to assess the UK food industry’s current state of cybersecurity, they found 
that only 25% of the surveyed companies carried out penetration tests. 

4 papers suggested Threat Modelling methods and tools such as attack trees [26] and 
Microsoft’s STRIDE [7,12,35] while 3 papers suggested using Vulnerability Scanners like 
OpenVAS and OWASP ZAP [36,37], and Nessus [35]. On the other hand, 3 papers sug-
gested using Control Frameworks like CIS Controls (CIS-Centre for Internet Security) and 
CSA CCM (Cloud Security Alliance Cloud Controls Matrix) [10], and Zero Trust Model 
[38,39] while 2 papers recommended using Monitoring Systems like SIEM (Security infor-
mation and event management), IDS/IPS (Intrusion Detection Systems/Intrusion Preven-
tion Systems), DLP (Data Leakage Prevention), Threat Intelligence [8,39]. There was only 
1 primary paper that suggested employing Threat Intelligence [39]. 18 primary papers did 
not mention or suggest any assessment tools or methodologies. Figure 6 shows the de-
tailed distribution of cybersecurity assessment tools and methodologies among the pri-
mary papers. 

 
Figure 6. Detailed distribution of cybersecurity assessment tools and methodologies suggested by 
primary papers. 

4.2. RQ2. What Factors Influence the Adoption of Cybersecurity Measures in Digital Transfor-
mation, and What Are the CSFs During and After the Implementation of Those Cybersecurity 
Measures? 

Both adoption factors and CSFs are considered here. Adoption factors relate to the 
pre-integration period of cybersecurity measures, i.e., the decision phase, while CSFs re-
late to the actual integration, post-integration, and operation phases. Both are related in 
some regard to the five cybersecurity governance process categories set out in Section 2, 

1

2

3

3

4

4

15

Threat Intelligence

Monitoring Systems

Control Frameworks

Vulnerability Scanners

Penetration Testing

Threat Modelling

Risk Assessment and Compliance Frameworks

# studies

To
ol

s &
 M

et
ho

do
lo

gi
es

Cybersecurity Assessment Tools & Methodologies

Figure 6. Detailed distribution of cybersecurity assessment tools and methodologies suggested by
primary papers.

4.2.1. Cybersecurity Adoption Factors

From the 34 primary papers reviewed, it was found that 18 discussed or suggested
factors that motivate businesses to adopt cybersecurity measures. These were grouped
into 15 adoption factors, from the most suggested to the least suggested (Figure 7). Table 6
presents the definitions for each of these adoption factors along with a list of the primary
papers supporting each.
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Table 6. Definitions of adoption factors, their cybersecurity governance process categories, and
supporting primary papers.

Category Adoption Factor Definition Supporting Primary Paper

External

Industry standards and
best practices

The established guidelines and procedures widely accepted in the
industry for achieving optimal cybersecurity as well as the
exemplary actions by other companies

P12, P20, P30, P31

Regulatory compliance
Adherence to laws, regulations, and standards governing
cybersecurity practices have a direct impact on the decisions of
companies regarding their cybersecurity measures.

P1, P3, P18, P19, P25

Financial

Budget and resource
availability

The financial and material resources allocated for cybersecurity
measures, including funding, equipment, and personnel P3, P9, P21, P23, P30, P32

Organisation size
The scale of the organisation, often influencing its resource
capabilities, complexity of operations, and approach to
cybersecurity

P3

Human

Culture, norms, and
values

The shared beliefs, practices, and ethical standards (both
organisational and national) that influence businesses and their
employees’ approach to cybersecurity

P8, P10, P30

Knowledge and expertise
gaps

The deficiencies in skills and knowledge within an organisation
related to cybersecurity, impacting its ability to protect itself P8, P21, P30, P31

Perceived usefulness The belief in the effectiveness and benefits of cybersecurity
measures, influencing their adoption and implementation P10, P12, P16, P21

Previous experiences The historical encounters of an organisation with cyber incidents,
shaping its current cybersecurity practices and policies P20, P30

Organisational

Business continuity and
resilience

The ability of an organisation to maintain its essential functions
and quickly recover from disruptions caused by cyber incidents P3, P4, P12, P30

Company reputation

The public perception and credibility of an organisation, which
can be influenced by its cybersecurity practices and incident
history. Organisations aiming to protect their cyber reputation
tend to prioritise cybersecurity in their business process
digitalisation.

P12, P18

Customer needs and
requirements

The expectations and demands of clients and customers
regarding the security of their data and interactions with the
organisation

P3, P30

Risk awareness,
perception, and
prioritisation

This factor is related to how much the organisation is aware of
the risks related to their digital business processes, how they
perceive risk and accordingly, how they strategically prioritise
those risks and their mitigating actions.

P1, P3, P4, P7, P21, P25, P30,
P32

Top management
involvement and support

The active participation and backing of an organisation’s
leadership in cybersecurity initiatives. This factor highlights that
cybersecurity is a strategic concern that requires the attention of
top management, not just cybersecurity experts.

P1, P4, P8, P10, P18, P23,
P25

Technological

Cyber threats and
solutions landscape

The current environment of cyber risks, including emerging
threats and the range of available technologies and strategies to
counter them. The complexity and breadth of threats and
solutions can lead to some threats and measures being
overlooked.

P1, P7, P8, P16, P30, P31

Technological complexity
The intricacy of an organisation’s IT infrastructure, which can
impact the ease and effectiveness of implementing cybersecurity
measures

P30, P31

Table 6 also groups the adoption factors by cybersecurity governance process category
and the allocation by process category is depicted graphically in Figure 8. The most cited
adoption factor was Risk Awareness, Perception, and Prioritisation (8 papers), which falls
within the Organisational process category. This factor is related to how much the organisa-
tion is aware of the risks related to digitalisation, how they perceive risk and accordingly,
how they strategically prioritise those risks and their mitigating actions. For instance,
Hidayat and Wang [8] suggested that knowing the impact of data breaches and having
examples of other cybersecurity incidents have a clear influence over an organisation’s
adoption decisions for cybersecurity measures. Similarly, Ghani et al. [35] mentioned the
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importance of risk impact awareness, while Chatterjee [40] as well as Wessels et al. [41]
highlighted the critical role of risk prioritisation when adopting cybersecurity measures.
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The second most suggested adoption factor was Top Management Involvement and
Support, with 7 papers highlighting its significance. For example, Franke and Wernberg [5]
(p. 5) stated that “cyber security is a strategic concern, one that cannot be delegated solely to
experts, but has to be addressed by top management”. Overall, it is clear from the primary
papers that effective management, leadership, and active involvement of top management
are crucial for adopting cybersecurity measures. Cyber Threats and Solutions Landscape,
with 6 papers, was the next most cited factor. When there are a lot of cyber threats and the
solutions landscape is wide and complex, companies find it challenging to identify which
threat to focus on, and which measure to prioritise, and some cyber threats and related
measures can be overlooked. This factor is actually directly related to the first factor, i.e., risk
awareness, perception, and prioritisation. Wessels et al. [41] stated that organisations can
be incentivised or de-incentivised due to the existence of competing problems/solutions,
i.e., technological complexity. They suggested that “an organisation might not be in the
position to invest in all and might have to choose in what to invest given its own priorities:
organisations have to assess what issues are most urgent to address” (p. 5).

Budget and Resource Availability, which was cited by 6 primary papers, is related to
resources like money, workforce, time, and equipment, and how a lack of these resources
can impede taking necessary cybersecurity measures. Other notable adoption factors ex-
tracted from the reviewed literature include Regulatory Compliance (5 primary papers)
and Industry Standards and Best Practices (4 primary papers), both of which are exter-
nal factors. Chatterjee [40] mentioned how legislations like the General Data Protection
Regulation (GDPR) and the Copyright, Designs and Patents Act 1988 (CDPA) have an
imposing effect on companies and their executives to commit to protecting customer data
by implementing necessary cybersecurity measures. The author stated that “none of these
legislations would be necessary if organisations acted responsibly and proactively on their
own. Unfortunately, fear and threats continue to be the most effective motivators for de-
sired corporate behavior” [40] (p. 2). The distribution of the remaining adoption factors is
indicated in Figure 7 and their process categorisation is shown in Figure 8. It is evident that
these factors complement each other and do not operate in isolation. They form a complex,
interdependent network where the strength or weakness of one factor can directly influence
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others, sometimes amplifying or diminishing their effects. For instance, if a company has
the necessary budget and resources but is not aware of cybersecurity risks, it may fail to
take the necessary precautions. Without risk awareness, even well-funded organisations
may allocate their resources ineffectively or under-prioritise critical cybersecurity measures.
Similarly, an organisation may have a clear understanding of the need for cybersecurity, but
if the solutions are perceived as overly complex or incompatible with existing infrastruc-
ture, the implementation might stall, even with senior management support. Successful
cybersecurity adoption requires coordinated action across all process categories.

4.2.2. Critical Success Factors for Implementing Cybersecurity Measures

Out of the 34 primary papers reviewed, 27 of them discussed CSFs related to the
implementation of cybersecurity measures when digitalising business processes. These
were grouped into 17 CSFs based on their common characteristics, ranging from the most
suggested (employee training and awareness) to the least suggested (phased implementa-
tion (Figure 9). Table 7 presents the definitions for each of these CSFs along with a list of the
primary papers supporting them. These CSFs are further grouped into the 5 cybersecurity
governance process categories in Figure 10.
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Figure 9. CSFs for cybersecurity implementation.

Employee Training and Awareness stands out as the most highlighted CSF and in this
context, several papers suggested that humans are the weakest link in cybersecurity [2,7,40].
To quote from Hidayat and Wang [8] (pp. 537–538), “the organisation needs to ensure
proliferation of cybersecurity awareness across the organisation as it increasingly innovates
and integrates new technologies (e.g., cloud computing) and embrace new ways of working
(e.g., agile development). All stakeholders (i.e., board, leaders, management and employees)
need to gain an appreciation of the associated cyber threats and risks” [8].
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Table 7. Definitions of implementation CSFs, their cybersecurity governance process categories, and
supporting primary papers.

Category Implementation CSFs for
Cybersecurity Measures Definition Supporting Primary Paper

External Supply chain security Managing and securing the supply chain to protect against
risks associated with third-party vendors and partners. P1, P3, P8, P24

Financial Adequate budget and
resource allocation

Ensuring sufficient financial and human resources are
allocated to cybersecurity initiatives. P1, P9, P23, P25

Human

Cybersecurity culture and
accountability

Building a strong cybersecurity culture where security is
prioritised, and everyone is accountable for protecting the
organisation’s digital assets.

P1, P5, P8, P9, P10, P16, P18,
P21, P22, P25, P29, 34

Cybersecurity expertise Having skilled and knowledgeable personnel dedicated to
cybersecurity. P5, P23, P31

Employee training and
awareness

Conducting regular training programs and awareness
campaigns to educate employees about cybersecurity risks,
best practices, and their role in maintaining security.

P1, P5, P7, P8, P9, P10, P12,
P14, P18, P21, P22, P25, P27,
P29, P31, P34

Organisational

Asset management Effective management of all organisational assets, including
hardware, software, data, and intellectual property. P1, P2, P33

Collaboration and
communication

Promoting open and effective communication and
collaboration across all levels of the organisation. P1, P5, P6, P7, P31, P34

Good cybersecurity
governance

Establishing a structured framework of policies, procedures,
and practices that ensure an organisation’s information and
systems are secure, resilient, and aligned with business
objectives.

P1, P5, P9, P10, P18, P21,
P23, P25, P31, P34

Holistic approach for
business and cybersecurity

Integrating cybersecurity into all aspects of business
operations and decision-making. P5, P16, P23

Risk and vulnerability
assessment

Conducting comprehensive assessments to identify, evaluate,
and prioritise risks and vulnerabilities in the organisation’s
IT systems and business processes.

P1, P2, P5, P9, P12, P14, P34

Top management
involvement and support

Securing active involvement and commitment from top
management in cybersecurity initiatives. P5, P10, P18, P23, P25, P34

Technological

Adaptive IT and security
architecture

The ability to design and implement flexible, scalable, and
robust IT and security infrastructures that can adapt to
evolving threats, technological advancements, and changing
business needs.

P1, P5, P8, P31, P34

Adopting new technologies The proactive adoption and integration of emerging
technologies that enhance cybersecurity capabilities. P1, P31

Continuous monitoring and
response

Implementing systems and processes for the ongoing
monitoring of networks, systems, and data to detect and
respond to security incidents in real time.

P1, P6, P12, P14, P23, P28,
P31, P33, P34

Performance measuring Implementing metrics and key performance indicators (KPIs)
to assess the effectiveness of cybersecurity initiatives. P1, P5, P20, P33

Phased Implementation
Adopting a phased approach to implementing cybersecurity
measures, allowing for gradual integration, and testing of
new technologies and processes.

P9

Secure by design
Ensuring that security is integrated into the design and
development of systems, applications, and processes from
the outset.

P1, P8, P13, P26, P29

The second most cited CSF was Cybersecurity Culture and Accountability with 12 out
of 34 papers emphasising it. This CSF falls under the Human process category. Cyberse-
curity is not one person’s or one specific team’s job [8]. The whole company should take
responsibility and assume accountability and joint ownership when it comes to protecting
the organisation against cyber risks and threats [40]. This includes employees both at the
top floor and on the shop floor. Each employee must do their best to comply with cyberse-
curity rules and protocols of the company as well as the external standards and regulations.
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To achieve this, Uchendu et al. [42] suggested using rewards and sanctions to promote
cybersecurity culture and accountability among employees. Perera et al. [43] (p. 19) noted
that employees should “feel that they are part of the solution”, highlighting the importance
of internalising cybersecurity behaviour and culture. Salin [44] (p. 207) discussed estab-
lishing “Security Champion teams” which consists of “dedicated individuals from various
departments within an organisation, serving as the liaison between their own teams and the
security team to bolster cybersecurity measures. These individuals are trained to identify
and mitigate security risks, educate colleagues on best practices, and cultivate a security-
conscious culture, empowering every employee to take ownership of their role in protecting
the organisation’s digital assets”. To quote from Abu Othman et al. [45] (p. 1), “all security
countermeasures become worthless if the users do not comprehend the importance of
security, do not comply with the policies, and disable or avoid security implementation for
personal gain”. This clearly underscores the importance of establishing a companywide
cybersecurity culture.

The third most mentioned implementation CSF was Good Cybersecurity Governance,
pointed out in 10 papers. Through good cybersecurity governance, a structured framework
and a clear cybersecurity roadmap can be established within the organisation to tackle
cybersecurity risks and threats. In order for cybersecurity measures to be successful, they
must be strategically planned, implemented, and monitored, all of which are part of cyber-
security governance. Having an effective cybersecurity strategy is of utmost importance for
the success of cybersecurity measures [46]. Another important aspect of good cybersecurity
governance is having robust security policies and protocols [2,42,47,48]. Preparing internal
security policies and protocols and making sure that the whole organisation abides by them
is integral to cybersecurity governance. Furthermore, governance is related to alignment
with risk management and existing frameworks, establishing ownership for assets, and
creating risk awareness as specified by Bobbert and Scheerder [42].

Continuous Monitoring and Response was another commonly mentioned CSF, being
in 9 primary papers. This CSF has two focuses. The first is monitoring implemented cyberse-
curity measures to ensure they are effective in protecting the organisation [4,6,38,39,49,50].
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The second focus is about being vigilant and up to date regarding potential cyber threats
and new attack types [8,48,51].

The distribution of the other CSFs is shown in Figure 9 and their cybersecurity gover-
nance process categories are displayed in Figure 10. These CSFs sometimes overlap and
complement each other when it comes to implementing cybersecurity measures success-
fully. For instance, having good cybersecurity expertise within the company but failing to
establish a proper cybersecurity culture would hamper the effectiveness of the implemented
cybersecurity measures. In similar vein is the connection between adequate budget and
resource allocation and good cybersecurity governance. Without sufficient resources, even
the best intentions and strategies cannot be fully executed. As stated by Abd Majid and
Zainol Ariffin [51] (p. 5), “coordination between humans, processes, and technologies is es-
sential for establishing harmony between skills, systematic processes, and the technologies
that is used to create strong cyber defences to protect organisational assets”.

4.3. RQ3. What Industry Standards/Frameworks, and Regulations Are of Significance for
Cybersecurity in the Context of Digital Transformation?

Using standards and/or frameworks is useful for companies to assess their cybersecu-
rity maturity, while regulations provide a backdrop within which companies must operate.
Regulations establish the rules and guidelines that companies are required to follow. They
influence and shape business operations by setting boundaries, expectations, and require-
ments that companies must comply with to operate legally and responsibly. Standards and
frameworks help companies assess and audit their cybersecurity measures and maturity
levels to ensure they are not only aligned with cybersecurity laws and regulations, but also
to ensure the security of their systems and the confidentiality, integrity, and availability of
their data.

In the primary papers, 26 different standards/frameworks were identified while the
number of regulations identified was 6. These surfaced in 17 papers, with 13 papers
highlighting standards/regulations and 7 papers discussing regulations. The international
standards and industry frameworks highlighted by the primary papers can be seen in
Figure 11, and the regulations in Figure 12.

Table 8 presents a list of all the primary papers corresponding to each cybersecurity
standard or framework and regulation. Among the 26 cybersecurity-related international
standards/frameworks, 8 were part of the NIST Cybersecurity Framework group, such as
NIST SP 800-82 or NIST SP 800-115 [34,52]. The 8 individual standards included various
ISO/IEC standards like the ISO/IEC 27000 family and ISO/IEC 15408 [53]. COBIT (Control
Objectives for Information and Related Technologies), a widely known industry framework
was noted by 4 primary papers. In terms of regulations, 6 different regulations were
identified in the literature review that were highlighted by 7 primary papers. These were the
European GDPR, Network and Information Security (NIS) Directive, EU Cybersecurity Act,
the Health Insurance Portability and Accountability Act (HIPAA), the Family Educational
Rights and Privacy Act (FERPA), and lastly the CDPA, which is the United States version
of GDPR.

The NIST Cybersecurity Framework [54] (p. i) “provides guidance to industry, govern-
ment agencies, and other organisations to manage cybersecurity risks. It offers a taxonomy
of high-level cybersecurity outcomes that can be used by any organisation—regardless
of its size, sector, or maturity—to better understand, assess, prioritise, and communicate
its cybersecurity efforts”. Of the 12 papers referring to this framework, some addressed
only one of the NIST publications while some mentioned more than one. These include
the NIST Cybersecurity Framework (5 papers), NIST SP 800-53 (3 papers) [55], NIST SP
800-115 (2 papers), NIST SP 800-82 (1 paper), NIST SP 800-55 (1 paper) [56], NIST SP 800-207
(1 paper) [57], NIST SP 800-124 (1 paper) [58], and the NIST SP 800 group of standards
(1 paper). Nicoletti and Appolloni [59], for example, suggested that 5PL (fifth-party logis-
tics operators) should consider using the NIST Cybersecurity Framework (NIST CSF) in
their security architecture. They noted that the 5 functions of NIST CSF, namely Identify,
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Protect, Detect, Respond, and Recover, would support 5PL digital business ecosystems in
managing their cybersecurity risks. Abu Othman et al. [45] discussed the use of the NIST
SP 800-124 [60] in auditing mobile device security within the context of BYOD (Bring Your
Own Device) policies of companies.
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Table 8. Cybersecurity standards/frameworks and regulations.

Standards/Frameworks Related Papers

COBIT P1, P2, P22, P34

IEC 60870 P15, P17, P19

IEC 61850 P15

IEC 62351 P17, P19

ISA/IEC 62443 P9, P15, P17, P19, P20

ISA-99 P9

ISO 28000 P13

ISO 31000 P18

ISO/IEC 15408 P20

ISO/IEC 27000 P3, P22, P34

ISO/IEC 27001 P1, P2, P17, P19, P22

ISO/IEC 27002 P17, P19, P22, P34

ISO/IEC 27005 P15

ISO/IEC 27017 P20

ISO/IEC 27019 P17, P19

ISO/IEC 27036 P15

NERC P9

NIST Cybersecurity Framework P1, P9, P12, P13, P22

NIST SP 800 P18

NIST SP 800-115 P17, P19

NIST SP 800-124 P22

NIST SP 800-207 P34

NIST SP 800-53 P2, P19, P20

NIST SP 800-55 P20

NIST SP 800-82 P15

PCI DSS P1, P17, P19, P34

Regulations
CDPA P25

EU Cybersecurity Act P17, P19

FERPA P9

GDPR P9, P10, P12, P14, P25

HIPAA P9

NIS Directive P17, P19

Another significant group of standards prevalent among the reviewed primary papers
was the ISO/IEC standards, which are the collaborative publications by the International
Organisation for Standardization (ISO) and the International Electrotechnical Commis-
sion (IEC). In total, 8 different ISO/IEC standards were mentioned by 9 unique primary
papers. Some of these papers addressed only one ISO/IEC publication while some men-
tioned more than one standard. For instance, when discussing cybersecurity assessments
in critical infrastructures, specifically energy grid operators, Bartusiak et al. [37] made
recommendations about using both ISO/IEC27002 and ISO/IEC 27019 [61,62].



Electronics 2024, 13, 4226 23 of 35

ISA/IEC 62443 was also one of the most mentioned standards with 5 primary papers
highlighting it. “The ISA/IEC 62443 series addresses the security of industrial automation
and control systems (IACS) throughout their lifecycle. These standards and technical
reports were initially developed for the industrial process sector, but have since been
applied to building automation, medical devices and transportation sectors” [33] (p. 2).
Another important standard mentioned by 4 different primary papers was the PCI DSS
(Payment Card Industry Data Security Standard) published by the PCI Security Standards
Council. “PCI DSS is the global data security standard adopted by the payment card
brands for all entities that process, store or transmit cardholder data and/or sensitive
authentication data. It consists of steps that mirror security best practices” [63] (p. 9).

COBIT (Control Objectives for Information and Related Technologies) was the next
most mentioned framework. “COBIT defines the design factors that should be considered
by each enterprise to build a best-fit governance system focusing on the context, objec-
tives and needs of the enterprise” [64] (p. 13). These design factors include processes;
organisational structures; information flows and items; people, skills, and competencies;
principles, policies, and procedures; culture, ethics, and behaviour; services, infrastructure,
and applications.

Of the regulations related to cybersecurity, GDPR was mentioned by 5 papers, the
NIS Directive, and the EU Cybersecurity Act, mentioned by 2 papers each, and HIPAA,
FERPA, and CDPA were mentioned by 1 paper each. The GDPR (General Data Protection
Regulation) is a data protection law enacted by the EU which the goal of protecting the
privacy and personal data of EU citizens. It is “intended to deter misuse and abuse of
customer data by companies” [40] (p. 2). The GDPR is a fundamental document in terms
of data protection and is therefore integral to cybersecurity, one of the primary goals of
which is to protect data. The CDPA (Consumer Data Protection Act) on the other hand
is the USA counterpart of the European GDPR. Similar to the GDPR, CDPA also aims to
safeguard consumer data by regulation how businesses collect, use, and share personal
data. The NIS Directive mentioned by [36–39] is an EU directive that aims to enhance the
cybersecurity and resilience of critical infrastructure of EU member states by requiring
them to implement appropriate security measures. The EU Cybersecurity Act highlighted
by 2 primary papers aims to strengthen cybersecurity across the EU by establishing a
framework for the certification of information and communications technology (ICT)
products, services, and processes. Finally, 2 sector-specific U.S. laws were mentioned by
1 primary paper, i.e., the HIPAA (Health Insurance Portability and Accountability Act),
which is a U.S. law that establishes standards to protect the privacy and security of patients’
medical records and other personal health information, and the FERPA (Family Educational
Rights and Privacy Act), which protects the privacy of students’ education records. Based
on their regions and their sectors, businesses have to abide by these regulations and make
sure that their business processes are aligned with the rules stipulated in these cybersecurity
related regulations.

4.4. RQ4. What New Cybersecurity Framework Can Be Developed to Coordinate Guidelines,
Strategies, and Standards Specifically for SMEs to Complement Current Top-Down Perspectives?

Cybersecurity is an evolving topic that continuously presents new areas to investigate
as technological developments and digitalisation become the norm in both personal and
professional lives. Indeed, the studies reviewed here have identified some gaps and limita-
tions in terms of cybersecurity from the perspective of business process digitalisation and
made some recommendations for future work in this area. As regards to the cybersecurity
adoption factors and implementation CSFs, approximately two-thirds of these factors fall
within the Organisational or Human cybersecurity governance process categories, reflecting
their overall significance in cybersecurity management.

Other evidence from the cited works underlines the importance of these process cate-
gories in cybersecurity. Concerning Organisational factors, a notable gap mentioned by
several papers was the lack of clear policies, guidelines, and standards specifically tailored
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for SMEs to follow, or use on their own [7,11,42]. Uchendu et al. [42] suggested developing
and adapting tools and frameworks that are tailored to the needs and resource constraints
of SMEs, ensuring they are both affordable and practical for smaller enterprises. Concern-
ing the Human cybersecurity governance process category factors, several papers cited
humans as the weakest link in cybersecurity. Many suggested this topic should receive
special and continuous attention if businesses want to be successful in their cybersecurity
endeavours [4,65,66]. Focusing on Employee Awareness and Training as a CSF for the
cybersecurity standing of an organisation, Salamah et al. [65] highlighted the need for
customising the training programmes according to the characteristics and needs of the
organisation and their employees, and that the prevalent one-size-fits-all approach is a lim-
itation to the success of cybersecurity training efforts for employees. They suggested future
work should focus on developing an “adaptive cybersecurity training (ACST) programme”
(p. 459) to truly increase the awareness of employees on cybersecurity.

Within the Technological cybersecurity governance process category, a common theme
highlighted in the literature was that current methods for identifying security related issues
seem to be insufficient with respect to new technologies like IoT, cloud computing, 5G,
quantum computing, AI and the metaverse [1,2,4,67–69]. To combat this, the reviewed
articles make several suggestions for future work, such as developing new paradigms that
emphasise secure application development, creating and implementing intelligent tools
that assist in auditing system security [1], prioritising comprehensive risk assessment for
emerging technologies and engaging in “futuristic technological forecasting” and cyberse-
curity planning [4], updating and adapting company’s strategic planning processes to better
align with and address new cybersecurity challenges and opportunities [2], and automating
the security assessments through advanced natural language processing methods [37].

In Figure 13, an operational framework is put forward for cybersecurity governance
based on the SLR and related analysis. The framework resembles Deming Cycle’s Plan-Do-
Check-Act (PDCA) model; however, for the sake of simplicity, the Act and Plan steps have
been combined: It is a PDC Cycle.

Each phase of the PDC cycle plays a key role in the continuous improvement and
management of cybersecurity processes. This framework synthesises the findings from
all RQs, aligning them with specific steps of the cycle. RQ2 informs both the PLAN and
DO phases, contributing to the identification of adoption factors in the planning stage and
addressing CSFs during implementation. Findings from RQ1 support the CHECK phase,
focusing on the evaluation of cybersecurity processes through assessment methods and
tools. The framework revolves around the cybersecurity governance process categories and
their related factors that shape cybersecurity strategy and guide continuous improvement:
i.e., the human, external, financial, technological, and organisational process categories.

The related standards and best practices discussed in answer to RQ3 contribute to
all three steps of the presented framework. During the PLAN phase, organisations focus
on identifying risks, establishing security policies, and developing strategies. Standards
such as ISO/IEC 27001 are essential in creating information security management systems
and setting policies, while the NIST Cybersecurity Framework is widely used to identify
and manage security risks. COBIT assists in defining IT management and governance
processes, and ISO 31000 provides a framework for risk management. In the DO phase,
the planned measures are implemented to protect the organisation. PCI DSS is particularly
useful for implementing security measures around payment card data. NIST SP 800-53
ensures the application of security and privacy controls, and ISA/IEC 62443 focuses on
applying security measures to industrial automation and control systems. For the CHECK
phase, which involves reviewing and evaluating the effectiveness of the implemented
security measures, standards such as ISO/IEC 27002 provide guidance on reviewing
security controls. NIST SP 800-115 offers guidance for conducting security assessments
and penetration testing, and ISO/IEC 27019 supports control procedures within the energy
sector by ensuring the implementation of proper information security practices.
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At the heart of the proposed framework stand three core pillars: Cybersecurity Gov-
ernance, Culture, and Standards/Frameworks/Best Practices, that have their foundation
in the cybersecurity governance process categories and affect all three phases of PLAN,
DO, and CHECK. A comprehensive cybersecurity framework can be effectively structured
around these three pillars. Cybersecurity Governance is an Organisational factor that plays
a crucial role in integrating cybersecurity across all business processes by ensuring that
security policies, procedures, and financial oversight are aligned with the organisation’s
strategic goals and regulatory requirements. This governance ensures that cybersecurity
is not just an IT concern but is embedded across all business operations, with financial
resources allocated to prioritise and sustain cybersecurity initiatives. Culture is equally
important in the presented framework, as it focuses on embedding cybersecurity awareness
and practices into the daily activities of employees. It is built upon several of the Human
cybersecurity governance process category factors and should ensure that all personnel are
proactive in identifying and mitigating risks, thus reducing the likelihood of human error
compromising business processes. Finally, Standards provide the necessary technical and
procedural guidelines that ensure consistent and effective implementation of cybersecurity
measures across all business processes. They are related to the External cybersecurity gov-
ernance process category factors and are crucial for maintaining the integrity, availability,
and confidentiality of information, thereby safeguarding the organisation against cyber
threats that could disrupt business operations. By integrating these three pillars across all
processes, businesses can ensure that cybersecurity supports both operational resilience
and strategic objectives.

5. Conclusions

This systematic literature review provided a comprehensive analysis of cybersecu-
rity measures within the context of business digitalisation. The authors believe that the
proposed operational framework and associated analysis from the extant literature can be
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of value as a guide for SMEs, in particular those with limited resources. The presented
framework will be useful for digital transformation initiatives, from planning and adopting
secure technologies to continuously evaluating and improving security protocols.

One might argue that SMEs can use existing security standards as guidance for cyber-
security. There are two issues here, however. The first issue is that ISO standards are often
too general for practical implementation and do not keep pace with emerging technology
trends. For instance, ISO/IEC 27001:2013 [70] did not include requirements for data loss
prevention solutions, a gap only addressed in ISO/IEC 27001:2022 after nine years [71].
This demonstrates that relying solely on standards is insufficient for adopting new technolo-
gies. The second issue is that the standards are intended to be adapted to a wide range of
organisations, so highly talented security experts are needed to interpret them. SMEs may
not have such highly qualified experts with high salaries. Other enterprises may address
this challenge by leveraging consultancy and outsourcing services. This study presents
all related standards, best practices, and frameworks for SMEs, based on the reviewed
literature as set out in the response to RQ3.

The systematic literature review revealed that effective integration of cybersecurity
measures is underpinned by several CSFs. In this regard, employee training and awareness
emerged as the most crucial factor from the reviewed primary papers, emphasising the
need for continuous education and vigilance to mitigate human-related cybersecurity
vulnerabilities [72]. Establishing a strong cybersecurity culture [73] and accountability
throughout the organisation, together with continuous monitoring and response capabilities
were also found to be essential for ensuring the effectiveness of cybersecurity measures.
The review also emphasised the importance of using international standards and industry
frameworks, like the NIST Cybersecurity Framework and various ISO/IEC standards,
which provide structured approaches for assessing and managing cybersecurity risks, to
enhance cybersecurity practices of organisations. These frameworks help organisations
align their cybersecurity practices with regulatory requirements and industry best practices,
enhancing overall security and compliance.

Senior management in an SME may decide to implement ISO 27001 information
security management standards and expect the IT team to follow this decision. This
approach is known as a top-down approach. Just as in farming, where understanding the
environment is crucial before planting seeds, so too in business, it is vital to assess the
conditions before implementing a strategy. A top-down approach for SMEs may look like
planting seeds and expecting a harvest without first examining the soil, seasons, and climate
conditions. As opposed to current top-down approaches that are more applicable for larger
organisations, this framework makes use of a bottom-up approach which is suitable for
SMEs, and which is focused on coordinating guidelines, strategies, and standards, and is
therefore believed to be more beneficial for SMEs, who often will not have the resources to
adopt top-down approaches.

This article clearly has its limitations. The operational framework is based on concepts
derived from the extant literature and developed through subsequent analysis and syn-
thesis of previous works. The framework thus remains in the main theoretical, and has
not been deployed in real-life case studies or received practitioner review and validation.
It should thus best be viewed as a prototype that requires testing and application in real-
world business environments. Nevertheless, the operational framework is rooted in the
principles of the PDCA cycle, offering a comprehensive and systematic approach to embed-
ding cybersecurity within company digitalisation. The three iterative phases of planning,
implementation, and evaluation (plan-do-check) can engender continuous improvement in
managing cybersecurity risks. The integration of core pillars and cybersecurity governance
process categories underscores the framework’s emphasis on creating a resilient organisa-
tional environment where cybersecurity is not merely a technical concern, but a strategic
imperative deeply ingrained into everyday business operations. The framework can serve
as a robust foundation for organisations seeking to protect their assets, ensure compliance,
and maintain competitive advantage in an increasingly digitalised business landscape.
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As noted above, future research could progress the development of the operational
framework through practitioner feedback and application in the SME environment, and
other studies could address related areas identified in the SLR. The lack of clear policies,
guidelines, and standards specifically tailored for addressing the needs of SMEs warrants
further attention, as does the need to develop customised standards for emerging technolo-
gies like IoT and AI. Another gap identified through the reviewed primary papers was the
need for developing custom training programs to adapt to the characteristics of different
organisations, employees, and job roles. Furthermore, while the framework provides a
robust structure for addressing cybersecurity challenges in digitalisation, future research
could examine how this framework relates to existing cyber maturity models, such as
the CMMI Cyber Maturity Platform [74] and the Sectoral Cybersecurity Maturity Model
by the World Bank Group [75]. One point of difference is that the framework developed
here addresses aspects such as organisational culture and governance in a more integrated
and practical manner than other frameworks. The empirical validation of the framework
could involve field testing in SMEs across various industries. This would provide practical
insights that could help refine the framework and adapt it more effectively to the specific
needs and contexts of different organisations.

Overall, this study provides valuable insights for both researchers and practitioners,
offering a strategic roadmap for integrating robust cybersecurity measures into business
digitalisation initiatives. By addressing the identified gaps and utilising the adoption
factors and CSFs, organisations can enhance their cybersecurity posture and ensure the
resilience and continuity of their business operations. Such initiatives will contribute to
a more secure digital transformation, safeguarding sensitive information, maintaining
operational integrity, and building trust with customers and stakeholders.
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Appendix A

Table A1. Full list of primary papers.

ID Ref # Related RQs Title Author/Year Objective Research
Strategy Methodology Data Collection

Methods Subjects Country/Region Online
Database/Publisher Document Type Cybersecurity Theme

P1 [8]
RQ1
RQ2
RQ3

A Comprehensive
Cybersecurity

Maturity Study for
Nonbank Financial

Institution

Hidayat &
Wang (2023)

The goal of the article is to assess the operational
effectiveness of implemented cybersecurity
measures at an Indonesian Life Insurance
company using the NIST Cybersecurity

Framework version 1.1 to enhance its information
security posture and combat cyber threats to

support its digitalisation efforts.

Single case
study Mixed methods

Interviews,
documentation

review,
literature

review, case
study analysis

Staff and stakeholders at
an Indonesian Life

Insurance firm
Indonesia Success Culture

Press Article Cybersecurity
assessment

P2 [10]
RQ1
RQ2
RQ3

A modular framework
for auditing IoT

devices and networks

Rizvi et al.
(2023)

This paper aims to present a modular IoT
auditing framework tailored for enterprise
networks with IoT devices and focuses on

strengthening IoT auditing process on a business,
technical and operational level.

Conceptual
study with case

study
Mixed methods

Literature
review, case

studies,
interviews,

documentation

19 participants consisting
of IT auditors (15 men, 4

women; education
ranging from bachelor’s

to doctoral degree)

x Elsevier Ltd. Article Cybersecurity auditing

P3 [11] RQ2
RQ3

A Study of
Distinguishing Factors

between SME
Adopters versus
Non-Adopters of

Cybersecurity
Standard

Auyporn et al.
(2023)

The study aims to identify factors that
differentiate SME adopters from non-adopters of

cybersecurity standards in Thailand and to
provide recommendations for policymakers to

enhance the adoption of these standards among
SMEs.

Survey Quantitative Online
questionnaires

312 SMEs in Thailand.
Respondents include SME
IT leaders, CTOs, or CEOs

Thailand University of
Bahrain Article

Cybersecurity
adoption/

implementation

P4 [5] RQ2

A survey of cyber
security in the Swedish

manufacturing
industry

Franke &
Wernberg (2020)

The goal of the article is to explore cybersecurity
practices in Swedish manufacturing companies
within the context of Industry 4.0, by mapping

risk perception and controls through a
sector-wide survey and identifying gaps between

digitalisation impacts and cybersecurity
measures.

Survey Quantitative Online
questionnaire

649 respondents from the
Swedish manufacturing
industry. Respondents
include owners, CEOs,

C-suite executives, heads
of IT

Sweden

Institute of
Electrical and

Electronics
Engineers Inc.

Conference
paper

Cybersecurity
adoption/

implementation

P5 [2] RQ2

A systematic synthesis
of critical success

factors for
cybersecurity

Yeoh et al.
(2022)

The goal of the article is to analyse and synthesize
existing studies on cybersecurity critical success
factors (CSFs) and to present an overarching CSF

framework based on IT capability theory for
organisations to use to guide their cybersecurity

management.

Systematic
literature review Mixed methods Literature

review
Analysis of 31 research

articles x Elsevier Ltd. Article Cybersecurity
management

P6 [6] RQ2

Agriculture 4.0 and
beyond: Evaluating

cyber threat
intelligence sources
and techniques in

smart farming
ecosystems

Bui et al.
(2024)

This paper aims to assess the applicability of
existing cyber threat intelligence (CTI) techniques
in smart farming infrastructures and to highlight

the potential significance of implementing a
virtual Chief Information Security Officer (vCISO)

to enhance cybersecurity in the agricultural
sector.

Systematic
literature review Mixed methods Literature

review
Analysis of 124 selected

papers x Elsevier Ltd. Review Cybersecurity
management

P7 Not ref’d
directly RQ2

Antecedents and
Consequences of

Cybersecurity
Awareness: A Case
Study for Turkish
Maritime Sector

Bolat &
Kayişoǧlu

(2019)

This article aims to understand the factors
influencing cybersecurity awareness in the

Turkish maritime sector, using questionnaire data
from maritime employees.

Single case
study Mixed methods

Questionnaire
survey,

literature review

211 maritime employees
in Turkey. Majority (89%)
male, various ages, and

experience levels

Turkey

TMMOB Chamber
of Ship Machinery

Management
Engineers

Article Cybersecurity adop-
tion/implementation

P8 [7]
RQ1
RQ2
RQ3

Cybersecurity 4.0:
safeguarding trust and

production in the
digital food industry

era

Alqudhaibi et al.
(2024)

The goal of the article is to assess the current state
of cybersecurity in the food industry and propose
a specialized security framework to mitigate risks

and enhance cybersecurity preparedness and
awareness.

Systematic
literature review Mixed methods

Systematic
literature

review, online
survey

IT employees in the food
industry

United
Kingdom Springer Nature Article Cybersecurity adop-

tion/implementation

P9 [46]
RQ1
RQ2
RQ3

Cybersecurity in a
Large-Scale Research

Facility—One
Institution’s
Approach

Butcher et al.
(2023)

This article aims to present a cybersecurity
approach for the National High Magnetic Field
Laboratory at Florida State University, focusing

on risk identification and management while
balancing the complex needs of research and

security.

Single case
study Mixed methods

Documentation
review,

interviews,
literature

review, case
study analysis

Staff and stakeholders at
the National High

Magnetic Field Laboratory
(NHMFL)

United
States MDPI Article Cybersecurity

management
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ID Ref # Related RQs Title Author/Year Objective Research
Strategy Methodology Data Collection

Methods Subjects Country/Region Online
Database/Publisher Document Type Cybersecurity Theme

P10 [42] RQ2
RQ3

Developing a cyber
security culture:

Current practices and
future needs

Uchendu et al.
(2021)

The goal of this article is to conduct a study on
organisational cybersecurity culture by

investigating its definition, essential factors,
proposed frameworks to cultivate cybersecurity

culture, and assessment metrics, to provide
guidance for both practitioners and researchers.

Systematic
literature review Mixed methods Systematic

literature review
Analysis of 58 research

articles x Elsevier Ltd. Article Cybersecurity
management

P11 [12] RQ1
DigiShip—

Digitalisation of ship
operations

Yue et al.
(2022)

This paper discusses the potential benefits of
maritime digitalisation with a focus on remote

monitoring and control of machineries and
sensors, using threat modelling and risk

assessment methodologies, to enhance predictive
maintenance and reduce life-cycle costs.

Single case
study Mixed methods

Documentation
review, case

study analysis
x Singapore Institute of Physics Conference

paper
Cybersecurity

assessment

P12 [4]
RQ1
RQ2
RQ3

Digital Transformation
and Cybersecurity

Challenges for
Businesses Resilience:

Issues and
Recommendations

Saeed et al.
(2023)

The goal of the article is to understand the
cybersecurity implications of digital

transformation for business resilience and to
propose a staged cybersecurity readiness

framework to help organisations mitigate digital
transformation related cybersecurity risks.

Systematic
literature review Mixed methods Systematic

literature review
Review of
42 papers x MDPI Review Cybersecurity

assessment

P13 [59]
RQ1
RQ2
RQ3

Digital transformation
in ecosystems:

integrated operations
model and its
application to

fifth-party logistics
operators

Nicoletti &
Appolloni

(2024)

The main objective of this article is to present an
integrated digital transformation framework for
quintile logistics (5PL) companies, focusing on

transforming their operating model and applying
advanced solutions to enhance collaboration,

innovation, and efficiency within the
logistics ecosystem.

Conceptual
study Qualitative

Literature
review, in-depth

interviews

Experts from academia,
information and
communication

technology organisations,
and key players in the

logistics industry

x Emerald Publishing Article Cybersecurity
assessment

P14 [49] RQ2
RQ3

Digital Transformation
of Microgrids: A

Review of Design,
Operation,

Optimization, and
Cybersecurity

Irmak et al.
(2023)

The goal of the article is to provide a
comprehensive review of the future digitalisation

of microgrids, discussing the key digital
technologies and cybersecurity measures needed

to enhance their efficiency, reliability, and
resilience, while also addressing the associated

barriers and challenges.

Literature
review Qualitative Literature

review x x MDPI Review Cybersecurity
management

P15 [31] RQ1
RQ3

Enhancing Resilience
in Interconnected

Cyber-Physical
Power Networks

Chobanov
(2023)

The article explores opportunities to improve the
security and reliability of expanding electricity

networks by integrating information and
communication

technologies and renewable energy sources.

Literature
review Qualitative Literature

review x x

Institute of
Electrical and

Electronics
Engineers Inc.

Conference
paper

Cybersecurity
management

P16 [66] RQ2

Evaluating Staff
Attitudes, Intentions,

and Behaviors Related
to Cyber Security in

Large Australian
Health Care

Environments:
Mixed Methods Study

Dart & Ahmed
(2023)

The goal of the article is to analyse the
motivations and behaviours influencing

healthcare staff’s acceptance and application of
cybersecurity measures, and to make

recommendations for improving cybersecurity
governance in healthcare environments.

Exploratory
sequential

mixed methods
Mixed methods

Online survey,
in-depth

interviews

103 health care staff
members participated in

the survey; 9 staff
members participated in

interviews

Australia JMIR Publications
Inc. Article Cybersecurity

management

P17 [36] RQ1
RQ3

Extended Gap
Analysis: An

Approach for Security
Assessment of Critical

Infrastructures

Bartusiak et al.
(2022)

The article aims to describe a practical approach
for conducting cybersecurity assessments in

critical infrastructures through an extended gap
analysis, aimed at identifying and addressing

discrepancies between existing security measures
and regulatory recommendations, with a specific

application to a digital substation of a German
energy grid operator.

Single case
study Mixed methods

Literature
review, case

study analysis,
documentation

review

x Germany

Institute of
Electrical and

Electronics
Engineers Inc.

Conference
paper

Cybersecurity
assessment

P18 [43]
RQ1
RQ2
RQ3

Factors Affecting
Reputational Damage

to Organisations
Due to Cyberattacks

Perera et al.
(2022)

The goal of the article is to identify key factors
determining reputational damage to public and

private institutions due to cyberattacks, using the
STAR model and expert analysis, to help

organisations better manage cyber reputation
risks.

Delphi study
with literature

review
Mixed methods

Literature
review,

semi-structured
and structured

interviews

Six experts from both
public and private sector

organisations in Australia;
all holding senior

positions

x MDPI Article Cybersecurity
management
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ID Ref # Related RQs Title Author/Year Objective Research
Strategy Methodology Data Collection

Methods Subjects Country/Region Online
Database/Publisher Document Type Cybersecurity Theme

P19 [37]
RQ1
RQ2
RQ3

First step into
automation of security
assessment of critical

infrastructures

Bartusiak et al.
(2023)

The goal of the article is to develop and describe a
practical approach for conducting cybersecurity

assessments in critical infrastructures, specifically
through an extended gap analysis, and to present
a possible automation strategy for initial security

assessments, with a case study on a digital
substation of a German energy grid operator.

Conceptual
study with case

study
Mixed methods

Literature
review,

documentation
review, case

study analysis

x Germany Elsevier Ltd. Article Cybersecurity
assessment

P20 Not ref’d
directly

RQ1
RQ2
RQ3

Information Security
Assessment and

Certification within
Supply Chains

Santos et al.
(2021)

The article proposes a metrics framework for
supply chains and organisations in an industrial

context, highlighting continuous safety
assessment for managing information security.

Conceptual
study Mixed methods Literature

review x x
Association for

Computing
Machinery

Conference
paper

Cybersecurity
assessment

P21 [47] RQ2

Information Security at
Higher Education

Institutions: A
Systematic

Literature Review

Imbaquingo-
Esparza et al.

(2022)

The goal of the article is to identify and analyse
security issues and measures in Higher Education

Institutions related to information protection,
particularly in the context of digital

transformation

Systematic
literature review Mixed Methods Systematic

literature review Review of 47 papers x

Springer Science
and Business

Media Deutschland
GmbH

Conference
paper

Cybersecurity
management

P22 [45]
RQ1
RQ2
RQ3

Information System
Audit for Mobile
Device Security

Assessment

Abu Othman
et al. (2021)

The goal of the article is to explore the feasibility
of Information Systems audit in assessing mobile

device security, focusing on the risks,
vulnerabilities, and perceptions of IS

management regarding mobile device security in
a Bring Your Own Device (BYOD) setting.

Literature
review Mixed methods Literature

review x Malaysia

Institute of
Electrical and

Electronics
Engineers Inc.

Conference
paper Cybersecurity auditing

P23 [51] RQ2

Model for successful
development and
implementation of

Cyber Security
Operations Centre

(SOC)

Abd Majid &
Zainol Ariffin

(2021)

The article aims to identify significant factors
contributing to the successful development and
implementation of Cyber Security Operations

Centres (SOC), and to design a model for SOCs,
focusing on human, process, and technology
factors, with findings based on a quantitative

study.

Quantitative
study Quantitative

Questionnaire
survey,

literature review

63 respondents from
25 ministries and agencies

in Malaysia
Malaysia Public Library of

Science Article Cybersecurity
management

P24 [67] RQ2

Securing integration of
cloud services in

cross-domain
distributed

environments

Suzic (2016)

The article aims to analyse existing cross-domain
service composition approaches for cloud

integration platforms, focusing on the security of
OAuth 2.0 and UMA protocols, and to present a
new tool enabling UMA support in the Apache
Camel integration framework, culminating in a

security assessment based on the RMIAS
framework.

Conceptual
study with

experimental
implementa-

tion

Mixed methods

Literature
review,

experimental
implementation

x x
Association for

Computing
Machinery

Conference
paper

Cybersecurity
assessment

P25 [40] RQ2
RQ3

Should executives go
to jail over

cybersecurity
breaches?

Chatterjee
(2019)

The goal of the article is to highlight the
importance of senior management’s active

involvement and commitment in achieving high
levels of cybersecurity preparedness and

emphasizing the need for a strong cybersecurity
governance structure and culture.

Conceptual
study Qualitative

Literature
review, expert
commentary

x United
States

Taylor and Francis
Inc. Article Cybersecurity

management

P26 [1] RQ2

Some issues in the
Re-engineering of

business processes and
models by using

intelligent security
tools

Atymtayeva
et al. (2017)

The goal of the article is to analyse the
relationship between digitally reengineering

business processes and cybersecurity by focusing
on secure software application and portal
development and using intelligent tools in

business process reengineering and proposes a
new paradigm for secure application

development and
communication among stakeholders.

Conceptual
study Mixed methods Literature

review x x SciTePress Conference
paper

Cybersecurity
management

P27 [65] RQ2

The Importance of the
Job Role in Social

Media Cybersecurity
Training

Salamah et al.
(2022)

The article aims to investigate the feasibility of an
adaptive cybersecurity training system for social
media users, identifying key factors such as job
role, gender, age, education level, and training

preferences, and concluding
that job role is the most significant factor for

developing an effective training strategy.

Survey with
qualitative
interviews

Mixed methods

Online survey,
semi-structured

interviews,
literature review

641 Kuwaiti employees in
a variety of sectors Kuwait

Institute of
Electrical and

Electronics
Engineers Inc.

Conference
paper

Cybersecurity
management
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Strategy Methodology Data Collection

Methods Subjects Country/Region Online
Database/Publisher Document Type Cybersecurity Theme

P28 [38] RQ1
RQ2

The risk assessment on
the security of

industrial internet
infrastructure under

intelligent convergence
with the case of G.E.’s

intellectual
transformation

Zhao & Wu
(2022)

The goal of the article is to study the
infrastructure and security features of the

industrial internet, propose an infrastructure
mode and security evaluation system, and to
analyse G.E.‘s digital transformation in the
industrial internet, and describe industrial

internet security research from multiple
perspectives.

Single Case
Study Mixed Methods

Literature
review, case

study
analysis

x China
American Institute

of Mathematical
Sciences

Article Cybersecurity
assessment

P29 [44] RQ2

Thrifty Guardians:
Overcoming the

Challenges of
Establishing Security

Champions on a
Limited Budget

Salin (2023)

This article aims to explore the challenges and
strategies for establishing and sustaining a
cost-efficient Security Champions team in a

mid-size software engineering organisation on a
limited budget, identifying key success factors
and challenges to enhance security awareness,

competence, and focus.

Single case
study Mixed methods

Semi-structured
interviews,

online
self-assessment

survey,
literature review

11 Security Champion
team members & 2 key

stakeholders from a
midsize software

engineering org. in the
Nordics. Participants
include developers,
architects, project
managers, system

technicians, and security
engineers

Nordic
countries

Institute of
Electrical and

Electronics
Engineers Inc.

Conference
paper

Cybersecurity
management

P30 [41] RQ2

Understanding
incentives for
cybersecurity
investments:

Development and
application of a

typology

Wessels et al.
(2021)

The article aims develop a typology of incentives
for investing in and managing cybersecurity,

providing clarity for scholars and professionals to
understand and

enhance the adoption of cybersecurity measures
in organisations.

Literature
review with
case study

Mixed
methods

Literature
review,

semi-structured
in-depth

interviews

10 IT security employees
representing 9
organisations

x Elsevier B.V. Article
Cybersecurity

adoption/
implementation

P31 [48] RQ2

Unlocking the
potential of

cybersecurity behavior
in the metaverse:

Overview,
opportunities,

challenges, and future
research agendas

Al-Emran
& Deveci

(2024)

The goal of the article is to provide an overview
of cybersecurity behaviour in the metaverse,

identify potential opportunities and challenges,
and propose large-scale research agendas to

address various aspects such as security, human
behaviour, virtual identity management, privacy,
legal, ethical issues, and cybersecurity education.

Literature
review and
interpretive
paradigm

Qualitative
Literature

review, expert
commentary

x x Elsevier Ltd. Article Cybersecurity
management

P32 [35] RQ1
RQ2

User-centric security
assessment of software
configurations: A case

study

Ghani et al.
(2014)

The article aims to propose a user-centric
methodology for quantitatively assessing the
security of software configurations based on

expected economic impact and ranking
configurations by security, demonstrated through

a case study on Amazon EC2 services.

Single Case
Study

Mixed
Methods

Documentation
review, surveys,

case study
analysis

x x Springer Verlag Conference
paper

Cybersecurity
assessment

P33 [50] RQ2

Zero trust
cybersecurity: Critical
success factors and A
maturity assessment

framework

Yeoh et al.
(2023)

The goal of the article is to investigate the critical
success factors (CSFs) for implementing zero trust
cybersecurity and to develop a multi-dimensional

CSFs framework and maturity assessment
framework to guide organisations in planning,

assessing, and managing their zero trust
cybersecurity initiatives.

Delphi study Mixed
methods

Semi-structured
interviews,
literature
review,

12 CISO or equivalent
level cybersecurity experts

from seven sectors in
Australia

Australia Elsevier Ltd. Article Cybersecurity adop-
tion/implementation

P34 [39]
RQ1
RQ2
RQ3

Zero Trust Validation:
from Practice to

Theory: An empirical
research project to

improve Zero Trust
implementations

Bobbert &
Scheerder (2022)

The goal of the article is to describe the current
state of Zero Trust cybersecurity, identify

limitations of existing approaches, propose a
framework and associated technology based on

critical success factors to align cybersecurity with
organisational goals, and validate the framework
through empirical research to enhance acceptance

and implementation
of Zero Trust strategies.

Design Science
Research with

empirical
validation

Mixed
methods

Empirical
validation with

practitioner-
oriented
research

x x

Institute of
Electrical and

Electronics
Engineers Inc.

Conference
paper

Cybersecurity
management
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Appendix B

Table A2. Scopus search results for each string.

Search String No Exclusion
Year Range
Limited to =

2013–2024

+ Language
Limited to =

{English}

+ Document Type
Limited to =

{Conference Paper +
Article + Book

Chapter + Review +
Book}

String 1

(“cybersecurity” OR “cyber security”) AND
(“critical success factors” OR “success factors”

OR “significant factors” OR “influential
factors”)

105 101 101 96

String 2

(“business processes” OR “digital
transformation” OR “digitalization”) AND

(“security evaluation” OR “security auditing”
OR “security assessment”)

67 47 44 43

String 3

(“business processes” OR “digital
transformation” OR “digitalization”) AND

(“adoption” OR “adopting” OR
“implementation” OR “implementing”) AND
(“cybersecurity measures” OR “cyber security

measures”)

12 12 12 12

Appendix C

Table A3. Full names of the conferences and journals of primary papers.

ID Conference & Journal Names

P21 10th Ecuadorian Congress of Information and Communication Technologies (TICEC 2022)
P20 16th International Conference on Availability, Reliability and Security (ARES 2021)
P4 2020 International Conference on Cyber Situational Awareness, Data Analytics and Assessment (Cyber SA 2020)
P34 29th IEEE Annual Software Technology Conference (STC 2022)
P24 31st Annual ACM Symposium on Applied Computing (SAC 2016)
P22 3rd International Cyber Resilience Conference (CRC 2021)
P29 49th Euromicro Conference on Software Engineering and Advanced Applications (SEAA 2023)
P17 5th International Conference on Smart Energy Systems and Technologies (SEST 2022)
P32 6th International Symposium on Engineering Secure Software and Systems (ESSoS 2014)
P27 7th IEEE European Symposium on Security and Privacy Workshops (Euro S and PW 2022)
P26 7th International Symposium on Business Modeling and Software Design (BMSD 2017)
P15 7th International Symposium on Multidisciplinary Studies and Innovative Technologies (ISMSIT 2023)
P2, P5, P6, P10, P33 Computers and Security
P30 Digital Business
P8 Discover Food
P14 Energies
P18 Informatics
P3 International Journal of Computing and Digital Systems

P11 International Maritime and Port Technology and Development Conference (MTEC 2022) 4th International Conference
on Maritime Autonomous Surface Ships (ICMASS 2022)

P16 JMIR Human Factors
P9 Journal of Cybersecurity and Privacy
P7 Journal of Eta Maritime Science
P13 Journal of Global Operations and Strategic Sourcing
P25 Journal of Organizational Computing and Electronic Commerce
P1 Journal of System and Management Sciences
P28 Mathematical Biosciences and Engineering
P23 PLoS ONE
P12 Sensors
P19 Sustainable Energy, Grids and Networks
P31 Technology in Society
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