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Abstract: Academic research on the human element in phishing attacks is essential for developing
effective prevention and detection strategies and guiding policymakers to protect individuals and
organizations from cyber threats. This bibliometric study offers a comprehensive overview of interna-
tional research on phishing and human factors from 2006 to 2024. Analysing 308 articles from the
Web of Science database, a significant increase in publications since 2015 was identified, highlighting
the growing importance of this field. The study revealed influential authors such as Vishwanath
and Rao, leading journals like Computers & Security, and key contributing institutions including
Carnegie Mellon University. The analysis uncovered strong collaborations between institutions and
countries, with the USA being the most prolific and collaborative. Emerging research themes focus
on psychological factors influencing phishing susceptibility, user-centric security measures, and
the integration of technological solutions with human behaviour insights. The findings highlight
the need for increased collaboration between academia and non-academic organizations and the
exploration of industry-specific challenges. These insights offer valuable guidance for researchers,
practitioners, and policymakers to advance their understanding of phishing attacks, human factors,
and resource allocation in this critical aspect of digitalisation, which continues to have significant
impacts across business and society at large.

Keywords: phishing; human factor; bibliometric; collaboration; VOSviewer

1. Introduction

Phishing remains a pervasive cybersecurity threat, exploiting human psychological
weaknesses to obtain sensitive information and infiltrate systems [1,2]. This form of cyber-
attack seeks to deceive users into disclosing sensitive information or performing malicious
actions by impersonating legitimate entities or individuals [3]. Phishing techniques have
evolved over time, including email phishing, spear-phishing, whaling, vishing (voice phish-
ing), and smishing (SMS phishing), making it increasingly difficult for users to recognize
malicious communications [4,5]. The consequences can be severe for both individuals and
organizations, including identity theft, financial losses, data breaches, and reputational
damage. Throughout 2023, the Anti-Phishing Working Group (APWG) observed nearly five
million phishing attacks, marking it a record-breaking year. [6]. As technology advances,
so do the techniques employed by malicious actors, creating a constant arms race between
security professionals and cybercriminals [4].

Understanding the factors influencing phishing success or failure as well as effec-
tive countermeasures is of increasing significance as digitalisation continues apace in the
business community and across global society. The human factor is a critical component
in cybersecurity, as users are often considered the weakest link in the security chain [1].
Human factors encompass psychological, cognitive, social, and emotional aspects of hu-
man interaction with technology and play a key role in users’ vulnerability or resilience
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to phishing attacks [5]. Studies have shown that cognitive biases, lack of security aware-
ness, and individual differences such as personality traits can significantly contribute to
phishing susceptibility [7,8]. Phishing typically involves deceptive emails, text messages,
or websites designed to resemble legitimate communications from trusted entities [9,10].
These messages attempt to manipulate users into revealing personal information or un-
wittingly installing malware that facilitates unauthorized access to systems or data [11].
Despite sophisticated technological countermeasures, phishing remains a significant threat,
primarily due to the human vulnerabilities it exploits [12].

Academic studies on phishing attacks play a crucial role in combating cyber threats.
These studies enable experts to analyse phishing methods, vulnerabilities, and patterns,
which can then be used to develop effective prevention and detection techniques. Addi-
tionally, academic research helps raise awareness about the dangers of phishing attacks
and informs policy decisions related to cybersecurity. In recent years, the academic litera-
ture on phishing attacks and the human factors contributing to their success has grown
significantly [2]. Researchers have focused on various aspects, including cognitive bi-
ases, user awareness, personality traits, and the effectiveness of training programs. For
instance, the cognitive processes involved in the decision to trust or distrust phishing
emails have been examined [8], and the impact of cue utilization and cognitive reflec-
tion on email users’ ability to distinguish between phishing and genuine emails has also
been researched [13]. The role of personality traits in phishing susceptibility has been
explored [14-16], with findings indicating that certain traits, such as conscientiousness and
neuroticism, may influence an individual’s likelihood of falling for phishing attempts. Fur-
thermore, various training approaches to improve phishing detection have been developed
and evaluated [17,18], demonstrating the potential for targeted education to enhance users’
resilience to these attacks.

Bibliometric analysis is a valuable tool for mapping the research landscape, identifying
trends, and highlighting gaps in the literature [19]. In the context of phishing and human
factors, bibliometric analysis can provide a comprehensive overview of the field, revealing
key contributors, influential publications, and emerging research themes. Despite the
growing body of research on phishing and the human factors contributing to their success,
there is a noticeable lack of bibliometric studies specifically focusing on this area [20]. By
employing bibliometric methods, existing knowledge can be synthesized, collaboration
facilitated, and future research directions enlightened. This approach is particularly im-
portant in a field where interdisciplinary collaboration between cybersecurity, psychology,
and human-computer interaction is essential. In a previous study [21], emerging research
fronts were identified by analysing co-occurring keywords in the literature, providing a
comprehensive taxonomy of phishing research. This taxonomy consisted of seven cate-
gories: human factors and user behaviour, detection and prevention techniques, security
measures and authentication, cyber threats and crime, online platforms and social media,
emerging technologies and systems, and economics and protection strategies. Among these,
human factors and user behaviour emerged as a critical area requiring further in-depth
investigation. By emphasizing these emerging research fronts, the study suggested that
researchers should focus on areas such as human factors to address the most pressing issues
and advance the state of the art in phishing research.

Building upon these findings, the current study aimed to fill this gap by conducting a
focused bibliometric analysis on phishing and human factors, providing valuable insights
for both researchers and practitioners in the field of cybersecurity.

The objectives of this study include the following:

1.  Identify key themes, trends, and gaps in the literature on phishing attacks and human
factors;

2. Analyse publication patterns and collaboration networks among researchers in this
field;

3. Assess the growth and evolution of research on phishing attacks and human factors
over time;
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4. Evaluate the impact of published studies through citation analysis and identify semi-
nal works in the field.

By achieving these objectives, this study aimed to highlight the importance of human
factors in phishing research and demonstrate the utility of bibliometric analysis in uncover-
ing insights that can inform effective countermeasures and policy decisions. Bibliometric
analysis is particularly suited for this purpose because it enables the systematic and quanti-
tative assessment of large volumes of academic literature, uncovering patterns that may
not be apparent through traditional literature reviews.

2. Materials and Methods
2.1. Bibliometric Analysis

Bibliometric analysis is a commonly employed method in scientometrics that quantita-
tively examines scientific literature by assessing publication trends, citation networks, and
collaborative relationships among researchers and institutions. This approach allows schol-
ars to map the intellectual landscape, identify key themes and emerging trends, and evalu-
ate the impact of individual publications and authors within a particular discipline. In the
context of phishing and human factors, bibliometric analysis holds particular significance,
as it can aid in consolidating the expanding literature in this field, delivering a systematic
understanding of the current stage of knowledge [21]. Moreover, it can reveal the degree
of research collaboration and interdisciplinary connections between cybersecurity, human
behaviour, psychology, and other related fields, promoting interdisciplinary research.

One of the main advantages of bibliometric studies is their ability to provide a thor-
ough, objective, and data-driven overview of a research area, enabling researchers and
policymakers to identify gaps in the literature, emerging topics, and potential avenues for
future research. The bibliometric approach involves applying quantitative methods such
as citation analysis to bibliometric data like publication counts and citation metrics [19].
Researchers utilize scientometric tools and techniques to evaluate the productivity of sci-
entists, forecast their career trajectories, and assess how funding decisions influence the
structure of the academic community. These methods depend on scholarly bibliographic
data and essential scientometric tools to create knowledge domain maps [22].

Science mapping examines the relationships among research components [23], explor-
ing the intellectual interactions and structural connections between them. Several methods
used in science mapping include citation analysis, co-citation analysis, bibliographic cou-
pling, co-word analysis, and co-authorship analysis [24].

2.2. Data Collection

The Web of Science (WoS) database was used for the bibliometric analysis to acquire
relevant publications. WoS was selected as the primary data source due to several factors.
Firstly, it is a widely acknowledged and comprehensive repository of scientific litera-
ture [25], encompassing a diverse range of research areas, including cybersecurity and
human behaviour; secondly, it offers extensive citation data, enabling the examination of ci-
tation networks and the assessment of the influence of individual publications and authors;
and thirdly, its sophisticated search and filtering capabilities facilitate the efficient retrieval
of relevant articles based on keywords, publication years, and other criteria. The search
was conducted within the Web of Science Core Collection, including the following editions:

Science Citation Index Expanded (SCI-Expanded);

Social Sciences Citation Index (SSCI);

Arts & Humanities Citation Index (A&HCI);

Conference Proceedings Citation Index—Science (CPCI-S);

Conference Proceedings Citation Index—Social Science & Humanities (CPCI-SSH);
Emerging Sources Citation —Index (ESCI).

The search terms were applied within the “Topic” field, which includes titles, abstracts,
author keywords, and KeyWords Plus. A search query was formulated utilizing the

s a7

following relevant keywords: “phishing”, “behavio(u)r”, “human”, “user”, “awareness”,



Information 2024, 15, 643

4 of 26

Py

“cogniti*”, “personality”, and “susceptibility”. The keyword search within the “Topic” field
yielded a total of 1700 articles. The retrieved records were further filtered based on their
relevance and quality. This filtering process excluded publications that lacked sufficient
focus on the topic. Consequently, a final set of 308 articles addressing human factors in
phishing was retained for analysis (see Supplementary Materials Table S1). Notably, a
considerable number of articles were excluded due to their emphasis on algorithms and
classifiers employed to predict susceptibility, which fell outside the scope of this study
centred on the human factors of phishing attacks. This exclusion accounts for the significant
decrease in the remaining articles for analysis. The inclusion and exclusion criteria can be
found in Table 1.

Table 1. Exclusion and Inclusion Criteria.

Exclusion Inclusion

Studies focused only on determining phishing  Studies including human factors that increase
attacks using machine learning algorithms susceptibility to phishing attacks

Studies that investigate the relationship
between human factors and phishing
susceptibility

Studies that use phishing simulations or
real-life phishing incidents as a measure of
phishing susceptibility

2.3. Data Analysis and Visualization

VOSviewer 1.6.20 is a widely used software tool for data analysis and visualization,
specifically designed for constructing and displaying bibliometric networks. This tool
enables the creation of various types of networks, such as co-authorship, co-citation, and
keyword co-occurrence networks, by utilizing advanced clustering algorithms [26]. These
algorithms help uncover the underlying structure and main themes within a research
domain. VOSviewer also offers an interactive and user-friendly interface, facilitating the
exploration and interpretation of the visualized networks.

The methodological approach involved conducting citation analysis to identify influen-
tial publications and authors, co-citation analysis to explore the intellectual structure of the
field, co-authorship analysis to examine collaboration patterns, and keyword co-occurrence
analysis to uncover emerging research themes.

This study employed VOSviewer to construct and analyse networks based on pub-
lication and citation data as well as author and institution collaborations and keyword
co-occurrences. The outcomes were visualized as network maps, which highlight key clus-
ters, trends, and relationships within the research domain of phishing and human factors.

Potential limitations of the methodology include reliance of the Web of Science
database, which may exclude relevant articles indexed elsewhere, and the possibility of
missing pertinent studies due to the specificity of the search terms. Additionally, bibliomet-
ric analyses may be influenced by citation practices and publication biases. To enhance re-
producibility, detailed descriptions of the search strategy and data collection process are pro-
vided, and the dataset used within the analysis is also provided as Supplementary Material.

3. Results
3.1. Publications

A total of 308 articles on phishing and the human factor were published in the Web of
Science database from 2006-2024. Figure 1 illustrates a rising trend in scholarly publications
addressing this topic. A noteworthy surge in publications has been observed from 2015
onwards. This escalation may be attributed to the Sony Pictures Entertainment Hack,
which occurred at the end of 2014, involving a sophisticated phishing campaign and
malware deployment leading to the theft of vast amounts of data, including unreleased
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films, employee personal information, internal emails, and other sensitive documents. The
incident caused significant financial and reputational damage to Sony and highlighted
the risks of phishing in compromising organizational security. This steady increase in
publications can also be attributed to the onset of the pandemic in early 2020, which resulted
in individuals being confined to their homes and, consequently, generating numerous attack
vectors and vulnerabilities. The 2020 Annual Cybersecurity Report [27] states that phishing
continued to be a popular threat during the pandemic due to its simplicity and high success
rate; it is thus understandable that the number of articles on this topic has risen since then.
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Figure 1. Frequency of publications, corresponding citations, and citations per article (CPA).

The bibliometric analysis contributes to the existing body of literature by providing a
comprehensive overview of research trends, key publications, and influential authors in
the domain of phishing and human factors. By identifying the most impactful works and
examining collaboration patterns, this study offers valuable insights that can guide future
research and policy development in cybersecurity.

The 308 articles received a total of 4214 citations, with an average of 13.68 citations
per article. A dip in citations from the year 2011 was observed. This may be due to a
combination of factors, including citation lag, where newly published articles take time to
accumulate citations. Additionally, a shift in research trends during that period may have
reduced the relevance of earlier articles, resulting in fewer citations. The sharp increase in
2009-2010 may reflect a temporary surge in interest or highly impactful articles, followed
by a return to average citation rates in subsequent years.

Table 2 showcases the top ten articles on phishing and the human factor, based on
citations per year (CPY). These studies are among the most influential in the field, shaping
current research. The decision to rank articles based on CPY was made to account for the
inherent advantage older articles have in accumulating citations over time. CPY provides a
more balanced view by normalising citation counts according to the number of years since
the article’s publication, thereby highlighting the annual impact of each work. This metric
is especially useful in revealing the influence of newer articles, which may not have had
enough time to gather as many total citations but still have significant annual contributions
to the field.
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Table 2. The top ten articles on phishing and the human factor, based on citations per year.
P p g pery
Ref. Author(s) Year Title Source Affiliation(s) Total Citations CPY
. CHI2010:
?
Sheng, S; ‘ggﬁfarlf {?12 111};1:?52 Proceedings Of The Carnegie Mellon
Holbrook, M; gf Pl;i hin y 28th Annual Chi University;
[28] Kumaraguru, 2010 o1 TS ng Conference on Indraprastha Institute 264 18.86
. . Susceptibility and . .
P; Cranor, L; . Human Factors in of Information
Effectiveness of . .
Downs, | Interventions Computing Technology Delhi
Systems, Vols 1-4
Parsons, K;
Calic, D; Tﬁg;?ggﬂ%gr:i;f Defence Science &
[po] ~ [Fattinson M, 2017 Questionnaire Computers & Technology; University 102 14.57
Butavicius, M; Security of Adelaide; University
(HAIS-Q): Two further .
McCormac, A; P . of Adelaide
Zwaans, T validation studies
State University of
Why do people get New York (SUNY)
. . phished? Testing .
Vishwanath, A; T . System; State
g individual differences . . .
[30] Herath, T; 2011 in phishing Decision Support University of New York 188 14.46
Chen, R; Wang, - o Systems (SUNY) Buffalo; Brock ’
vulnerability within an . -
JG; Rao, HR . : . University; Ball State
integrated, information Uni ity Uni .
rocessing model niversity; University
P of Texas Arlington
So Long, And No
Thanks for the New Security
Externalities: The Paradigms .
[31] Herley, C 2009 Rational Rejection of Workshop 2009, Microsoft Research 186 12.40
Security Advice Proceedings
by Users
Alsharnouby, W:)/;‘IIIZ‘Z %};fr;?ritsetﬂiles International Journal
[32] M; Alaca, F; 2015 . ateg of Human-Computer Carleton University 107 11.89
Chiasson, S for combating Studies
4 phishing attacks
State University of
Goel, S; Got Phished? Internet Journal Of the New York (SUNY)
[5] Williams, K; 2017 Security and Human Association for System; State 80 11.43
Dincelli, E Vulnerability Information Systems ~ University of New York
(SUNY) Albany
Williams, EJ; Exploring susceptibility  International Journal
[33] Hinds, J; 2018 to phishing in the of Human-Computer University of Bath 63 10.50
Joinson, AN workplace Studies
Caputo, DD; Going Spear Phishing;:
) Pfleeger, SL; Exploring Embedded IEEE Security & Dartmouth College;
(341 Freeman, JD; 2014 Training and Privacy Vanderbilt University 100 10.00
Johnson, ME Awareness
. . Suspicion, Cognition,
[35] Vlg;:‘;?gﬁhé{%’ 2018 and Automaticity Communication State University of 59 983
- N Y], ! Model of Phishing Research New York (SUNY) '
& Susceptibility
University of Texas
Arlington; Brock
Wang, JG; Phishing Susceptibility: University; Ball State
Herath, T; An Investigation into IEEE Transactions University; State
[36] Chen, R; 2012 the Processing of a on Professional University of New York 102 8.50
Vishwanath, A; Targeted Spear Communication (SUNY) System; State
Rao, HR Phishing Email University of New York
(SUNY) Buffalo;
Sogang University

CPY: citations per year.

The most cited article (264 citations) is by Sheng et al. [28], which explores the con-
nection between demographics and phishing susceptibility and evaluates the efficacy of
diverse anti-phishing educational materials through a role-play survey with 1001 online

participants.
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The listed articles cover a range of aspects related to phishing vulnerability. For
example, Vishwanath et al. [30] delved into the psychological processing of phishing
attempts, while Williams et al. [33] examined factors that influence employee susceptibility
to phishing attacks in the workplace settings. Alsharnouby et al. [32] addressed the
persistent effectiveness of phishing, highlighting ongoing challenges in user education and
cybersecurity implementation.

These top-cited works demonstrate the field’s interdisciplinary nature, combining
insights from psychology, information systems, and human-computer interaction. This
approach is evident in both empirical investigations (e.g., Parsons et al. [29]) and theoretical
explorations (e.g., Herley [31]). Such interdisciplinary focus is crucial for developing
comprehensive models of phishing susceptibility that incorporate cognitive, emotional,
social, and technological factors. This bibliometric analysis builds upon these studies by
synthesizing their contributions and identifying key themes and trends that have emerged
over time.

The citations also highlight significant advancements, such as the effectiveness of
embedded training programs in increasing awareness and reducing susceptibility to spear-
phishing attacks [34] and the development of models that examine how suspicion, cognition,
and automatic responses contribute to phishing vulnerability [35]. However, they also
point to gaps in research, particularly the need for further exploration into how individ-
uals process targeted spear-phishing emails [36] and into the psychological mechanisms
that underpin phishing susceptibility. These gaps reveal the importance of refining both
educational strategies and cognitive models to improve long-term phishing prevention
efforts. By highlighting these gaps, the present study contributes to the existing literature
by pinpointing underexplored areas that warrant further investigation. Specifically, the
analysis of keyword trends and collaboration networks provides insights into emerging
topics and potential interdisciplinary collaborations that can advance the field.

Consequently, from the standpoint of human factors, key studies on phishing point
to the impact of psychological characteristics, demographic factors, and individual ex-
periences on user susceptibility. They bring to light the ongoing difficulties in training
and awareness initiatives, underlining the necessity for a deeper comprehension of trust
dynamics and the development of enduring prevention tactics to efficiently counteract
phishing threats. These studies emphasize the critical need to incorporate knowledge from
psychology and human behaviour into cybersecurity measures.

3.2. Sources

In terms of journals that publish articles in this field, Computers & Security leads with
14 articles on the topic. Table 3 displays the top ten journals with the highest number of
articles related to this subject. Examining the titles of the journals in this table reveals that
the majority focus on human—computer interaction and human behaviour. This interdisci-
plinary focus is critical for developing comprehensive models of phishing susceptibility that
incorporate cognitive, emotional, social, and technological factors [37]. The findings align
with previous bibliometric analyses in cybersecurity, which emphasize the importance of
integrating technical and human-centred approaches [38]. The present study adds to the
literature by specifically mapping the journals that are central to research on phishing and
its human factors, thus providing valuable information for researchers seeking appropriate
venues for their work.

The bibliographic coupling of journals, as visualized in the VOSviewer map in Figure 2,
reveals significant insights into the research landscape of phishing and human factors. This
map was generated using bibliographic coupling as the type of analysis, focusing on
journals and the unit of analysis and highlighting connections based on shared citations. To
ensure a balanced comparison of journals, normalized citation scores were used as weights,
accounting for differences in citation patterns across disciplines. The default clustering
algorithm in VOSviewer was applied to group journals into distinct clusters based on the
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strength of their bibliographic coupling, and a minimum document and citation threshold
was set to include journals with substantial contributions to the field.

Table 3. Top 10 journals publishing articles on phishing and the human factor.

Source Articles  Citations CPA JIF2023
Computers & Security 14 134 9.57 48
Information and Computer Security 7 42 6.00 1.6
Behaviour & Information Technology 6 141 23.50 2.9
International Journal of Human-Computer Studies 6 213 35.50 5.3
Computers in Human Behavior 5 117 23.40 9.0
Decision Support Systems 5 243 48.60 6.7
European Journal of Information Systems 5 67 13.40 7.3
Human Factors 5 95 19.00 2.9
Financial Cryptography and Data Security 4 154 38.50 -
PLOS ONE 4 67 16.75 -
CPA: citations per article; JIF: journal impact factor.
com puteﬁg security
communication research organizationalibehavior and hu AN
information systems journal Hhances 1 wghan ciors n
et comlereaiege L e o
§ . cryptoldgia Aanced stence feters
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sagdpen 9C FamsAions on comautal 8! financial crype@Eraphy and dat telec
2021 iece 45th@nnual computer behavior & ation techno Proceedings oie 3N 20Ugl " jene nternational onference o
personality and individual dif i @ i 2%th annual on o
o e ¢ -4 Y i
Jourml ot compmic Asraire hiien-cenmeggn@ine and in @ “ chi2008: 26th{ggnual chi con

procegings o'%e 2018 chi co

applied ergortomics.
PP & computers in‘\an behavior proceedings affthe sixteenth s ' 34th annual chjiconference on
¢

Lo . . A . . Signa! proceimng, seisogfinfo,
]&rnal ogconWer informatio a)iece Totn wtistional o < : o ®
ofters @ducation proceedings ofthe 2018 annual chi2019: proﬁings of the 2
behavior resgarch methads .
® internavBinal jowrnal af human

2021 apwg symeasium on dlecro o N
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Figure 2. Bibliographic coupling analysis of sources.

Computers & Security stands out as a central journal with a high number of citations
and strong bibliographic coupling links, highlighting its pivotal role in disseminating
key research findings related to cybersecurity. Similarly, International Journal of Human-
Computer Studies and Computers in Human Behavior are influential, reflecting their critical
contributions to understanding human—computer interaction and behavioural aspects in
cybersecurity. These clusters illustrate the multidisciplinary nature of research in this area
and highlight significant interdisciplinary connections, such as the strong coupling between
Computers & Security and journals regarding the human—computer interaction, indicating
a growing cross-disciplinary interest in securing human interfaces and understanding
user vulnerabilities.

Furthermore, journals like Decision Support Systems and Journal of Management Infor-
mation Systems connect with both technical cybersecurity journals and those focused on
human factors, suggesting integrated approaches to managing cybersecurity risks within
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organizational contexts. Despite having fewer documents, some journals exhibit strong
coupling strength, indicating emerging influence. The APWG Symposium on Electronic Crime
Research is notable for its strong connections, emphasizing its growing role in research on
electronic crime and phishing. This analysis of sources contributes to the existing literature
by identifying not only established journals but also emerging platforms that are shaping
the discourse on phishing and human factors. This information is valuable for both new
and established researchers in the field.

Technical and behavioural insights are evident from the strong bibliographic coupling
of IEEE Symposium on Security and Privacy and ACM Transactions on Computer-Human
Interaction as well as Journal of Medical Internet Research and Cyberpsychology, Behavior, and
Social Networking. These connections indicate a robust interest in understanding how
human behaviour impacts security outcomes.

3.3. Authors

Figure 3 presents the quantity of articles and the extent of author collaboration. This
does not include solo authors since collaboration can only be assessed with multiple authors.
The “No collaboration” category indicates the number of articles with authors from the
same institution. “National collaboration” represents authors from the same country but
different institutions. Finally, “International collaboration” refers to the number of articles
written by authors from various countries.

20
18
16

o /7 /\\,,

5
l
W

= NO National International

Figure 3. Author collaboration.

The collaboration patterns in phishing and human factor research from 2006 to 2024
reveal a dynamic and evolving landscape. Overall, there has been a general increase in all
types of collaborations over the years, indicating growing interest and research activity in
this field. “No collaboration” peaked in 2019 with 18 publications, showing fluctuations
but generally increasing from 2006 to 2019 before declining, possibly indicating a shift
towards more collaborative research. “National collaboration” demonstrated the most
consistent growth, peaking in 2023 with 16 publications. “International collaboration”,
while generally lower than the other categories, showed sporadic growth with notable
increases in 2015 and 2020, suggesting potential for increased global cooperative efforts.

Figure 3 shows a shift in collaboration patterns over time. The early years (2006-2012)
were dominated by no collaboration or national collaboration. The middle years (2013-2019)
saw growth across all categories, with solo research often leading. Recent years (2020-2024)
show a more balanced distribution between collaboration types, with national collaboration
frequently taking the lead. Notably, 2020 saw a significant spike in international collaborations,
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possibly due to the global focus on cybersecurity during the COVID-19 pandemic. The year
2023 had the highest number of national collaborations, suggesting strong within-country
research networks. These trends suggest a maturing research field in phishing and human
factors, with a growing emphasis on collaborative work, particularly at the national level, as
researchers increasingly work together to address complex challenges in cybersecurity.

It is important to acknowledge that the increase in collaborations observed in phishing
and human factors research may be part of a broader trend in scientific research. How-
ever, phishing and human factors research exhibit unique aspects that may influence its
collaboration patterns differently compared to other fields. The interdisciplinary nature of
this research area, which combines elements from psychology, sociology, human—computer
interaction, and cybersecurity, necessitates collaboration across diverse disciplines. This
requirement for interdisciplinary expertise may lead to distinct collaboration dynamics.
For example, researchers may collaborate nationally to leverage shared language, cultural
understanding, and easier coordination when integrating insights from social sciences into
technical cybersecurity measures.

Additionally, phishing attacks often exploit cultural and psychological factors specific
to certain populations. National collaborations may be particularly valuable for understand-
ing local contexts, social norms, and user behaviours that influence phishing susceptibility.
Researchers working within the same country can more readily access relevant participant
pools and tailor interventions to the specific needs of their population.

International collaborations, while increasingly important due to the global nature of
phishing threats, may present challenges unique to research on phishing and human factors.
Differences in language, cultural norms, ethical considerations, and legal regulations
regarding human-subject research can make international collaboration more complex in
this field compared to more technically focused areas like network security. These factors
may contribute to the observed prevalence of national collaborations over international
ones in the research on phishing and human factors.

Moreover, the need to develop culturally sensitive anti-phishing strategies underscores
the importance of national research efforts. While technical solutions in network security
may be broadly applicable across different contexts, interventions addressing human factors
in phishing often require a deep understanding of local cultural nuances.

In summary, while the increase in collaborations in research on phishing and hu-
man factors aligns with general trends in scientific research, the unique interdisciplinary
and cultural aspects of this field shape its specific collaboration patterns. Recognizing
these nuances is crucial for fostering effective collaborations that can address the complex
challenges posed by phishing attacks.

This study distinguishes between citation, co-citation, and bibliographic coupling net-
works to highlight their differences. Both bibliographic coupling and co-citation represent
indirect relationships and might offer less precise information regarding the relatedness
of articles [39]. A citation link connects two items when one cites the other. It is impor-
tant to note that VOSviewer treats citation links as undirected, meaning that it does not
differentiate between a citation from item A to item B and one from item B to item A. A
bibliographic coupling link exists between two items when they both reference the same
document. In contrast, a co-citation link occurs when two items are both cited by the same
document [37].

Figure 4 visualizes the co-authorship network of key researchers in the field of phish-
ing and human factors, weighted by normalized citations. Each node represents an au-
thor, with larger nodes indicating more normalized citations received by that author’s
co-authored work. The closer the nodes are, the more frequently these authors collaborate,
and the different colours represent distinct clusters of collaboration, signifying various
research communities.
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Figure 4. Co-authorship relation of authors.

At the centre of the map is Vishwanath, A, whose work on phishing vulnerability,
cognitive models of suspicion, and social media deception has had a profound influence in
the field. Vishwanath’s studies, particularly on how habitual online behaviours and indi-
vidual psychological differences impact phishing susceptibility, are highly cited, making
Vishwanath a key player in the phishing research landscape. Co-authors such as Harrison,
B and Ng, Y] are part of the same purple cluster, showing their significant contributions to
understanding how cognitive and personality factors, such as suspicion and automaticity,
influence users’ susceptibility to phishing. The research themes of Vishwanath’s group
also extend into exploring email habits, media habits, and the role of personality traits like
self-regulation and cognitive biases in phishing detection, thus addressing both individual
and contextual factors that contribute to susceptibility to phishing.

Rao, HR, appearing in the green cluster, is another major contributor with a focus
on information assurance, cybersecurity policies, and privacy. Rao’s research, often in
collaboration with authors like Wang, ] and Chen, R, addresses email authentication,
self-efficacy in phishing detection, and information processing models to understand
user behaviour in cybersecurity contexts. Their work has pioneered efforts in visual
email authentication, integrating cognitive effort and decision aids to reduce phishing
vulnerability. This cluster illustrates the interdisciplinary efforts bridging human behaviour,
policy compliance, and technical interventions.

Wang, ] is another key figure closely connected to Rao, with significant contribu-
tions to phishing detection, coping mechanisms in phishing threats, and cybersecurity
compliance policies. This collaboration, reflected in the strong ties between their nodes,
emphasises the cross-disciplinary approach needed to address phishing from both technical
and behavioural perspectives. Their joint work on the extended parallel process model
(EPPM) for phishing detection highlights how users process and respond to phishing
attacks, emphasising self-efficacy and cognitive strategies.

Chen, R (blue cluster), often a bridge between Rao’s group and Vishwanath'’s, also
plays a key role in phishing research. Chen’s work emphasises phishing susceptibility and
the design of phishing deception indicators, linking technical phishing detection systems
with human-centred security strategies. Collaborators like Lin, Z and Andersen, E further
this interdisciplinary connection by focusing on human—computer interactions and usability
in phishing contexts.
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In contrast, Li, Y, highlighted in the orange cluster on the far right of the map, leads a
specialised group focused on fraud detection, cybersecurity threat models, and large-scale
data analysis. This cluster is relatively isolated from the more behaviourally focused clus-
ters of Vishwanath and Rao, suggesting a more technical research orientation. Li’s work,
including machine learning for phishing detection and cognitive behaviour modelling,
reflects a deep technical expertise in identifying and mitigating phishing attacks on a large
scale. Herath, T, positioned in the brown cluster near Rao, represents more niche contri-
butions within user behaviour and phishing detection. Herath’s work often emphasises
the rational rejection of security advice and user behaviour, as seen in their collaboration
with Rao and Vishwanath, and their contributions are critical in understanding how users
interact with phishing defences.

When viewed alongside the author collaboration trends in Figure 3, which shows the
growth of national and international collaborations over time, Figure 4 offers a detailed
view of specific co-authorship relationships driving the field forward. For example, the
strong collaboration between Vishwanath, A; Rao, HR; and Wang, ] reflects not only the
interdisciplinary nature of phishing research but also the critical importance of collaborative
networks in addressing both technical and human factors in cybersecurity.

The relative isolation of certain clusters, such as the technical group of Li, Y, from
the central clusters indicates potential gaps in collaboration between highly technical
and behaviourally focused research. Li, Y and their team could benefit from greater
integration with behavioural scientists to develop more holistic solutions to phishing
detection. Conversely, behavioural clusters like Vishwanath’s may gain from incorporating
advanced detection technologies that Li and their team have developed.

In Figure 5, each circle represents an author, with larger circles indicating a higher
number of publications. The proximity between two circles (authors) signifies the strength
of their relationship based on bibliographic coupling [38]. This means that authors posi-
tioned closer together in the visualization tend to cite the same publications, while those
situated further apart generally do not share common cited works [40]. This network visual-
isation was generated by employing the bibliographic coupling method with authors as the
unit of analysis. The size of each author node is weighted by citations, with larger circles
indicating a higher citation count. The association strength normalisation method was
used to normalize the bibliographic coupling links, ensuring that the proximity between
authors reflects the strength of their shared citations rather than just the raw number of
citations. The clustering resolution was adjusted to highlight distinct research communities,
which are represented by different colour clusters, making it easier to identify groups of
researchers working on similar topics. The distance between authors in the map reflects
the extent to which they cite similar works.

The map highlights various clusters representing distinct research communities, with
prominent clusters centred around influential authors like Vishwanath, Wang, and Rao,
demonstrating their significant contributions and influence. While bibliographic coupling
does not directly indicate co-authorship, it reflects intellectual proximity and the likelihood
of thematic alignment in their research. Authors such as Rajivan, Caputo, and Parsons
are positioned close to one another, reflecting that they are engaged in similar bodies
of literature, even if they may not have collaborated directly. The shared intellectual
foundation, as represented by strong links between them, suggests potential for future
collaboration and indicates that their work addresses common research problems, which is
vital for the evolution of anti-phishing strategies. This network structure is a valuable tool
for understanding how research fields evolve and for identifying potential collaborators
who share common research interests.
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Figure 5. Bibliographic coupling of authors.

Figure 6 displays a co-citation map that visualizes the authors who are most frequently
cited together. In this map, authors that are closer to each other and have stronger connect-
ing links have been cited together more often in various publications. Co-citation occurs
when two documents are both cited by a common third document [41,42]. The analysis of
co-citation operates under the assumption that two papers cited together share a strong
relationship and should, therefore, be grouped together. Each circle or node on the map
represents an author, and the connections (links) between these nodes signify co-citation
relationships among authors. The proximity between two authors on the map roughly
indicates the extent of their relatedness based on co-citations [43].

Looking at the clusters in Figure 6, the green cluster is anchored by the author Ku-
maraguru, the yellow cluster is anchored by Vishwanath, and the blue cluster is anchored
by Jakobsson. Kumaraguru’s work on user education and awareness programs frequently
attracts significant scholarly attention, forming a pivotal point in the green cluster. Vish-
wanath’s centrality in the yellow cluster further reinforces their foundational role in phish-
ing research. Jakobsson has made significant contributions to understanding and mitigating
social engineering attacks, anchoring the blue cluster and emphasizing their role in shaping
best practices in cybersecurity. As these authors anchor their respective clusters, other
authors within these clusters tend to conduct research on the same topics or sub-topics, as
they are frequently cited together. This thematic grouping helps identify sub-disciplines
within phishing and human factors, providing a clearer picture of the field’s landscape and
guiding future research directions.

Table 4 shows the top 30 most influential authors in this field of study based on
the total number of citations. Vishwanath is the most influential author, with a total of
476 citations from eight publications. Vishwanath’s work has significantly advanced the
understanding of psychological factors influencing phishing susceptibility, contributing to
the development of user-centric security measures [40]. Similarly, Rao’s extensive research
has provided valuable insights into information assurance and cybersecurity practices.
By highlighting these key contributors, the present study helps delineate the intellectual
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structure of the field and identifies seminal works that have shaped current research
trajectories. The most publications of a single author are nine. Rao, having published a
total of nine articles, is the most productive.
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Figure 6. Co-citation analysis of authors.
Table 4. The top 30 most influential authors in this field of study.

Author Articles Citations CPA

Vishwanath, A 8 476 59.5

Rao, Hr 9 425 47.2
Wang, | 7 408 58.28
Chen, R 5 336 67.20
Herath, T 4 323 80.75
Kumaraguru, P 2 287 143.5
Sheng, S 2 287 143.5

Cranor, L 1 264 264

Downs, J 1 264 264

Holbrook, M 1 264 264

Wright, Rt 4 196 49

Marett, K 2 193 96.5

Herley, C 1 186 186
Butavicius, M 4 133 33.25
Parsons, K 4 137 34.25
Harrison, B 4 133 33.25

Lin, T 4 120 30

Calic, D 3 114 38

Dommaraju, S 3 114 38

Mccormac, A 3 114 38

Pattinson, M 3 114 38

Alaca, F 1 107 107

Alsharnouby, M 1 107 107
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Table 4. Cont.

Author Articles Citations CPA
Chiasson, S 1 107 107
Zwaans, T 1 102 102
Caputo, Dd 1 100 100
Freeman, Jd 1 100 100
Johnson, Me 1 100 100
Pfleeger, SI 1 100 100
Li,Y 4 88 22

3.4. Organizations

There are a few points of interest here. The co-authorship map (Figure 7) indicates that
the University of Virginia has co-authored publications with organizations from various
clusters (e.g., University of Michigan and University of Oklahoma), and Figure 8 tells us that
Carnegie Mellon University shares a large number of references with other organizations, as
this university is seen to anchor the network. Carnegie Mellon University is the institution
with the most citations and number of articles published on this topic of study (Table 5). By
specifically identifying key organizations in the phishing and human factors domain, these
results can guide researchers seeking institutional collaboration or considering academic
programs in this field.
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univ texas austin Untec ingh techno

—
21L3a i @PrIAgen Univ
-

auc Uw MV technol

£ ryerigp uniP PSP echnol
univ energy MIPA Letources
antphishing ygsing ¢.| ure ““‘"“ . rcardiiad sch
) ‘s hys
w » .‘ sultan qaboaginiv Ll
gl - eath caan univ emogguniv
beiyng jagpong w‘ W <
vncquaric univ \ddyde '\0..',. AN

PY avapni univ michigan
atl chiaQRung univ

defscl

e, e o
ia 3!’1!\' ) hellenic nouiie! gen staff

norwepap H.V"l'"'-‘ »® s
carnest on Un* 3 ¥arrgoin
eipng inst p‘\cm technol

" ball ~tate univ% Py, On‘wzﬂ y
1
. ne @t infofot - - swiss fed P techno
NEFSPToINe Wt INTermat e quvh @politegn bari
~

vieWh, \‘lcdv'\o' - unbar

bournemouth ud . '.
s

anglia rughin unw

Figure 8. Bibliographic coupling analysis of organizations.



Information 2024, 15, 643 16 of 26
Table 5. Top 30 organizations.
Organization Country Articles Citations CPA
Carnegie Mellon University USA 11 510 46.36
Suny Buffalo University USA 7 435 62.14
University Texas Arlington USA 8 414 51.75
Brock University Canada 5 325 65.00
Ball State University USA 4 323 80.75
Indraprastha Institute of Information India 1 264 264.00
Technology
Mississippi State University USA 2 193 96.50
Microsoft Research USA 1 186 186.00
University Adelaide Australia 4 137 34.25
Defence Science & Technology Group Australia 4 131 32.75
University Florida USA 5 124 24.80
University San Francisco USA 1 113 113.00
Northumbria University UK. 5 113 22.60
Carleton University Canada 1 107 107.00
New York University USA 2 107 53.50
. . South
Sogang University Korea 1 102 102.00
University Texas San Antonio USA 5 102 20.40
Dartmouth College USA 1 100 100.00
Vanderbilt University USA 1 100 100.00
University Oklahoma USA 3 83 27.67
Clemson University USA 2 82 41.00
Suny Albany University USA 1 80 80.00
University Massachusetts USA 1 80 80.00
University South Carolina Upstate USA 1 80 80.00
Vienna University of Technology Austria 2 80 40.00
National Chiao Tung University Taiwan 3 78 26.00
University Bath UK. 2 72 36.00
University Buffalo USA 3 72 24.00
Nelson Manc}ela Metropohtan Sogth 3 65 2167
University Africa
University Of South Australia Australia 1 61 61.00

In Figure 7, the co-authorship analysis map was generated based on the co-authorship
network of organizations, using the association strength normalization method. Each
node (circle) represents an organization, and its size indicates the number of publications
associated with that organization. The distance between nodes represents the strength of
co-authorship relationships, meaning that organizations that have co-authored more papers
appear closer together. The visualization was filtered by selecting organizations with at
least a certain number of documents (in this case, a threshold of a minimum number of
documents published was applied). The map’s clusters are coloured to represent different
research communities or collaboration networks.

For Figure 8, the bibliographic coupling analysis map was created to illustrate the
extent to which organizations cite the same publications. VOSviewer computes this by
measuring the number of references shared between organizations. The map uses as-
sociation strength normalization to account for the varying number of publications per
organization, ensuring that larger institutions like Carnegie Mellon University, with more
publications and citations, do not dominate the visualization. As in the co-authorship
analysis, the size of each node indicates the organization’s prominence in terms of citations,
while the thickness of the lines between nodes shows the strength of the bibliographic
coupling. Clusters of organizations that frequently cite similar works are grouped together,
highlighting major collaborative networks and identifying key institutions shaping the
discourse on phishing and human factors.
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3.5. Countries

Figure 9 presents a co-authorship map that highlights the most collaborative countries
in this field. In this visualization, the size of each node corresponds to the number of
publications, and the colour represents different clusters. Countries within the same cluster
have collaborated more frequently on publications. The United States emerges as the most
collaborative country, with a total of seven links, and it has the strongest collaboration with
Canada based on link strength. The USA is also the most prolific country, accumulating a
total of 2438 citations among 97 articles. Table 6 shows the top 30 countries in terms of total
number of citations. By identifying these geographic patterns, this study contributes to the
understanding of how regional and cultural factors may influence research priorities and
collaboration opportunities.
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Figure 9. Co-authorship analysis of countries.

Table 6. Top 30 countries based on number of citations.

Country Articles Citations CPA
USA 97 2438 25.13
Canada 11 491 44.64
England 25 377 15.08
Australia 29 340 11.72
India 7 331 47.29
South Korea 5 132 26.40
Austria 4 97 24.25
South Africa 9 85 9.44
Taiwan 5 79 15.80
Netherlands 5 72 14.40
Portugal 3 68 22.67
Germany 9 61 6.78
Saudi Arabia 9 47 5.22
Scotland 6 43 7.17
Sweden 6 40 6.67
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Table 6. Cont.

Country Articles Citations CPA
Peoples R China 7 32 4.57
Luxembourg 1 24 24.00
Spain 2 21 10.50
Switzerland 1 16 16.00
Kenya 2 16 8.00
New Zealand 4 16 4.00
U. Arab Emirates 4 16 4.00
Malaysia 7 14 2.00
Israel 2 11 5.50
Finland 2 10 5.00
Japan 6 10 1.67
Belgium 2 8 4.00
Italy 5 7 1.40
Greece 2 6 3.00
Jordan 2 6 3.00

3.6. Keywords

It is of value to identify emerging research fronts to pinpoint research endeavours
within a specific scientific domain [22]. Figure 10 presents a map of keywords that co-
occur. The original search criterion in our data query (“Phishing”) was excluded from the
keywords. Additionally, the keywords were checked for spelling differences and erroneous
information. For example, differences in American vs. British English and wording of
keywords were standardised. A thesaurus file was created and included in the analysis
to take the differences into account. Based on the co-occurrence analysis of keywords
in the field of phishing and human factor literature, several key themes and research
directions emerge.
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Figure 10. Co-occurrence analysis of keywords.

The largest cluster (red cluster) in Figure 10 focuses on the practical aspects of anti-
phishing efforts, emphasizing training, user studies, and the development of usable security
measures. This cluster highlights the importance of human factors in cybersecurity, par-
ticularly in the context of online banking. The light-blue cluster broadens the scope to
include various forms of cyber threats and the role of user awareness and education in
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mitigating these risks. The blue and orange clusters delve into the psychological aspects
of phishing susceptibility, exploring personality traits, cognitive processes, and decision-
making models. This psychological focus is complemented by the yellow cluster, which
examines theoretical frameworks such as the Protection Motivation Theory and the Theory
of Planned Behaviour in the context of information security.

To generate this map, VOSviewer employed a co-occurrence analysis of keywords,
using full counting as the method to consider each occurrence of the keywords equally,
regardless of how many documents they appeared in. Keywords that met the minimum
threshold of appearing in at least three documents were included. For normalization, the as-
sociation strength method was applied, which ensures that the strength of the relationships
between keywords is proportionally balanced based on their co-occurrence frequency.

The purple and pink clusters address demographic factors like age and gender in
phishing susceptibility, while other clusters explore the broader context of online scams,
deception techniques, and human behaviour on the internet. The inclusion of machine
learning and information processing suggests an emerging trend towards incorporating
advanced technological solutions in phishing detection and prevention.

The keyword analysis reveals a comprehensive and interdisciplinary approach to
phishing research, encompassing technological solutions, psychological insights, and edu-
cational strategies. The field appears to be moving towards a more nuanced understanding
of phishing susceptibility, considering individual differences, cognitive processes, and the
broader context of online behaviour. This suggests that effective anti-phishing strategies
will likely require a combination of technological innovations, targeted education, and
interventions tailored to individual psychological and demographic factors. Each cluster
and the corresponding keywords can be found in Table 7.

Table 7. Keyword clusters.

Cluster Topic Keywords

anti-phishing training, cognitive modelling, design, detection

Human Factors . . h .
accuracy, experiment, human factors, information security,

1 in Security and . . . . -
. online banking, security awareness, security behaviour,
Usable Security . ) .
simulation, usable security, user study
Cybersecurity . . .
Threats awareness, behaviour, cyber-attack, cybercrime, education,

2 ’ email, malware, privacy, spam, victimization,

Awareness, and - .

. vulnerability, website
Education

Personahty Tralts big five, cue utilization, dark triad, expertise, five factor
and Decision

3 model, heuristic-systematic processing model, personality

Making in traits, social network, systematic processin
Security Contexts ! e p &

Security
Awareness and anti-phishing, computer security, information security
4 Behavioural awareness, information security behaviour, protection
Theories in motivation theory, social engineering, theory of planned
Information behaviour, trust
Security

Age Factors and
5 Phishing
Susceptibility

aging, detection, spear-phishing, survey, susceptibility, trait,
user behaviour
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Table 7. Cont.
Cluster Topic Keywords
Psychological
6 and Behavioural human behaviour, individual differences, internet, online
Aspects of scams, psychology, security, training

Online Security

Cognitive
7 Processes and
Decision Making

cognition, decision-making, human-computer interaction,
metacognition, personality, signal detection theory

Deception and

Persuasion in deception, field experiment, influence techniques, online
Online deception, persuasion

Environments

Information

Processing in
9 Cybersecurity
and Phishing
Susceptibility

cybersecurity, information processing, machine learning,
optimism bias, phishing susceptibility

Demographics
10 and Security age, cybersecurity awareness, gender, security risk
Awareness

Identity Theft
11 and User identity theft, internet security, user protection
Protection

It is important to note that some synonyms or closely related terms appear in different
clusters (e.g., “user behaviour” in cluster 5 and “human behaviour” in cluster 6). This
occurrence is due to the way the clustering algorithm in VOSviewer groups keywords
based on their co-occurrence patterns. Even though these terms are similar, they may
co-occur with different sets of keywords in the literature, reflecting distinct contexts or
research focuses. For instance, “user behaviour” might be associated with studies on user
interactions with security interfaces, while “human behaviour” could relate to broader
psychological aspects influencing phishing susceptibility. The presence of such overlaps
indicates the interdisciplinary and interconnected nature of phishing research. This overlap
provides valuable insights into the nuanced ways similar concepts are explored across
different research themes.

The most frequent author keywords were used to understand the trend topics over
the years for each cluster. The size of the x indicates the number of times each keyword has
appeared for each year; the larger the size, the more frequent the term. An example of a
trend chart—here for cluster 1—can be seen in Figure 11. This cluster focuses on user-centric
aspects of security, with keywords like “security awareness”, “security behaviour”, and
“user study” emphasizing the role of users in phishing prevention. Technical terms such as
“detection accuracy” and “cognitive modelling” indicate an integration of psychological
and computational approaches. Recently, “user study” and “usable security” have gained
prominence, reflecting a shift towards understanding and enhancing user interaction with
security systems. However, there has been a decline in the mention of “cognitive modelling”
and “design”, suggesting a move towards more empirical, user-focused studies.
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Keyword

user study

usable security

simulation

security behaviour

security awareness

online banking

information security

human factors

experiment

detection accuracy

design

cognitive modelling

anti-phishing training
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Figure 11. Trend topics based on author keywords for cluster 1.

Cluster 2 centres around broader security concerns such as “cyber-attack”, “cyber-
crime”, and “privacy”, alongside foundational terms like “education” and “awareness”.
The increasing attention to “cybercrime” and “cyber-attack” highlights the growing com-
plexity and scale of phishing threats. Meanwhile, the keyword “website” has appeared
less frequently in recent years, possibly due to the evolution of web security standards
and practices. Cluster 3 is heavily focused on psychological factors, including “personality
traits”, “dark triad”, and “systematic processing”, reflecting an interest in understanding
individual differences in phishing susceptibility. Emerging topics like “social network” and
“heuristic-systematic processing model” suggest a rising interest in how social dynamics
and cognitive processes influence phishing behaviour. However, the “five factor model”
seems to have received less attention recently, possibly overshadowed by more nuanced
psychological models. Cluster 4 blends technical and social aspects, with terms like “com-
puter security”, “social engineering”, and “trust”. It also includes behavioural theories
such as “protection motivation theory” and “theory of planned behaviour”. The continuing
focus on “social engineering” highlights its significance, particularly as it intersects with
technical security measures. In contrast, “computer security” as a standalone term has
become less frequent, likely due to the integration of more specific and advanced concepts
in cybersecurity.

Cluster 5 is concerned with specific attack vectors like “spear-phishing” and demo-
graphic factors like “aging” and “trait”, alongside general behavioural aspects such as
“user behaviour”. The increased use of keywords “spear-phishing” and “susceptibility”
indicates a focus on targeted phishing attacks and understanding vulnerabilities. The term
“survey” is less prominent, suggesting a shift towards more diverse methodologies beyond
surveys. Cluster 6 focuses on the human side of security, with keywords like “psychology”,
“human behaviour”, and “training”. Broader terms like “security” and “internet” are
also included. The increased attention to “training” highlights the importance of educa-
tional initiatives in enhancing security. However, the term “online scams” has seen fewer
mentions in recent years, possibly due to a shift towards more specific forms of online
threats. Cluster 7 explores cognitive and decision-making processes, including “cognition”,
“decision-making”, and “signal detection theory”, as well as human-technology interaction
through “human-computer interaction”. The rising attention to “signal detection theory”
and “human-computer interaction” reflects the growing complexity of phishing detection
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and prevention strategies. In contrast, “metacognition” appears less frequently, possibly
due to a shift towards more applied cognitive theories.

Cluster 8 centres on deception techniques, with keywords like “deception”, “per-
suasion”, and “influence techniques”. The inclusion of “field experiment” indicates an
empirical approach to studying phishing. The growing attention to “online deception”
and “persuasion” reflects the sophisticated tactics used in modern phishing campaigns.
However, “field experiment” seems less frequent, suggesting a possible shift towards other
experimental or observational methods. Cluster 9 emphasizes technological approaches
to phishing prevention, including “cybersecurity”, “machine learning”, and “information
processing” while also addressing psychological factors like “optimism bias”. The increase
of “machine learning” and “phishing susceptibility” as keywords highlights the use of
advanced technologies and psychological insights in combating phishing. Conversely,
“information processing” appears less frequently, possibly due to its integration into more
specific applications like machine learning. Cluster 10 explores demographic factors in
security, with keywords like “age”, “gender”, and “cybersecurity awareness” alongside
“security risk”, reflecting an interest in risk perception. The increased attention to “cyberse-
curity awareness”, especially in the context of demographic differences, underscores the
importance of tailored educational initiatives. The declining frequency of “age” suggests
a possible shift towards more complex demographic analyses. Finally, cluster 11 focuses
on user protection, with terms like “user protection”, “internet security”, and “identity
theft”. The declining frequency of “identity theft” may reflect a broader integration of
identity-related concerns into general security practices.

By analysing keywords and their co-occurrence, emerging research themes were iden-
tified, such as the integration of machine learning in phishing detection and the exploration
of individual psychological traits affecting susceptibility. This detailed examination of re-
search trends contributes to the existing literature by pinpointing areas that require further
investigation and by suggesting potential interdisciplinary collaborations.

4. Discussion

The bibliometric analysis of phishing and human factors research reveals several key
issues worthy of further discussion. These findings provide specific insights into the unique
challenges and developments within the field of phishing.

Firstly, the steady increase in publications since 2015, with a notable surge following
major incidents like the 2014 Sony Pictures hack and the onset of the COVID-19 pandemic
in 2020, underscores the growing recognition of phishing as a critical cybersecurity threat.
These events were heavily influenced by sophisticated phishing campaigns that exploited
human vulnerabilities, leading to significant data breaches and financial losses specific to
phishing attacks. This trend aligns with the increasing sophistication of phishing attacks
and the heightened vulnerability of individuals and organizations in an increasingly digital
world. By highlighting this correlation, our study emphasizes the reactive nature of research
to real-world events, suggesting that as phishing threats evolve, so does the academic focus
on understanding and mitigating them.

Secondly, as indicated in Table 2, this study highlights the multidisciplinary nature
of phishing research. Phishing uniquely combines elements of cybersecurity, psychology,
and social engineering, necessitating an interdisciplinary approach. The importance of
understanding demographic and psychological factors in phishing susceptibility is particu-
larly significant because phishing attackers often exploit specific psychological triggers and
social cues [28,29]. The enduring effectiveness of phishing, underscoring the continuous
challenges in educating users and implementing cybersecurity measures, is also empha-
sised by some studies [32]. The interdisciplinary nature of the field is further evidenced by
the diversity of journals publishing phishing research (Table 3). The prominence of journals
focusing on human—computer interaction and human behaviour, alongside traditional
cybersecurity outlets, reflects the field’s evolution towards a more holistic understanding of
phishing. This highlights how phishing research specifically benefits from insights across
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multiple disciplines to address its complex nature. These findings enhance comprehension
by revealing that phishing susceptibility is influenced by a complex interplay of psychologi-
cal, cognitive, and social factors. This highlights the necessity of adopting multidisciplinary
approaches to effectively address phishing threats, integrating insights from psychology,
cognitive science, and human—computer interaction with technical cybersecurity measures
specifically designed to counter phishing techniques.

Thirdly, the focus on human factors represents a significant shift from purely tech-
nical approaches to cybersecurity, acknowledging the critical role of user behaviour and
individual differences in vulnerability to phishing attacks. In phishing, unlike other cyber
threats, the success of an attack often hinges directly on human interaction with deceptive
content, making human factors particularly crucial. The high citation counts of these works
indicate a growing consensus in the research community about the need for user-centric
approaches to phishing prevention, which has been mirrored in practice by the introduction
of user-centric approaches to service-desk cybersecurity operations [44]. The keyword
analysis (Figures 10 and 11 and Table 7) reveals the prominence of terms related to user
awareness, education, and psychological factors across multiple clusters, underscoring
the shift towards human-centric approaches in phishing research. This shift enhances our
understanding that technical defences alone are insufficient without considering the human
element. Effective anti-phishing strategies must incorporate user education, awareness
programs, and psychological insights to reduce vulnerability, acknowledging users as
both a critical line of defence and a potential weakness in cybersecurity in the context
of phishing.

Fourthly, collaboration patterns in the field, as evidenced in Figures 3-6, reveal an
increasing trend towards national and international cooperation. The rise in collaborative
efforts, particularly since 2015, indicates a growing recognition of the complex, multifaceted
nature of phishing threats and the need for diverse expertise to address them effectively.
Phishing attacks often have global implications, as attackers can target victims across
borders using the internet, making international collaboration particularly pertinent in
phishing research. The spike in international collaborations in 2020 may reflect the global
nature of cybersecurity challenges highlighted by the COVID-19 pandemic. Analysing
these publication patterns and collaboration networks (objective 2) is important because
it identifies key contributors and collaboration hubs within the field. This knowledge
facilitates targeted collaborations, encourages interdisciplinary research, and helps avoid
duplication of efforts, ultimately accelerating advancements in phishing detection and
prevention. These collaboration trends suggest a maturing research field and highlight
opportunities for further cross-disciplinary and international research initiatives. These
findings illustrate that combating phishing requires collaborative efforts that transcend
national boundaries and disciplinary silos. By mapping these collaboration networks, the
study reveals potential avenues for strengthening international partnerships and fostering
interdisciplinary research, which are essential for developing comprehensive solutions to
phishing threats that are globally coordinated.

Lastly, the central role of authors like Vishwanath, Kumaraguru, and Jakobsson in
their respective clusters, as shown in Figures 4-6, indicates the formation of distinct re-
search communities focusing on different aspects of phishing and human factors. For
example, Vishwanath’s work often focuses on cognitive processes in phishing suscepti-
bility, while Kumaraguru emphasizes educational interventions, and Jakobsson explores
technical aspects of phishing detection. This specialization is valuable for deepening our
understanding of specific aspects of phishing, but it also highlights the need for increased
cross-pollination between these research communities to develop more comprehensive
anti-phishing strategies. By identifying these key researchers and their thematic focuses,
the results map the intellectual structure of the field, enhancing understanding of how
specialized contributions can be integrated. Encouraging cross-disciplinary collaboration
among these communities can lead to more holistic and effective anti-phishing measures,
leveraging diverse insights to address the multifaceted nature of phishing threats.
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Overall, the findings enhance the understanding of phishing and the human factor
by providing a comprehensive overview of the research landscape, identifying gaps, and
suggesting directions for future research. By emphasizing the importance of interdisci-
plinary collaboration and the integration of human factors into cybersecurity strategies
specifically targeting phishing, this study contributes to the development of more effective
anti-phishing measures.

5. Conclusions

This article set out to investigate international research on phishing and human factors
and provide new insights into this emerging field of study. The research clearly has its
limitations in that it is based solely on secondary sources drawn from the Web of Science
database, but the authors believe that new ground has been covered, and the four objectives
set out in Section 1 have been addressed.

The findings of the study enhance the understanding of phishing and the human
factor by revealing the dynamic and rapidly evolving nature of the field, highlighting
significant progress in recognizing the importance of human-centric approaches in cy-
bersecurity tailored to phishing threats. Through objective 2, publication patterns and
collaboration networks were identified, which are instrumental in improving the field of
phishing detection. By recognizing key researchers and institutions, targeted collaborations
that combine technical expertise with psychological insights can be facilitated, leading to
more effective anti-phishing strategies. Additionally, understanding these networks helps
in promoting knowledge sharing, avoiding duplication of research efforts, and accelerating
innovation in phishing detection technologies. The global nature of phishing threats calls
for more international collaborations to understand cultural variations in phishing suscep-
tibility and develop culturally sensitive prevention strategies. For instance, phishing emails
may exploit cultural norms or use language-specific tactics, making international research
crucial for developing effective countermeasures. While international collaborations spiked
in 2020, the overall number of internationally collaborative articles was low compared to
publications with authors all belonging to the same institution. In this context, Carnegie
Mellon University stands out as the leading institution in terms of citations and the number
of articles published, playing a central role in the research network. Geographically, as
shown in Table 6, the USA emerges as the most collaborative country, having the most
links with other countries and the highest total number of citations and articles. Table 5
illustrates this fact very well, as most of the top 30 organizations found in the table are
located in the USA. Most publications are from universities, with only a few non-academic
organizations like Microsoft Research Lab and Defence Science & Technology Group among
the top 30 organizations in terms of citations and publication numbers. This suggests there
is a need for more diverse perspectives, particularly from industry and governmental orga-
nizations. The integration of insights from various sectors can enrich the understanding of
phishing and enhance the development of practical solutions.

One possible area concerns the growing integration of artificial intelligence in phishing
detection and prevention strategies, combining insights from human behaviour with ad-
vanced technological solutions. In addition, the declining frequency of keywords related to
specific demographic factors like age in recent years may indicate a need for more nuanced,
intersectional approaches to understanding phishing vulnerability. For example, tailoring
anti-phishing training to different age groups may improve effectiveness. The relative
scarcity of keywords related to the long-term effectiveness of anti-phishing interventions
points to another possible area for future research. Given the rapidly evolving nature of
phishing threats, long-term studies tracking changes in phishing techniques and human
responses over time could provide valuable insights. Future research could also focus
on under-represented themes identified in the present study, such as personality, privacy,
and cultural influences in cybersecurity. These areas could provide valuable insights into
individual differences and their role in phishing susceptibility.
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In conclusion, this bibliometric analysis revealed a dynamic and rapidly evolving field
of research. Significant progress has been made in recognizing the importance of human
factors in cybersecurity, but there remains ample opportunity for further integration of
psychological insights with technological solutions and the pursuit of related avenues of
research, as outlined above.
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