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This Special Issue includes papers on various aspects of emerging technologies and
cybersecurity, and the theme of sustainable engineering is also interwoven within some of
these articles. As this Special Issue has been put together, global events have highlighted
the pace and scale of technological change. ChatGPT has come to the fore in this period
as educators, administrators, and the legal profession try to assess the potential of this
tool [1], and the impact of other AI applications in industry and within society at large.
The wars in Ukraine and the Middle East highlight the significance of advancements in
technologies, with drones, guided bombs, and artillery utilising digital technologies as an
integral component of modern warfare [2]. The Crowdstrike bug that brought down the
Windows operating system in many organisations around the world [3] again highlighted
the scale of cybersecurity threats and vulnerabilities. Meanwhile, the growing significance
of the metaverse and quantum computing from beyond the technology horizon brings
new possibilities and questions regarding digitalisation and its manifestation in business
and society. As Rotolo et al. noted, these technologies have “the potential to exert a
considerable impact on the socio-economic domain(s), which is observed in terms of the
composition of actors, institutions and patterns of interactions, along with the associated
knowledge production processes”, but that the “most prominent impact, however, lies in the
future” [4] (p. 4).

The first three papers in this collection do indeed concern current and future applica-
tions of emerging technologies. The focus of the paper by Suleiman and Jung, however, is
within the world of archaeology, and more specifically, on the detection of ancient artefacts.
The authors identify the challenge of finding engraved characters on these objects and
the need to develop tools that are accurately tailored to detect them. They examine differ-
ent data augmentation techniques and conclude that Styleformer-ART-generated images
perform better than other reviewed image-generation models. In the following paper,
Tang, Cai, and Xiao put forward a method for the systematic and quantitative evaluation
of emerging technologies. They use bibliometrics, most notably paper citation networks,
to assess changes in knowledge across the evolutionary course of specific technologies.
This represents a novel approach to measuring the technological progression of emerging
technologies that will be of interest and value to IT practitioners and policymakers. This
is followed by Mollajafari and Bechkoum’s seven-layer taxonomy of blockchain, which
involves classification of the critical cybersecurity threats and vulnerabilities inherent in
smart contracts. A seven-layer architecture is set out, in which the related security risks
and corresponding countermeasures are specified. A taxonomy then establishes the inter-
relationships between the vulnerabilities and attacks in a smart contract, and a model
application is put forward that outlines the security risks within the contract layer.

Cybersecurity issues are considered in the following three articles: Mehdi Hossein-
zadeh and his colleagues focus on IoT environments and suggest a new design for a secure
authentication protocol, which is a critical part of access control for many applications.
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Building upon previous research, their protocol redesign is better able to withstand a range
of vulnerabilities discussed in the paper. The Internet of Things is also the central theme in
the paper by Zulfigar Ali and colleagues, but here it is studied in an urban environment,
where smart cities rely on IoT devices as one of the key elements of their ICT infrastructure.
The study identifies the key challenges involved in implementing existing IoT middleware
and puts forward a novel IoT middleware product for smart city applications—the Generic
Middleware for Smart City Applications (GMSCA). In a third paper on cybersecurity,
Ozdemir, Wynn, and Metin examine the country-of-origin (COO) concept in the context
of the import and export of digital products and the associated security risks. The article
develops a 19-parameter framework for assessing the COO of digital products and con-
cludes that new processes and policies are urgently required to enhance the cyber and
information security of such products. This has been highlighted by a series of incidents
in which national security has been threatened by the vulnerability of digital products
developed or manufactured overseas, including recent concerns regarding new software
developed in Belarus and deployed in the UK’s nuclear-powered submarine fleet [5].

The two review papers in this Special Issue concern aspects of sustainable engineering
and cybersecurity. First, Dharmendra Chauhan and colleagues examine the lifecycle of
6G wireless communication technology, pointing out that wireless communications have
significantly increased energy consumption and resultant carbon emissions and lack ap-
propriate disposal mechanisms for large amounts of electronic waste or measures for the
effective recycling of electronic materials. The authors argue that such challenges must be
urgently addressed and present a lifecycle analysis of 6G wireless communication technol-
ogy, from production to disposal, focussing on electronic waste, energy consumption, and
environmental impact. The article includes strategy recommendations and puts forward
an ecological policy for all stakeholders for the sustainability of 6G. Finally, in a second
review paper, Sarker, Yunus, and Deraman assess penetration testing concepts and develop
a taxonomy for penetration domains, frameworks, standards, tools, and scoring methods.
Recent penetration trends are discussed, and guidelines to aid organisations in selecting an
appropriate item set for the penetration process are outlined.

The papers in this edition reinforce the view that emerging technologies are interwoven
and are collectively pushing the boundaries of innovation. From enhancing cybersecurity
with deep learning to revolutionising customer experience with AI, and from secure com-
munication in smart grids with blockchain to the vast potential of quantum computing,
these technologies are reshaping the future of various industries. The ongoing digital
transformation promises to address critical global challenges, fostering a more connected,
intelligent, and efficient world.

Of particular interest is the combined power of blockchain technology, Big Data and
AI, constituting a powerful trio that amplifies their collective potential impact across
various sectors. Blockchain provides a secure and immutable ledger for transactions,
which, when infused with Big Data analytics, can offer deeper insights and enhanced
decision-making capabilities. AI algorithms can analyse vast amounts of data stored on
the blockchain to identify patterns, predict trends, and optimise operations in real-time.
For instance, in smart grid networks, integrating blockchain with Big Data and AI can
significantly enhance the management and security of energy distribution. Blockchain
ensures the integrity and security of data collected from smart meters, while Big Data
analytics processes this information to optimise energy usage and forecast demand. AI
further enhances this system by predicting potential security breaches and optimising
energy distribution to reduce waste and costs [6]. A further major application area is
supply chain management, where this combination of these technologies can provide
end-to-end transparency, improve traceability, and ensure the authenticity of products [7].
Blockchain secures transaction records, Big Data analytics provides insights into supply
chain efficiency, and AI-driven predictive analytics enhances supply chain resilience by
forecasting disruptions and optimising logistics.



Sustainability 2024, 16, 7364 3 of 5

There are undoubtedly some strong indicators that the integration of blockchain with
Big Data and AI represents a significant leap forward in leveraging these technologies’
strengths. This synergy not only enhances the security, transparency, and efficiency of
systems but also drives innovation and enables solutions to complex problems across
various industries. However, this potential leap forward does not come without its risks
and concerns. Chief among these concerns are the privacy and security risks. Combining
Big Data and AI with blockchain can lead to potential privacy issues. Big Data involves
collecting vast amounts of information, which can include sensitive personal data. Ensuring
these data are anonymised and used ethically is critical to avoiding privacy violations.
Blockchain is generally secure, but it is not immune to attacks, and the paper by Mollajafari
and Bechkoum in this Special Issue highlights the vulnerabilities and security risks within
existing blockchain architectures. Moving forward, quantum computing could potentially
break the cryptographic algorithms used in blockchain. Additionally, the integration
of AI introduces new attack vectors where malicious actors could exploit AI models to
manipulate or infer sensitive data.

Another area that needs to be managed carefully with the growing impact of advanced
emerging technologies is related to ethical and bias concerns. AI systems can inherit
biases present in the data they are trained on. If the data on the blockchain is biased,
AI algorithms might make unfair or unethical decisions. This is particularly concerning
in applications such as hiring, law enforcement, and financial services, where biased
decisions can have significant consequences. The use of AI and Big Data can also raise
ethical questions around surveillance, consent, and data usage. Ensuring transparent and
fair use of these technologies is crucial to maintaining public trust and compliance with
regulations. There are also technical and operational challenges. Blockchain networks can
face scalability issues due to the need for consensus mechanisms and the immutability of
data. Integrating Big Data and AI requires substantial computational power and storage,
which can exacerbate these scalability issues.

Making matters worse are the complexities surrounding the regulatory framework for
these advanced emerging technologies. Different jurisdictions have varying regulations
concerning data privacy, blockchain usage, and AI deployment. Ensuring compliance
across different regions can be complex and resource-intensive. In this regard, several
regulatory frameworks and guidelines have been developed globally. Existing frameworks,
such as the General Data Protection Act (GDPR) or the California Consumer Privacy
Act (CCPA), go a long way in addressing privacy and security concerns and have been
strengthened by frameworks such as the European Union AI Act and the recently launched
UAE AI Charter [8]. These regulatory frameworks should, collectively, address the key
concerns, ensuring data privacy, security, ethical practises, and regulatory compliance
across various sectors. However, as these technologies mature and become more pervasive,
there remains a great deal of nervousness about the complexity of these frameworks and
the practicalities of enforcing them.

This pace of change and associated uncertainty has served to increase the scrutiny on
companies and organisations in their approach to corporate digital responsibility (CDR),
which is increasingly seen as a significant component of overall corporate social responsi-
bility (CSR) [9] (Figure 1). The advent of the metaverse [10]—and with it the potential new
development of, for example, brain–computer interface (BCI) technologies [11]—plus the
widening application of quantum computing [12]—will place greater pressure on corpo-
rations to adopt appropriate strategies and to be seen to be taking appropriate actions to
manage the implications of increasingly rapid and wide-ranging digitalisation.

In conclusion, there is no doubt that advanced emerging technologies, such as those
discussed in this Special Issue, hold immense potential for positive future advancements
in organisations and across global society. They are accompanied, however, by significant
risks that must be addressed through robust security measures, ethical considerations, reg-
ulatory compliance, the recognition of corporate digital responsibilities, and the proactive
management of the wider social and economic impacts.
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