
This is a peer-reviewed, post-print (final draft post-refereeing) version of the following published
document and is licensed under Creative Commons: Attribution-Noncommercial-No Derivative 
Works 4.0 license:

Shahid, Usama ORCID logoORCID: https://orcid.org/0009-0005-
6360-333X, Hussain, Muhammad Zunnurain, Hasan, 
Muhammad Zulkifl, Haider, Ali, Ali, Jibran and Altaf, Jawad 
(2024) Hybrid Intrusion Detection System for RPL IoT 
Networks Using Machine Learning and Deep Learning. IEEE 
Access, 12. pp. 113099-113112. 
doi:10.1109/ACCESS.2024.3442529 

Official URL: http://doi.org/10.1109/ACCESS.2024.3442529
DOI: http://dx.doi.org/10.1109/ACCESS.2024.3442529
EPrint URI: https://eprints.glos.ac.uk/id/eprint/14300

Disclaimer 

The University of Gloucestershire has obtained warranties from all depositors as to their title in 
the material deposited and as to their right to deposit such material.  

The University of Gloucestershire makes no representation or warranties of commercial utility, 
title, or fitness for a particular purpose or any other warranty, express or implied in respect of 
any material deposited.  

The University of Gloucestershire makes no representation that the use of the materials will not
infringe any patent, copyright, trademark or other property or proprietary rights.  

The University of Gloucestershire accepts no liability for any infringement of intellectual 
property rights in any material deposited but will remove such material from public view 
pending investigation in the event of an allegation of any such infringement. 

PLEASE SCROLL DOWN FOR TEXT.



 

VOLUME XX, 2017 1 

Date of publication xxxx 00, 0000, date of current version xxxx 00, 0000. 

Digital Object Identifier 10.1109/ACCESS.2024.Doi Number 

Hybrid Intrusion Detection System for RPL IoT 
Networks Using Machine Learning and Deep 
Learning 
Usama Shahid1, Muhammad Zunnurain Hussain2, Muhammad Zulkifl Hasan3, Ali Haider4, 
Jibran Ali5, Jawad Altaf6 

 
1 School of Business, Computing & Social Sciences, University of Gloucestershire, United Kingdom  

2 Department of Computer Science, Bahria University Lahore Campus, Pakistan 
3 Faculty of Information Technology, University of Central Punjab, Lahore Pakistan 
4 Senior Cyber Security Consultant, Dell SecureWorks USA 
5 Deputy Manager Engineering & Operations, Multinet Pakistan 
6 National College of Ireland, NCI 

Corresponding author: Muhammad Zunnurain Hussain (e-mail: zunnurain.bulc@bahria.edu.pk). 

 

ABSTRACT The Internet of Things (IoT) is transforming everyday objects. However, the limited memory, processing 
power, and network capabilities of its devices make them susceptible to security breaches. The Routing Protocol for Low-
Power and Lossy Networks (RPL) is a promising IoT protocol but faces significant security challenges. Existing research often 
focuses on individual attacks, utilizing various mitigation strategies, including machine learning and deep learning for 
detection. This paper proposes an Intrusion Detection System (IDS) using the ROUT-4-2023 dataset, which encompasses 
Black Hole, Flooding, DODAG Version Number, and Decreased Rank attacks. The study investigates network traffic features 
encompassing all four attacks, utilizing statistical information graphs. Additionally, it experiments with various machine 
learning models and deep learning architectures for comparative analysis, focusing on confusion matrix outcomes and 
computational efficiency. Results indicate that Random Forest classifier achieves 99% accuracy, while Transformers reach 
97% F1-Score with training time of only 16.8 minutes over 5 epochs. 
 

INDEX TERMS intrusion detection system, data science, machine learning, dee learning, security, RPL, 
routing protocols, IoT, Black Hole Attack, Decreased Rank Attack, DODAG VNA, Flooding Attack

I. INTRODUCTION 
The advent of the Internet of Things (IoT) has facilitated the 
integration of diverse smart applications across numerous 
sectors, including industry, healthcare, and agriculture, 
marking a paradigm shift in technology [1]. The security of 
connected devices is of paramount importance in the swiftly 
evolving IoT landscape. The IPv6 Routing Protocol for Low-
Power and Lossy Networks (RPL) stands out as a crucial 
routing protocol, tailor-made to meet the unique requirements 
of IoT networks [2]. However, as the deployment of IoT 
systems expands, so too does the spectrum of threats targeting 
these networks, necessitating robust defensive measures [3]. 

Researchers utilize datasets comprising attack scenarios to 
meet the critical demand for protection solutions. One such 
pivotal resource is the ROUT-4-2023 dataset, which 

encompasses data on four distinct routing attacks targeting the 
RPL protocol: Blackhole, Flooding, DODAG Version 
Number, and Decreased Rank Attacks [4]. Originating from 
simulations conducted in the Cooja network simulator, this 
dataset provides a comprehensive basis for developing and 
evaluating Intrusion Detection Systems (IDS) tailored to RPL-
based IoT networks. 

 
Efforts to enhance IoT security have been undertaken 

using machine learning and deep learning [5], [6], [7]. 
However, current IDS lack adequate capability to mark as 
well as counter new threats patterns featured in the ROUT-
4-2023 set of attacks. The dataset appears highly promising 
for researchers seeking to develop advanced IDS through the 
application of mitigation strategies, algorithms, machine 
learning and deep learning techniques. 
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FIGURE 1. Network Defense [4] 
 

Incorporating a variety of attack scenarios into a single 
dataset like ROUT-4-2023 offers multiple advantages for the 
security of IoT networks. It facilitates the exploration of inter-
attack relationships, aids in devising comprehensive defensive 
strategies, and simplifies analytical procedures for enhanced 
efficiency. Furthermore, it enables in-depth evaluation of 
vulnerabilities and defensive mechanisms. Fundamentally, 
this approach augments understanding of the intricacies within 
RPL-based IoT networks, potentially leading to more robust 
security protocols. 

This study presents an exploratory data analysis of the 
ROUT-4-2023 dataset, outlining its characteristics, 
organization, and significance in advancing IoT security 
research using statistical information visualization. 
Furthermore, the study extends to the implementation of 
various machine learning models and deep learning 
architectures on an integrated dataset encompassing all four 
types of attacks. This approach aims to develop an IDS and 
perform a comparative analysis of these models. 

 
The paper is organized as follows: Section II reviews the 

literature on the four RPL-based attack types under 
consideration. Section III discusses the analytical approach 
adopted within this study. Section IV presents the results, 
while Section V offers a discussion of these findings. Finally, 
Section VI concludes the paper. 

 
II. LITERATURE REVIEW 

A. BLACK HOLE ATTACK  
A Black Hole attack occurs when a malicious node within a 
network discards all packets it is meant to forward to the sink 
node. This attack comprises two primary stages. First, the 
malicious node attracts its neighbors to select it as the parent 
by advertising a falsified low rank. This action compromises 
the network topology by disrupting optimal path selection, 
thereby creating a suboptimal topology. In the second stage, 
the malicious node drops all packets originating from other 
nodes. 
 

IoT networks are notably compromised by the Black Hole 
attack, which disrupts standard packet routing, leading to 
packet loss, network congestion, and interruption of service. 
Owing to constraints in adaptability and scalability, extant IDS 
often struggle with the identification and neutralization of 
Black Hole attacks.  

FIGURE 2. Black hole attack (a) Normal behavior (b) Active behavior [4] 

 
Figure 2(a) illustrates a standard operational state within an 

IoT network where 15 nodes have successfully formed a 
Directed Acyclic Graph (DODAG), functioning as intended. 
Conversely, Figure 2(b) presents a scenario where the network 
is under the duress of a Black Hole attack [8]. In this instance, 
the node with the identifier 9 has disrupted the RPL routing 
protocol, positioning itself as a preferential parent, thus 
misleading neighboring nodes to route their data through it. 
This act effectively creates a void where packets are absorbed 
by the malicious node, leading to data loss within the network. 

 
Measures such as secure routing protocols, trust-based 

frameworks, and hierarchical models are implemented to 
mitigate the impact of these attacks. Nonetheless, these 
solutions frequently require enhancement to navigate the 
limitations of IoT devices and the fundamental challenges 
involved. 

One of the research studies employed NS2 and Simulink 
simulations to develop a Black Hole defense algorithm which 
demonstrated that implementing such a mitigation strategy 
can markedly enhance network performance. The results show 
a Packet Delivery Ratio (PDR) of 98.21%, which closely 
approximates the performance of unaffected networks [9]. 
However, study does not consider the potential impact of 
differing network topologies and traffic patterns on the 
algorithm's effectiveness, which may constrain its practical 
applicability. 

Conversely, Adam's work focused on developing novel 
attack variants inspired by the Black Hole attack and 
evaluating these variants on an IDS trained on conventional 
Black Hole attacks. Data for these simulations were gathered 
using the Cooja simulator and subsequently processed to train 
a Random Forest Classifier. The findings suggest that machine 
learning can be effective in identifying such attacks [8]. 
Nevertheless, the absence of real-world validation raises 
questions about the practical applicability of these findings. 

 
Another study proposed a deep learning-based framework 

for detecting routing attacks in unsecured RPL networks. This 
framework analyses and processes network traffic, extracts 
features, and defines target-based intrusion thresholds, leading 

This article has been accepted for publication in IEEE Access. This is the author's version which has not been fully edited and 

content may change prior to final publication. Citation information: DOI 10.1109/ACCESS.2024.3442529

This work is licensed under a Creative Commons Attribution-NonCommercial-NoDerivatives 4.0 License. For more information, see https://creativecommons.org/licenses/by-nc-nd/4.0/



 

8 VOLUME XX, 2017 

to the detection of routing attacks. Extensive simulation results 
validate the model's efficiency, demonstrating reliable 
detection accuracy of up to 98.70% [10]. Although the 
proposed model demonstrates promising results, its practical 
deployment in dynamic network environments with varying 
traffic patterns remains to be validated.  

B. FLOODING VERSION NUMBER ATTACK 
Flooding Version Number Attacks (VNAs) exploit 
vulnerabilities within the RPL version numbering system by 
overwhelming the network with artificially incremented 
version numbers. This tactic exhausts network resources and 
significantly degrades performance. 

A study examines the negative impact of VNAs on crucial 
network parameters, including control overhead, energy 
consumption, latency, and Packet Delivery Ratio (PDR), 
through simulations [11]. The results indicate a 182% increase 
in energy consumption, underscoring the urgent necessity for 
robust security measures to mitigate VNAs and safeguard 
RPL-based IoT networks against these threats.  

There are four types of attacks that exploit the RPL design 
to launch assaults from outside an IoT network: DIS flooding, 
Hello flooding, Clone ID, and DODAG Inconsistency attacks 
[12], [13], [14]. However, a study suggests that all these four 
attacks directly or indirectly use the DIS flooding attack; and 
this attack is notably common and impactful when executed 
from outside targeted IoT networks [15].   

It undermines network nodes by frequently sending DIS 
(DODAG Information Solicitation) messages, which 
increases control packet overhead, depletes energy resources, 
and disrupts routing processes. This attack jeopardizes the 
stability and performance of the network, irrespective of 
whether the DIS messages are transmitted via unicast or 
multicast.  

 
FIGURE 3. DIS Flood Attack [8] 
 

Figure 3 exemplifies the impact of a DIS flood attack on an 
RPL network. In Figure 3(a), the assailant, node 11, 
propagates multicast DIS messages within its vicinity. In 
Figure 3(b), the attack escalates network overhead and power 
consumption; targeted nodes including nodes 2, 3, 5, 6, 8, 
and 9 receive the DIS messages, causing them to reset their 
trickle timers and propagate multicast DIO (DODAG 
Information Object) messages. 

Although several mitigation approaches are documented 
[16], [17], [18], most assessments utilize either grid or random 
topology. Nevertheless, one study examines how network 
topology influences the efficacy of RPL attacks, specifically 
considering hop distance and the number of attackers in DIS 
flooding scenarios facilitate the development of effective 
attack mitigation strategies [15]. However, this study neglects 
to consider the potential influence of dynamic network 
conditions and real-time adaptive responses on the 
effectiveness of these mitigation strategies. 

C. DOGAG VERSION NUMBER ATTACK 
A DODAG version number attack exploits fraudulent 
version numbers to trigger unnecessary rebuilds in RPL's 
loop-free topology maintenance. Despite RPL's efficiency 
and adaptability, it is vulnerable to security breaches due to 
its lack of robust security features [19]. This undermines 
network integrity by increasing overhead, depleting energy 
resources, causing channel availability issues, and inducing 
routing loops.  

A study analyses the DODAG versioning mechanism 
within the RPL protocol, focusing on the impact of potential 
attacks on network overhead, delivery ratio, end-to-end 
latency, rank inconsistencies, and loop formation. The study 
highlights the vulnerabilities of the DODAG versioning 
system, and the threats posed by its malicious exploitation, 
emphasizing the lack of stringent security and key 
management in RPL frameworks [20]. Notably, this research 
also asserts the risks that may prevail should the mentioned 
vulnerabilities be exploited by adversarial actors. 

 

 
FIGURE 4. (a) DODAG VNA (b) Attacker Node become Root Node [10] 

 
Figure 4 delineates the repercussions of a DODAG Version 
Number Attack (VNA) on a network comprising eight nodes. 
In Figure 4 (a), the network dynamics pre-attack is depicted, 
with one malicious node (F), the DODAG root (A), and other 
legitimate nodes. Initially, node F integrates into the 
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DODAG legitimately before manifesting as a malicious 
entity. It then alters the version number within the DIO 
messages (indicated by dotted arrows) and disseminates 
them to adjacent nodes (C, E, H, and G). While node C 
rejects this falsified message, nodes E, H, and G accept it, 
leading to a revision in their version numbers and 
consequently, the formation of a new DODAG as illustrated 
in Figure 4 (b). In this altered structure, node F assumes the 
position of the root node, thereby illustrating the profound 
impact of the DODAG Version Number Attack [10]. 
 

1) DODAG INCONSISTENCY ATTACK 
Similar to the study of RPL security environments, the 
wireless sensor networks (WSNs) community has examined 
security measures extensively. Researchers have explored 
trust mechanisms to enhance the security of WSNs and 
suggest extending these methods to RPL networks [21], [22]. 
However, this approach may prove ineffective if malicious 
nodes execute DODAG inconsistency attacks, as they can 
easily remain undetected due to their transmission of 
unaltered control messages. 
 
A proposed framework by researchers categorizes a wide 
range of attacks according to the confidentiality, integrity, 
and availability (CIA) model and incorporates general 
countermeasures to address each attack [23]. Conversely, 
another study introduces a mitigation strategy that enables 
nodes to dynamically adapt to DODAG inconsistency 
attacks [24]. Nevertheless, this adaptive approach 
necessitates optimal hyper-parameter configurations for 
effectiveness.  
 
 

 
 
FIGURE 5. (a) DODAG Inconsistency Attack Scenarios [11] 
 
Figure 5 portrays scenarios of a DODAG inconsistency 
attack. In Figure 5(a), the malicious node 10 dispatches 
packets with the 'R' flag to node 2. As a result, when node 3, 
acting as the attacker, receives packets from its descendants, 
it modifies them by adding the 'R' flag before forwarding. 
Nodes that receive packets with the 'R' flag discard them, 
which triggers a reset of the trickle timer that governs control 
message transmission, leading to an increase in network 
overhead.  
 
 

D. DECREASE RANK ATTACK 
The Decreased Rank Attack targets the RPL’s rank 

mechanism, altering nodes' understanding of their position 
within the network hierarchy. It can be combined with other 
methods to further damage the network. For instance, 
selective forwarding or Blackhole attacks become more 
effective when the attacker positions itself strategically to 
receive all traffic from neighboring nodes [25], [26]. 

A study undertakes a comprehensive analysis of the RPL 
protocol's vulnerability to Decreased Rank attacks, utilizing 
the Random Direction Mobility Model (RDM) for mobile 
scenarios within the Cooja simulator [27]. It considers both 
static and mobile network contexts. The findings reveal the 
disruptive impact of this attack on the routing hierarchy, 
leading to decreased packet delivery ratio (PDR) and 
throughput, and increased Average End-to-End Delay 
(AE2ED), expected transmission count (ETX), and Average 
Power Consumption (APC). This underscores the evolving 
security requirements of IoT networks and the necessity for 
developing measures to ensure security and mitigate the risks 
associated with RPL-based IoT networks. 

 
FIGURE 6. Decrease Rank Attack Flowchart [12] 
 
Figure 6 depicts the sequence of events in a Decreased Rank 
attack on an RPL-based network. Such an attack typically 
follows a pattern starting with the attacker's deliberate 
selection and exploitation of vulnerabilities to gain 
unauthorized access to the network. The attacker then 
proceeds to manipulate the network by deceptively lowering 
a node's rank, misleading the network's routing processes, 
and ultimately diverting traffic, which could result in 
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suboptimal routing paths and a multifaceted impact on 
network performance and integrity.  
 

A further study critiques the current security features in 
RPL, including optional cryptography modes, deeming them 
inadequate due to resource constraints and their potential to 
negatively impact performance. It further develops Secure 
Objective Function (Sec-OF) to address Decreased Rank 
Attacks, aiming to enhance the stability of RPL-based IoT 
networks[28]. The proposed approach employs a secure 
objective function that dynamically adjusts rank values to 
strengthen the resilience of RPL-based IoT networks against 
malicious manipulations. Thus, this proactive defense 
represents a significant contribution to IoT network 
protection, necessitating further investigation in this 
direction. 

III. METHODOLOGY 
The paper adhered to data science practices, starting with data 
collection and pre-processing. This was followed by an 
exploration of the dataset to identify and understand patterns 
within its features. This approach facilitated effective 
modelling using both machine learning and deep learning to 
identify and compare the most effective computational 
methods. The research was conducted using the Python 
programming language due to the availability of open-source 
tools. The system in use was MacBook Air M2 equipped with 
8GB of RAM.  

 

FIGURE 7. Methodology Diagram 

A. DATA COLLECTION 
The study employed the Rout-4-2023 dataset, developed by 
Murat and Mehmet, for analyzing RPL-based routing attacks 
on IoT systems [4]. This dataset was published under IEEE 
Data Port. It simulates four distinct routing attacks on IoT 
devices using Cooja, which are provided below: 
 
1) Blackhole Attack 
2) DODAG Version Number Attack 
3) Flooding Attack 
4) Decreased Rank Attack 
 

The dataset was chosen due to its balance and 
representativeness of real-world attack scenarios, enabling 
models to accurately identify and predict various types of 
attacks. It comprised ".csv" files detailing four different 
routing attacks. 

B. DATA PRE-PROCESSING 
The four datasets were integrated to create a single model for 
predicting various types of attacks. The dataset, composed of 
numerical features with differing value ranges, which could 
potentially present challenges for model interpretation and 
understanding of feature-attack type relationships. To address 
this, all features were scaled using StandardScaler from 
sklearn, ensuring uniform value ranges. Additionally, the 
string values representing attack types were converted to 
numerical values using LabelEncoder from sklearn.  

 
The dataset was then divided into training and testing sets 

in a stratified manner, with twenty percent allocated to testing. 
This allocation aimed to preserve the class distribution in both 
sets, which is crucial in classification tasks to ensure the 
development of reliable and generalizable models. 

C. EXPLORATORY DATA ANALYSIS 
The exploratory analysis utilised various visualisations with 
the help of open-source tools in Python to summarise and 
disseminate the primary characteristics of integrated dataset 
features from different attack types. The libraries employed 
for visualisations were Seaborn and Matplotlib because of 
significant GitHub stars, community support and consistent 
programming interface for range of visualisation analysis. The 
following text discusses the visualisations being conducted. 

1) DATA DISTRIBUTION ANALYSIS 
A count plot was employed to compare the frequencies of 
various attack records with normal records. 
2) FEATURE FREQUENCY ANALYSIS 
The research employed histograms to examine the frequency 
distribution of all dataset features, aiming to identify patterns 
or potential skewness. 
3) OUTLIER AND QUARTILE ANALYSIS 
Box plot, also known as a whisker plot, was utilized to depict 
the distribution, outliers, and variability of all features within 
the dataset. 

4) CORRELATIONAL ANALYSIS 
Correlation analysis was employed to uncover relationships 
between features, ensuring significant feature selection for 
modelling, understanding network characteristics and 
dependencies between features. 

5) PACKET LENGTH ANALYSIS 
The research hypothesized that packet length might vary with 
different types of attacks. Consequently, violin plot was 
employed to examine the distribution of packet lengths during 
attack scenarios compared to non-attack scenarios. 

6) NETWORK TRAFFIC DATA ANALYSIS WITH 
RESPECT TO ATTACK SCENERIOS 
A stratified sample of five thousand data points, encompassing 
all attack types, was utilized to create the pair plot, given the 
dataset's large size. Selected features were included to aid in 
discerning trends and patterns among multiple variables, 

Data Collection Data Pre-
processing

Exploratory Data 
Analysis

Machine Learning 
Modelling

Deep Learning 
ModellingEvaluation
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thereby enhancing research comprehension. Feature selection 
was based on correlation analysis. 

7) SCATTER ANALYSIS OF TWO SELECTED FEATURES 
Scatter plot was employed on selected features, chosen based 
on correlation analysis and various hypothesis, to facilitate 
dissemination of trends and patterns across different attack 
types. 

D. MACHINE LEARNING MODELLING 
Predicting attack types falls under supervised learning, 
specifically classification. Numerous classification algorithms 
exist, each possessing distinct advantages and disadvantages. 
Selecting an appropriate algorithm relies on factors such as 
computational efficiency, interpretability, and the 
characteristics of the dataset. This research predominantly 
employs the Decision Tree (DT) [29], Random Forests (RF) 
[30], Stochastic Gradient Descent (SGD) [31], and Gaussian 
Naïve Bayes (GNB) [32]. These algorithms were selected for 
their computational efficiency with large datasets and their 
diverse mathematical approaches to learning. This variety aids 
in identifying the most effective algorithm for the dataset 
under consideration. 
 

This research performed machine learning modelling 
through Sklearn library, chosen for its consistent interface 
across various algorithms. Its popularity is evidenced by over 
58,000 GitHub stars and 778,000 users, as reported by GitHub, 
alongside substantial community support. 

E. DEEP LEARNING MODELLING 
The architecture of a neural network, which delineates its 
structure and the types of layers it comprises, profoundly 
influences its performance and appropriateness for tasks. 
Selecting an appropriate neural network architecture depends 
on several factors, including computational efficiency, 
resource consumption, and architecture's adaptability. This 
research utilizes four distinct architectures: Feed-Forward 
Neural Network (FFNN) [33], Convolutional Neural Network 
(CNN) [34], Long Short-Term Memory Networks (LSTM) 
[35], and Transformers [36]. The rationale for selecting 
diverse neural network architectures was to determine the 
most effective and optimal design for the dataset under 
consideration. 

 
This research performed deep learning modelling through 

the Tensorflow and Keras library, chosen for robust 
functionality and widespread use in community. The neural 
networks were configured for training by specifying the adam 
optimizer, sparse_categorical_crossentropy as the loss 
function, and tracking accuracy as a performance metric. This 
configuration was selected to efficiently manage multi-class 
classification tasks. The configuration of each neural network 
in this research is illustrated below. 

 
 

1) FEED-FORWARD NEURAL NETWORK 
 

 
FIGURE 8. Feed-forward Neural Network Architecture 
 

Figure 7 illustrates a FFNN incorporating dropout layers to 
mitigate overfitting and enhance generalization in a multi-
class classification task. 

2) CONVOLUTIONAL NEURAL NETWORK 

 
FIGURE 9. Convolutional Neural Network Architecture 
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Figure 8 illustrates a CNN designed to extract features from 
sequential data and classify it into multiple categories. This is 
achieved through a combination of convolutional, pooling, 
and dense layers. 

3) LONG SHORT-TERM NETWORK 
 

 
FIGURE 10. Short-Term Neural Network Architecture 

 
Figure 9 depicts an LSTM model designed to capture 

temporal dependencies in sequential data and classify it into 
multiple categories. It leverages LSTM units, dropout for 
regularization, and dense layers for classification. 

 

4) TRANSFORMERS 

 
 
FIGURE 11. Transformers Architecture 

 

Figure 10 depicts a Transformer model employing a Multi-
Head Attention mechanism with two heads and two key 
dimensions. This is followed by normalization, dropout, and 
dense layers for classifying sequential data. 

F. EVALUATION 
Confusion matrix was used for assessing classification 

models. Several significant performance metrics were derived 
from the confusion matrix to evaluate classification models' 
effectiveness, as discussed below. 

 

1) ACCURACY 
Accuracy was used to determine ratio of correctly predicted 

instances to total number of instances. Higher accuracy 
signifies a model that generates more correct predictions 
overall.  

 

Accuracy =
𝑇𝑃 + 𝑇𝑁

𝑇𝑃 + 𝑇𝑁 + 𝐹𝑃 + 𝐹𝑁 

 
 

2) PRECISION 
Precision was used to determine ratio of correctly predicted 

positive instances to total predicted positives. A higher 
precision indicates that the model excels at correctly 
identifying positive instances while making fewer errors in its 
predictions.  

Precision =
𝑇𝑃

𝑇𝑃 + 𝐹𝑃 

 
 

3) RECALL 
Recall was used to determine the ratio of correctly predicted 

positive instances to all instances within the actual positive 
class. A higher recall indicates that the model effectively 
identifies most actual positive instances, although it may 
occasionally classify negatives as positives.  

 

Recall =
𝑇𝑃

𝑇𝑃 + 𝐹𝑁 

 
 

4) F1-SCORE 
F1-Score was used to determine the harmonic mean of 

precision and recall, offering a balance between these two 
metrics. A higher F1-Score indicates that the model effectively 
balances precision and recall, resulting in predictions that are 
both accurate and comprehensive.  
   
 

F1-score =
2 ⋅ Precision ⋅ Recall
Precision + Recall  
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IV. RESULTS 
The analytical methodology results are presented below and 
discussed in Section V. 
 

A. DATA COLLECTION RESULTS 
The dataset contained no empty or duplicate values, and all 
features were numerical. 
 
 

TABLE I.  ROUTING ATTACK DATASET SIZES 

Dataset Name No. of rows 

Black Hole Attack 404134 

DODAG Version Number Attack 468060 

Flooding Attack 398782 

Decreased Rank Attack 368999 

 
 
 

TABLE II.  FEATURES OF ROUT-4-2023 DATASET 

 
 

B. EDA RESULTS 
This section presents the results of the exploratory data 
analysis for steps undertaken as outlined in Section III. 
 
 
 
 

1) DATA DISTRIBUTION ANALYSIS 

 
FIGURE 12. Distribution of Network Records by Attack Type 

2) FEATURE FREQUENCY ANALYSIS 

 
FIGURE 13. Frequency Distribution of Network Features 

3) OUTLIER AND QUARTILE ANALYSIS  

 
FIGURE 14. (A) Illustration of Outliers and Quartiles in Network Features 

Name Description 

TIME Simulation time 

SOURCE Source Node IP 

DESTINATION Destination Node IP 

LENGTH Packet Length 

INFO Packet Information 

TR Transmission Rate (per 1000_ms) 

RR Reception Rate (per 1000 ms) 

TAT Transmission Average Time 

RAT Reception Average Time 

TPC Transmitted Packet Count (per second) 

RPC Received Packet Count (per second) 

TTT Total Transmission Time 

TRT Total Reception Time 

DAO DAO Packet Count 

DIS DIS Packet Count 

DIO DIO Packet Count 

CATEGORY Attack Type or Normal 

LABEL Normal/Malicious Label 
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FIGURE 15. (B) Illustration of Outliers and Quartiles in Network Features 

 

 
FIGURE 16. (C) Illustration of Outliers and Quartiles in Network Features 

 

 
FIGURE 17. (D) Illustration of Outliers and Quartiles in Network Features 

 
 
 
 
 

4) RELATIONSHIP ANALYSIS  

 
FIGURE 18. Relationship Depiction Between Network Features 

 

5) PACKET LENGTH ANALYSIS  

 
FIGURE 19. Comparative Illustration of Packet Lengths in Attack and 
Non-Attack Scenarios 
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6) NETWORK TRAFFIC DATA ANALYSIS WITH 
RESPECT TO ATTACK SCENERIOS 

 
FIGURE 20. (A) Pair Plot Analysis of Network Traffic Data 

 

 

 
FIGURE 21. (B) Pair plot Analysis of Network Traffic Data 

 

 

7) SCATTER ANALYSIS OF TWO SELECTED FEATURES 

 
FIGURE 22. Relationship between Transmission and Reception Counts 
by Attack Type 

 

 
FIGURE 23. Transmission Rate vs. Reception Rate by Attack Type 

 

 
FIGURE 24. Info vs. Reception Rate per 1000ms by Label 
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FIGURE 25. DIO Count vs DAO Count by Attack Type 

C. MACHINE LEARNING RESULTS 
 

 
FIGURE 26. Illustration of Machine Learning Model Results Across 
Various Metrics 

 

TABLE III.  MACHINE LEARNING COMPARISON METRIC 

Classifier Accuracy Attack Precision Recall F1 
Score 

Support 

RF 0.99 

Blackhole 1 1 1 26856 

Dodag 1 1 1 34049 

Flooding 1 1 1 27115 

Normal 1 1 1 211997 

Rank 1 1 1 27978 

DT 0.99 

Blackhole 1 1 1 26856 

Dodag 1 1 1 34049 

Flooding 1 1 1 27115 

Normal 1 1 1 211997 

Rank 1 1 1 27978 

SGD 0.75 

Blackhole 0.43 0.04 0.07 26856 

Dodag 0.63 0.72 0.67 34049 

Flooding 0.85 0.97 0.91 27115 

Normal 0.76 0.91 0.83 211997 

Rank 0.52 0 0 27978 

GNB 0.52 

Blackhole 0.26 0.17 0.2 26856 

Dodag 0.36 1 0.53 34049 

Flooding 0.68 1 0.81 27115 

Normal 0.76 0.45 0.56 211997 

Rank 0.19 0.36 0.25 27978 

 
 

D. DEEP LEARNING RESULTS 

 

TABLE IV.  DEEP LEARNING MODELS TRAINING TIME 

Model Epochs Avg. Time Per 
Epoch (Sec) 

Total Time 
(Mins) 

FFNN 50 15.78 14.93 

CNN 50 86.74 63.68 

LSTM 25 223.8 93.25 

Transformers 5 197.8 16.48 

 
 
 

  
 
FIGURE 27. Illustration of Deep Learning Model Results Across Various 
Metrics 
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TABLE V.  DEEP LEARNING COMPARISON METRIC 

Classifier Accuracy Category Precision Recall F1 
Score 

Support 

FFNN 0.87 

Blackhole 0.68 0.21 0.32 26856 

Dodag 0.99 0.96 0.97 34049 

Flooding 1 0.99 0.99 27115 

Normal 0.84 0.99 0.91 211997 

Rank 0.99 0.39 0.56 27978 

CNN 0.92 

Blackhole 0.72 0.54 0.62 26856 

Dodag 0.99 0.99 0.99 34049 

Flooding 1 1 1 27115 

Normal 0.91 0.97 0.94 211997 

Rank 0.94 0.69 0.8 27978 

LSTM 0.98 

Blackhole 0.92 0.89 0.9 26856 

Dodag 1 1 1 34049 

Flooding 1 1 1 27115 

Normal 0.98 0.98 0.98 211997 

Rank 0.95 0.94 0.94 27978 

Trans- 
former 0.98 

Blackhole 0.94 0.9 0.92 26856 

Dodag 1 1 1 34049 

Flooding 1 1 1 27115 

Normal 0.98 0.99 0.99 211997 

Rank 0.94 0.96 0.95 27978 

 
 
 

V. DISCUSSION 

A. Analysis of Dataset and Feature Variability  
Table II indicates minor differences in dataset sizes for each 
attack, while Table III outlines the features and their 
interpretations. Despite these variations, Figure 12 
demonstrates that when integrated, normal records are nearly 
four times more frequent than attack records, which remain 
relatively consistent in number. This imbalance suggests a 
typical real-world scenario where benign traffic dominates, 
yet the presence of attacks, though less frequent, poses 
significant security risks. This distribution underscores the 
importance of focusing on anomaly detection systems that 
can accurately identify infrequent but potentially harmful 
activities in IoT networks. 
 
Figure 13 illustrates varied distributions of dataset features, 
highlighting consistent data collection over time and 
identifying distinct transmission, reception, and attack-
specific characteristics. These insights emphasize the 
necessity for targeted security measures based on statistical 
information, reinforcing the need for continuous monitoring 

and feature-based anomaly detection to enhance the 
robustness of IoT network security. 

B. Feature Analysis and Anomaly Detection 
The boxplots in Figures 14-17 reveal the variability and 
central tendency of key features. 'Time' exhibits numerous 
outliers, indicating sporadic data spikes, while 'source' and 
'destination' distributions suggest concentrated 
communication activities among certain nodes. 
Transmission and reception rate features show relatively 
consistent interquartile ranges but include some outliers, 
pointing to occasional anomalies in network traffic. Attack-
specific features such as 'dis' also present outliers, reflecting 
irregularities associated with attack instances. These 
observations are crucial for developing robust intrusion 
detection systems by focusing on anomaly detection and 
variability analysis to enhance IoT network security. 

C. Correlation and Feature Interrelationships 
 
The correlation matrix in Figure 18 highlights relationships 
between various features. Notable positive correlations, such 
as 'transmission_rate_per_1000_ms' with 
'transmission_average_per_sec' and 
'transmission_count_per_sec', indicate that higher 
transmission rates correlate with increased transmission 
averages and counts. Similarly, 
'reception_rate_per_1000_ms' strongly correlates with 
'reception_average_per_sec' and 'reception_count_per_sec'. 
Leveraging these relationships can improve monitoring of 
correlated features for detecting abnormal traffic patterns 
and potential intrusions, thereby aiding in the development 
of more efficient and targeted intrusion detection algorithms. 

D. Packet Length Analysis and Attack Scenarios 
The violin plot in Figure 19 depicts the distribution of packet 
lengths in non-attack (label 0) and attack (label 1) scenarios. 
Both distributions display a similar spread with notable 
concentrations around certain lengths. However, attack 
scenarios exhibit a slightly broader range, suggesting 
variability in packet lengths during attacks. This insight 
implies that packet length could be a distinguishing feature 
in identifying attack patterns, which could be integrated into 
anomaly detection models for enhanced IoT network 
security. 

E. Clustering and Feature Prioritization 
The pair plots in Figures 20-21 illustrate relationships 
between multiple features in the dataset, differentiating 
between attack (label 1) and non-attack (label 0) scenarios. 
They reveal distinct clustering patterns in features such as 
'transmission_rate_per_1000_ms', 
'reception_rate_per_1000_ms', and 'info', which are 
significantly impacted during attacks. These insights suggest 
that prioritizing these features can enhance the accuracy of 
anomaly detection models and real-time monitoring systems 
in IoT networks. 
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Figures 22-25 further demonstrate distinct clustering 
patterns between normal and various attack types using 
scatter plots. Specifically, 'transmission_count_per_sec' and 
'reception_count_per_sec' (Figure 22) and 
'transmission_rate_per_1000_ms' and 
'reception_rate_per_1000_ms' (Figure 23) show clear 
differentiation between normal traffic and attack scenarios. 
The 'info' vs. 'reception_rate_per_1000_ms' plot (Figure 24) 
reveals separation between normal and attack labels, while 
the 'DIO' vs. 'DAO' counts (Figure 25) effectively distinguish 
between different attack types. These patterns can inform the 
development of precise anomaly detection models by 
focusing on these key features for enhanced security in IoT 
networks. 

F. Machine Learning Model Performance 
Figure 26 and Table IV highlight the performance 
comparison of various machine learning models for intrusion 
detection. The radar chart indicates that Random Forest (RF) 
and Decision Tree (DT) models achieve near-perfect 
precision, recall, accuracy, and F1 scores across all attack 
types, as confirmed by Table IV. In contrast, Stochastic 
Gradient Descent (SGD) and Gaussian Naive Bayes (GNB) 
exhibit significantly lower performance. These findings 
suggest that ensemble methods like RF and DT should be 
prioritized for developing effective and reliable intrusion 
detection systems in IoT networks. 

G. Deep Learning Model Efficiency 
Figure 27 and Tables V and VI compare the performance and 
training times of various deep learning models for intrusion 
detection. The radar chart indicates that Transformers and 
LSTM models achieve the highest performance across all 
metrics. Table V shows that Transformers are the most time-
efficient, achieving high performance with significantly 
shorter training times. Table VI confirms that Transformers 
and LSTM provide superior accuracy and F1 scores across 
all attack types. These insights suggest that Transformers are 
highly effective and efficient for developing advanced IDS 
in IoT networks as compared to LSTM, CNN, and FFNN. 

H. Comparative Analysis of ML and DL Models 
In comparing machine learning and deep learning models for 
intrusion detection within IoT networks, both approaches 
exhibit strong capabilities. Random Forest and Decision 
Tree models achieve near-perfect scores across all metrics. 
However, deep learning models, particularly Transformers 
and LSTM, offer superior performance, especially in 
managing complex and varied attack types. Transformers 
also excel in training efficiency. While traditional machine 
learning models provide robust and reliable results, deep 
learning models, particularly Transformers, present a 
compelling advantage in both accuracy and computational 
efficiency. This advantage makes them highly suitable for 
advanced IoT network security applications. 
 

I. Implications and Future Directions 
This study underscores the need for continued research and 
development in intrusion detection for IoT networks, 
particularly focusing on the integration of deep learning 
models due to their superior performance and efficiency. 
Future work should explore the deployment of these models 
in real-world IoT environments, considering the dynamic 
and diverse nature of IoT traffic. Additionally, incorporating 
real-time data and adaptive learning mechanisms can further 
enhance the robustness and reliability of these intrusion 
detection systems. 

VI. CONCLUSION 
In conclusion, the ROUT-4 dataset serves as an essential 
resource for addressing security challenges posed by RPL 
attacks within IoT environments. It aids in creating and 
evaluating IDS by integrating data from simulations of four 
distinct RPL-specific assaults: Flooding, Black Hole, 
DODAG Version Number, and Decreased Rank attacks. 
 

This study conducts exploratory data analysis to provide 
a comprehensive understanding of attack characteristics and 
network vulnerabilities, employing statistical information 
graphs. Results suggest that meticulous examination of 
attack patterns and network traffic can enable IDS 
developers to refine detection algorithms using, reducing 
computational processing, and improving the accuracy in 
distinguishing between malicious actions and legitimate 
network behavior. 

 
The study utilizes various machine learning models and 

deep learning architectures with the ROUT-4-2023 dataset, 
facilitating a transition from theoretical knowledge to 
practical defensive applications. Machine learning 
ensembling methods like random forests exhibit superior 
performance, while Transformers, despite being relatively 
new and less studied, show high effectiveness and efficiency 
for developing advanced IDS in IoT networks. 

 
By offering a comprehensive framework for the 

assessment, comprehension, and mitigation of threats faced 
by RPL-based IoT networks, the study significantly 
advances research in IoT security. This research lays the 
groundwork for developing more robust defenses and IDS, 
ultimately enhancing the security and resilience of IoT 
ecosystems. 
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