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Building a secure future: The role of secondary education in cyber security preparedness 
 
Jordan Allison, Senior Lecturer in Computer Science, School of Business, Computing and 
Social Sciences, University of Gloucestershire 
 
In today's digital world, cyber security, that is ‘how individuals and organisations reduce the 
risk of cyber attack’ (National Cyber Security Centre, 2024), has become a paramount 
concern. With the rise of cyber threats such as malware, denial-of-service attacks and 
phishing, there is a growing demand for cyber security professionals. However, studies have 
highlighted a shortage of individuals with adequate cyber security expertise, leading to what 
the then Department for Digital, Culture, Media and Sport (2019) referred to as a ‘cyber 
security capability gap’ within the UK.  
 
In this blog post, I explore the growing concern of effective cyber security education for 
addressing this capability gap. As a lecturer teaching cyber security content within higher 
education, it is clear there is a skills discrepancy among learners entering our programmes, 
often dependent on prior educational background. Hence, we need to understand the 
context of these learners, which involves understanding how cyber security is embedded 
within secondary education. 
 
While the British Computing Society Landscape Review of Computing Qualifications (2022) 
identified that basic IT literacy is ingrained throughout most English educational stages, little 
research explored the depth of cyber security within secondary education qualifications. To 
address this, Stepney and Allison (2023) employed CyBOK (Cyber Security Body of 
Knowledge) which categorises knowledge of cyber security into 21 knowledge areas (KAs) 
(Martin et al., 2021).  
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Figure 1. CyBOK knowledge areas (Martin et al., 2021). CyBOK © Crown Copyright, The National Cyber Security Centre 
2021, licensed under the Open Government Licence: http://www.nationalarchives.gov.uk/doc/opengovernment-licence/ 

 
[Block quote] 
 
‘Greater links should be created between schools, higher education providers and industry 
to foster a greater understanding of each other’s challenges in building the future talent 
pipeline for cyber security professionals.’ 
 
[End block quote] 
 
The CyBOK mapping revealed disparities in cyber security content across 11 computing 
qualifications within England. For students aged 14 to 16, mandatory General Certificate of 
Secondary Education (GCSE) ICT qualifications by Pearson cover only 29 per cent of CyBOK 
KAs, while optional qualifications at Level 2 of the Regulated Qualifications Framework 
(RQF) offer broader coverage. However, at RQF Level 3, predominantly studied by students 
aged 16 to 18, Advanced-Level (A-Level) Computer Science qualifications from the exam 
boards of Assessment and Qualifications Alliance, and Oxford, Cambridge and RSA 
Examinations, cover only 19 per cent and 14 per cent of KAs, respectively. These 
inconsistencies between age groups highlight the lack of focus of cyber security content 



within some computing courses. Nevertheless, the analysis revealed T-Level qualifications 
offer substantial cyber security content, covering up to 81 per cent of the defined KAs. 
However, T-Level qualifications involve more guided learning hours compared to individual 
A-Level qualifications. Additionally, while most qualifications cover areas such as 
cryptography, law and regulation, and network security, the research revealed notable gaps 
in areas like human factors, authentication and risk management, the last of which should 
be easier to incorporate given the less technical nature of the subject matter. 
 
Unfortunately, curricular constraints such as lack of time or insufficient IT equipment often 
limit the inclusion of cyber security topics, leaving educators to supplement learning 
through extracurricular activities. This discrepancy between intended curriculum 
specifications and what has been described as the enacted curriculum delivery (Falkner et 
al., 2019) has further complications. For instance, one participant interviewed in the 
Stepney and Allison (2023) study stated, ‘The computer science curriculum for GCSE and A-
Level is monstrously broad... it would be ill-advised to focus more on cyber security than is 
required for examination purposes’. Furthermore, limited funding, resources and teacher 
training exacerbate these challenges of effective inclusion of cyber security within 
secondary education, with many computing teachers lacking the expertise to effectively 
deliver technical cyber security content (Pencheva et al., 2020). 
 
Addressing these challenges requires a concerted effort from policymakers, educators and 
industry stakeholders. Greater links should be created between schools, higher education 
providers and industry to foster a greater understanding of each other’s challenges in 
building the future talent pipeline for cyber security professionals. Regardless, by prioritising 
cyber security education, we can empower students with the knowledge and skills needed 
to navigate the digital landscape securely. Furthermore, initiatives aimed at enhancing 
teacher training and curriculum flexibility are essential to bridge the cyber security 
capability gap effectively. 
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